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I Welcome to RH253

Please let us know if you have any special
needs while at our fraining facility.
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Phone and network availability

Please only make calls during breaks Your instructor will show you which phone to use
Network access and analogue phone lines may be available; your instructor will provide information about these facilities.
Please turn pagers to silent and cell phones off during class.

Restrooms

Your instructor will notify you of the location of these facilities

Lunch and breaks

Your instructor will notify you of the areas to which you have access for lunch and for breaks.

In case of Emergency

Please let us know if anything comes up that will prevent you from attending.

Access

Each facility has its own opening and closing times. Your instructor will provide you with this information.
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Participant Introductions

Please introduce yourself to the rest of
the class!
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Copyright

+ The contents of this course and all its modules and related materials, including
handouts to audience members, are Copyright © 2005 Red Hat Inc.

»«  Nopartof this publication may be stored in a retrieval system, transmitted or

reproduced in any way, Inciuding, but not limited to, photocopy, phetograph,

magnetic electronic or other record without the prior written permission of Red Hat

nc.

This curriculum containg proprietary information which is for the exclusive use of

customers of Red Hat, ne.. and is not to be shared with personnef other than those in

attendance at this course

« This instructional program, incfuding all material provided herein, Is supplied without
any guarantees fram Red Hat, Inc. Red Hat, Inc. assumes no liability for damages or
legal action arising from the use or misuse of contents or details contained herein.

if you believe Red Hat training materials are being used, copied, or otherwise
improperly distribufed please emall traising@redhat.com or phone toll-free{USA) +1

886 626 2994 or +1 913 754 3700,
2
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Red Hat Enterprise Linux

Enterprise-targeted operating system
§ « Focused on mature open source technology
| + 12-18 month release cycle
« Cerlified with leading OEM and ISV products
Purchased with one year Red Hat Network
subscription and support contract
» Support available for seven years after release
« Upto 24%7 coverage plans available
redhatg :

For use only hy a student enrolled in & Red Hat training gouwrse lavgit by Red Hat, . or a Red Hal Cestified Training Partner. Any other use I a violation of U.5. and irtemational
copytights. Mo part of this publicalion may be pholocopied, duplicated, stored in a relrieval system, or athervise reproduced wathout prior wiitten consent of Red Hat, Inc. IF you believe
thil Red Hal training materials are being improperly used, copied, or disinibuted plezse email brairingi@redhal.com of cait 1-800-454-5502 & +1-819-754-5700.

The Red Hat Enterprise Linux product family is designed specifically for organizations plapning to use Linux in the
production setiings. All products in the Red Hat Enterprise Linux family are built on the same software foundation, and
maintain the highest level of ABI/API compatibility across releases and errata. Extensive support services are available: a
one year support contract and Update Module entitlement to Red Hat Netwoik are included with purchase. Vatious Service
Level Agieements are available which may provide up to 24x7 coverage with guaranteed one hour response time. Support
will be available for up to seven years after a particular release.

Rev RH2BSRHEL 41 Goyright £ 2006 Fed Hat inc.

Red Hat Enterprise Linux is released on a twelve to eighieen month cycle. It is based on code developed by the open source
community and adds performance enhancements, intensive testing, and certification on products produced by top
independent software and hardware vendors such as Dell, IBM, Fujitsu, BEA, and Oracle. The longer release cycle allows
vendors and enterprise users to focus on a common, stable platform and to effectively plan migration and upgrade cycles.
Red Hat Enterprise Linux provides a high degree of standardization through its support for seven processor architectures:
Intel x86-compatible, Intel Itanium 2, AMD AMD64/Intel EM64T, IBM PowerPC on eServer iSeries and eServer pSeries,

and IBM mainframe on eServer zSeries and S/390

Currently, on the x86-compatible architecture, the product family includes:

Red Hat Enterprise Linux AS: the top-of-the-line Red Hat Enterprise I imix solution, this product suppoits the largest
x86-compatible servers and is available with the highest levels of support

Red Hat Enterprise Limux ES: for entry-level or mid-range departmental servers Red Hat Enterprise Linux ES
provides the same core capabilities as AS, for systems with up to two physical CPUs and up to 8 GB of main
memoery.

Red Hat Enterprise Linux WS- the desktop/client partner for Red Hat Enterprise L inux AS and Red Hat Enterprise _
Linux ES on x86-compatible systems. Based on the same development euvlronment and same software core -

-as the server products, Red Hat Enderprise Linax Wi-doasn 801
is ideal for desktop deployments oruseasa compute node in a HPC cluster environment.

(:opyr:ght©2005 Red Hat, In.. T o 2005-03-01
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Red Hat Network

| « A comprehensive software delivery, system

management, and monitoring framework

« Update Module, included with Red Hat Enterprise
Linux, provides software updates

+ Management Module adds more scalable
management capabilities for large deployments

« Provisioning Module provides bare metal
instaliation, configuration management, and multi-
state configuraticn roliback capabilities
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About Red Hat Network

Red Hat Network is a complete systems management platform It is a framework of modules for easy software updates,
systems management, and monitoring, built on open standards. There are currently three modutes in Red Hat Network; the

Update Module, the Management Module, and the Provisioning Module.

The Update Module is included with all subscriptions to Red Hat Enterprise Linux. It allows for easy software updates to
all your Red Hat Enterprise Linux systems.

The Management Module is an enhanced version of the Update Module, which adds additional finctionality tailored for
large organizations. These enhancements include system grouping and set management, multiple organizational
administrators, and package profile comparison among others. In addition, with RHN Proxy Setver or Sateilite Server,

locat package caching and management capabilities become available

The Provisioning Module provides mechanisms to provision and manage the configuration of Red Hat Enterprise Linux
systems throughout their entire life cycle. It supports bare metal and existing state provisioning, storage and editing of
Kickstart files in RHN, configuration file management and deployment, multi-state rollback and snapshot based recovery,
and RPM-based application provisioning. If used with RHIN Satellite Server, support is added for PXE boot bare-metal
pr0v1310n1ng, an integrated network installation tree, and configuration management profiles.

r‘opynght@ 2005 Red Hat, Inc. 2005-03-01
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Red Hat Desktop

« High-quality, full-featured client system based
on Red Hat Enterprise Linux
« Includes deskiop productivity applications
» Available in packages of 10 or 50 units for
mass deployments of deskiop systems
» Clients entitied to RHN Management Module
« Package may also include RHN Proxy Server or

Satellite Server
5
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About Red Hat Desktop
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Red Hat Desktop is the latest addition to the Red Hat Enterprise Linux product family. It provides a high-quality, full-
featured client system suitable for use in a wide range of desktop deployments. Red Hat Desktop includes integrated third-
party applications including Adobe Acrobat Reader and plugin, Macromedia Flash plugin, Citrix ICA client, Java (IBM and
BEA) and plugin (IBM), and Real Player. Red Hat Desktop shares the same primary product features as the rest of the Red
Hat Enterprise L imux family, including a twelve to eighteen month release cycle and one year of bundled software updates

and support (annually renewable fot the life of the product).

Red Hat Desktop provides mechanisms to help manage and secure large desktop deployments Tt is available in packages of
either 10 or 50 units for mass deployments of consistently managed clients. Client systems are bundled with Red Hat
Network Management Module entitlements for improved manageability. In addition, packages may include either Red Hat
Network Proxy Server or Red Hat Network Satellite Server (with a Red Hat Enterprise Linux AS, Premium Edition
entitlement) to ensure the highest levels of manageability and security

Red Hat Desktop is currently available for client systems based on either the Intel x86 ot the AMD AMD64/Intel EM64T
processor architecture with a single CPU and up to 4 GB of main memory.

2005-03-01
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Red Hat Applications

® « Open source applications provided separately
from Red Hat Enterprise Linux

K Include a range of support options
| » Installation media and updates provided
. through Red Hat Network

| . More information on specific products at
hitp:/imww.redhat. com/software/rha/
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Red Hat Applications

Red Hat offers a number of additional open source application products and operating system enhancements which may be
added to the standard Red Hat Enterprise Linux operating system As with Red Hat Enterprise Linux, Red Hat provides a
range of maintenance and support services for these add-on products Installation media and software updates are provided
through the same Red Hat Network interface used to manage Red Hat Enterprise Linux systems. The Red Hat
Applications product family includes software for high availability clusters of Linux systems, software development, and

management of web content.

For more information on specific products which are currently available, please visit

http://www.redhat . com/software/rha/

Copyright © 2005 Red Hat, Inc. 2005-03-01
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The Fedora Project

i « Red Hat-sponsored open source project
|« Focused on latest open source technology
« Rapid four to six month release cycle
= Available as free download from the internet

~ « An open, community-supported proving
ground for technologies which may be used
in upcoming enterprise products

« Red Hat does not provide formal support
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About the Fedora Project

The Fedora Project is a community supported open source project sponsored by Red Hat intended to provide a rapidly
evolving, technology-driven Linux disiribution with an open, highly scalable development and distribution model. 1t is
designed to be an incubator and test bed for new technologies which may be used in later Red Hat enterprise products. The
basic Fedora Core distribution will be available for free download from the Internet

The Fedora Project will produce releases on a short four to six month release cycle, to bring the latest innovations of open
source technology to the community. This may make it attractive for power users and developers who want access to

cutting-edge technology and can handle the risks of adopting rapidly changing new technology. Red Hat does not provide
formal support services for the Fedoza Project.

Copyright @ 2005 Red Hat, lnc
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I Objectives of RH233

|« Learn skills of the system administrator who
can configure Red Hat Enterprise Linux
common network services and security at a
basic level
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A person who has completed RH253 will have practiced network service configuration and secutity administration tasks
The services include:

DNS

DHCP

NES

FTP

SMB

HITP
sendmail/postfix
xinetd

Packet Filtering and Connection Tracking

Copyright © 2005 Red Hat, inc.
Al rights reserved.
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l Audience and Prerequisites

I « Audience: Linux or UNIX operators who can
perform system administration tasks to a level
where hefshe can install, configure, and
attach a new Red Hat Linux workstation to an
i existing network,

i » Prerequisites: experience in Linux or UNIX
administration at the single-workstation level

9
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Audience for RH253:

I'he Red Hat Network Services and Security Administration course is designed for UNIX- and Linux-expetienced system
administrators who want a first course in networking services and security.

Prerequisites for RI1253 include knowledge in the following areas:

Installing Red Hat Linux

Creation and maintenance of the Linux filesystem

Uset and group administration

Integrating a workstation as a client to network services, including NIS and DHCP
Configuring a workstation as an NI S client

Configuring X, Gnome, and KDE

Performing basic performance, memory and process management

Performing basic troubleshooting

Configuring basic host security

TCP/P Networking Fundamentals

2005-03-01
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Classroom Network

Narres

IP Addresses

Qur Network

£ Qj’

Qur Sdions

| Their Network
| Their Server

Their Sations

( For Stations, Xis anurmber between 1 and 20)
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IUNITI
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Introduction to System

Services
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Objectives

» Understand how services are managed
« Learn common traits among services
« Introduce service fault analysis methods

2
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Agenda

« Service management concepts
» System V-managed services
xinetd managed services

[ ]
» The /etc/sysconfigfiles
« Fault Analysis
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Service Management

» Services are managed several ways:
e byinit
» by System V scripts
« by direct command
s by xinetd

4
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Services Managed by init

« Typically non-TCP/IP services, for
example dial-in modems

« Provides respawn capability

« Configured in /etc/inittab

E
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init car automatically respawn a program that terminates The management of the X Window System at run level 5 is an

Rev G253 RHELA | Comright & 200 e M, Ine

example of this type of service.

Services involving dial-in modems or serial ports (for example, dumb terminals) are under init control. See
inittab (5) for more information on the format Changes to inittab can be activated with init g.

Copyright © 2005 Red Hat, Inc.. . . . - 2005-03-01
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System V Service Management

» Processes are “wrapped” by System V (‘SysV’)
initialization script methods

« More than one script, and several configuration
files are often used, per service

» The service command is a “wrapper of

wrappers”
s /fete/init . d/cups start

¢ sarvice cups start

]
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Invoking the service script can be done directly, or by use of the sexvice command

Some services have more than one daemon managed by the sezvice script.
The name of the script and the name of the daemon(s) it starts are often similar, but not always

Invoking the service program in this way is not persistent across reboots To ensure a persistent change between teboots,
the daemon's start or kill symbolic link in /etc/rec.d/xrc[0-6] .d/ must be changed

Copyright © 2005 Red Hat, Inc. o 2005-03-01
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chkconfig

« Manages service definitions in run levels
To start the cups service on boot:
chkconfig cups on

Does not modify current run state of
System V services

List run level definitions with
chkconfig --list

7
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Using chkconfig, aservice definition persists across reboots
chkconfig also manages xinetd services.

chkeconfig cups --list
cups O:o0ff 1:0ff 2:0ff 3:on 4:0off 5:on 6:0ff

chkconfig <service> on enables the service in runlevels 2, 3, 4, and 5
chkeonfig <service> off disables the service in runlevels 2, 3,4, and 5
chkconfig <service> -—add ensures that either a £/ or a start symbolic link is set for every runlevel

chkconfig <service> —-del removes a service fiom chkconfig management

2005-03-01
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xinetd Managed Services

« Services are started by xinetdin
response to incoming request

« Activated with chkconfig:
chkconfig cups-1lpd on

e Uses filesin /fete/xinetd.d/

8
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xinetd is itself managed from a System V sctipt. It monitors the ports used by all the services under its care, and starts
services in response fo incoming connections

chkconfig [de]activates installed xinetd services:
chkeconfig cups-Ipd on
This use of chkconfig does not start or stop the running instance of the service.

The use of chkconfig for xinetd services has no relation to run levels, except to the extent that xinetd must be
running, which may be dependent on 1un level.

Copyright © 2005 Red Hat, Inc. 2005-03-01
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The xinetd daemon

Manages network-specific resources and
authentication

- less-frequently needed services ‘ :
_ host-based authentication + Time besed Auth

- service statistics and logging
— service IP redirection .
e Replaces inetd (uf & Tu + D= fiar)
Linked with libwrap.so
Configuration files; /ete/xinetd. conf,
/etc/xinetd.d/service

TELMET Q $
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Services which are needed less frequently, ot requiring additional resource management, are typically controlled by the
xinetddaemon This daemon provides host-based authentication, resource logging, timed access, and address redirection
among its many configuration options. These options may be service-specific, or generally applied across all xinetd-
managed services. xinetd uses /etc/services in its configuration of port-to-setvice management

Red Hat Enterprise Linux(RHEL) xinetd is compiled with Libwrap support This will cause xinetd to check for the
names of all services that it spawns with hosts .allow and hosts . deny, regardless of whether or not the individual
services were compiled with 1ibwrap.so xinetd has its own intemal security mechanism as well, which is described
later in this unit hosts.allow and hosts.deny will be consulted first when a service is requested. If they allow

access, then xinetdlls internal access control policies are checked.

The default installed configuration of xinetd is provided by the top-ievel configuration file /etc/xinetd. conf and
service specific files under the /etc/xinetd. d ditectory tree

More information may be found at http://www.xinetd. oxg, the xinetd-* directory under /usr/share/doc,

and man xinetd.conf.
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xinetd default controls

« Top-level configuration file
s /etc/xinetd. conf
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The top-level configuration file /eteo/xinetd. conf sets the global configuration options shared by all managed
services. It also provides the path to service specific configurations Below is an annotated version of the default installed

top-level configuration file

defaults .

{ - . /usj E'
instances = &0 L"”" of  coupicT(o ) 5 I Gacfh T B
log type SYSLOG authpriv I Séoa,[n’t"( J’f—@j"f‘J/&M{/ °7 5/@.:;!“

log_on_success HOST PID
log_on_failure HOST

ePS (eovmelTions fel 25 30
SQCO»/G[

Il

}

includedir /etc/xinetd.d

o
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xinetd service controls

e Service specific configuration
s /fete/xinetd. d/<service>

1
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Below is the defauit service specific configuration file for cups-1pd. Note the first line (which appears "commented");
this boolean value determines whether the service is active. Service configuration utilities, like nt sysv and chkconfig,
will edit the appropriate xinetd service configuiation files for a given runlevel

# default: off
# description: Allow applications using the legacy lpd protocel to

# communicate with CUPS&%ervice printer
{
disable = yes
sockelt type = stream
proteccol = tep
wait = no
user = 1p
server = /usr/lib/cups/daemon/cups-1lpd

2005-03-01
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The /etc/sysconfig files

« Some services are configured for how they run
& named

sendmail

dhepd

samba

init

syslog

12
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Many files under /etc/sysconfig describe hardware configuration; however, some of these files configure service
run-time parameters. By contrast, /ete/init.d/ files are executable seripts that configure the conditions of daemon
execution, while those in /etc/sysconfig/ configure the manner of daemon execution

In the following units, we will discuss all the services listed in the slide above. Althongh we may not directly involve their
run-time configuration here, you will find good references for them in
/usr/share/doc/initscripts-<version>/syscenfig. txt, and service specific documentation. For
example, the elsewhere in this course, we introduce the Berkeley Internet Domain(BIND) daemon We are limited here to
discuss all BIND run-time configuration subtleties, and the “chrooted jail” method for running the named daemon is one
such subtlety: to learn more about this, visit http: //www.tldp.org/HOWTO/Chroot-BIND-HOWTO. html.
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Fault Analysis

Determine the severity of the fault

« Is it the data?

« Is it the program or application? ~ //#~7 — V
« Is it the operating system?

« [s it the hardware?

Inspect logs before configuration files

« Use command options for debugging
» Document your investigation ;
redha!Q ?
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Throughout this course you will be setting up a number of different services under Red Hat Enterprise Linux. More than
likely, somewhere along the way a typo will be made, a file will be misplaced and the service will not wotk as expected.
This is, ironically, to be expected and will provide you with practical hands-on troubleshooting experience. Self-induced
problems, while frustrating, at least have the benefit of giving you some clue as to which component is faulty (what was the
last thing you changed before the trouble started?). During lab exercises in this course, you may also be asked to run scripts
that break some component of the system, provide you with a description of the resulting symptoms and then leave it to you
to do the rest. This will provide valuable experience with troubleshooting service faults you did #ot have a hand in creating.

When analyzing a service (or system) fault, consider its severity. Look at, and read, error messages displayed, when
presented to you. These messages may be in a log file too They will very, very often desciibe the kind of fault encountered.
It might be bad data, or the wrong data given to your program. Your program could be faulty The operating system could
be at fault, or your hardware It is possible, but rare, that a combination of these potential causes would occur at the same
time; however, a bad disk sector (hardware) may result in bad data(some part of a configuration file), which in turn results

in a program's failure to start: no DNS services.

The process of troubleshooting any system, including those running RHEL, is both science and art. The science comes from
the concepts of hypothesis testing, experimentation, comparison, and repreducing results The art of troubleshooting comes
from the realization that operating systems, services, and applications do not always work as we hope or anticipate, or even
as their creators hope or anticipate. Science allows us to focus on likely causes, while art permits us consider the off the-

wall and uniikely as possibilities.

Regardless of whether the problem is something wrong in a single user's environment or a system-wide crisis that has
rendered a system unusable, sensible troubleshooting begins with the easy fixes. This may mean running a configuration
tool, or it may mean looking at the system or service-specific log. Logs often provide explicit information on problems,
sometimes even identifying the exact line of a configuration file that is causing problems, so it is often far easier to look in a
log for an answer then to parse a configuration file for what n‘ught be a trivial syntax error. Many services prowde smtches

:that enable higher levels of debugging outpsit, and some.mavb
Some services, such as BIND, provide syntax chec
after you have exhausted these possibilities.

Also, develop a method wh1ch mcludes documem‘mg your procedure . even if it's only a simple list, mark your trail!
Copynght@ 2005 Red Hat Inc L : - 2005-03-01
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Security Enhanced Linux

« Who can do what to which files?
» Mandatory access control (SELinux)
« Under the coniroi of the security administrator
» Discretionary access controi (Traditional
Linux)
» Under the control of the user

14
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Security Enhanced Linux (SELinux) has been around for some time, but has recently seen a rise in popularity It was
developed by NSA, as a research project  Linux was chosen because it is open source, and therefore easier toget people

involved. It also makes it easier to prove the technology.

Traditional Linux leaves access conirol {o the user. The user decides who can access their files, based on group
membership. With the ACL option turned on in the filesystem, users can fine grain this control. However, as long as an
attacker gets access to the account, he/she can change these options at will

With SELinux we introduce a concept called Mandatory Access Control (MAC) With MAC, we Iet the securfty
administrator decide who can do what to which files Users are put in domains, and even if a user wants to share a file with
another user, this will fail unless they are both in the same domain.

A security administrator can decide that normal users cannot see certain files. If a user account is compromised, the attacker
cannot access these files, unless they compromise an account which has access to them. This is due to the fact that even
root accounts can belong to different domains, and a change in roles is necessary to get access to different files. This change

of roles requires a password.
This is fundamentally different from traditional Limux, where an attacker can easily break the security put in place. Without
knowing any passwords, just by knowing vulnerabilities in services running on the machine, an intruder can gain root .

acCess.

The performance impact of running SELinux is about 7%, so consider whether the security is needed, before you turm it on.

Copyright © 2005 Red Hat, Inc. ' " 2005-03-01
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SELinux

« Each process or object(file,directory,
network socket) also has a SELinux
context

« identity:role:domain/type

« The SELinux policy controls
« What identities can use which roles
« What roles can enter which domains
« \What domains can access which types

18
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SELinux adds another [ayer of access control permissions on top of standard file permissions and ACLs, which are defined
by the system’s security policy. Each process ot object (such as a file, directory, or network socket) on the system also has a
SELinux security context. This context consists of a SELinux user identity, a role, and a domain (for processes) or a type

(for objects).

The policy controls what SELinux identity a process is assigned when it starts. The identity determines which roles are
accessible to the process, and the roles are used to determine which domains the process can switch to. Once running in a
particular domain, the policy also determines what access a process will have to objects of particular SELinux types The
policy also determines the default type for a new object when it is created

In general, the access a process will be granted t¢ an object is determined by the domain of the process and the type of the
object being accessed

The default policy is set by the contents of the selinux-policy-targeted RPM.

se1 o loleE~ D
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SELinux Installation Options and

Control

« Instaliation Options
+ Disabled
» Warn (Permissive)
» Active (default) (Enforcing)
« Control Options when SELinux is

enforced
« Targeted (default)
+ Strict
radhat Q *
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During installation, SEL inux is automatically activated. This is done on the same screen as firewalling There are three

options to choose from:

- Disabled: This turns enforcing off, which means that labelling and domains are not set up This is the most efficient
way of running your machine, but less secure.

- Warn: This option sets up policies and logging, so you can monitor what is happening in the machine, without actually
running SELinux. This enables the possibility of writing new rules for testing purposes.

- Active: SELinux is now enforced, but it will only affect certain daemons. When active is chosen, only some daemons
will be under control of SELinux, the "strict” option will affect all daemons

To change between enforcing and permissive mode, you can do that either at boot time, at runtime or you can make it

permanent:

- During boot, add "enforcing=1" to the kemel line to turn on,
"enforcing=0" furns it off.

- At run time "setenforce=1" tuns SELinux into enforcing mode,

"setenforce=0" tums if permissive

- To make it permanent either edit:
/bocet/grub/grub. conf: edit the file and add "enforcing=1" to the kemel line to furn on,

"enforcing=0" turns it off
OR

o = . 7 - T P S S . 3
Jerc/eysconTig/selinuu thic ke v well documented i help yon ohiooge the vight ontion

l_[}

To fine tune your security settings, you can also use system-config-securitylevel

Copynght©2005 RedHatnc. - °2005-03-01
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Controlling SELinux

e system-config-securitylevel
+ setenforce and setsebool
/etc/sysconfig/selinux
enforcing=0

/selinux virtual filesystem

17
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The SEL inux policy may be adjusted or disabled through a number of uiilities The easiest to use is the graphical system-
config-securitylevel tool, which can turn on or off SELinux or place it into a warn-only mode It also allows the
adjustment of "booleans"” which can fine-tune the rules enforced by the policy

Retv RHZS3 RHEL4:1 Copywigint © 2005 Resf Fik, [re.

SELinux enforcement may also be changed from on to wamn-only and vice versa with the setenforce command-line
tool Thefile /etc/sysconfig/selinux can be edited 0 make enforcement changes petsist across reboot. The
set sebool command-line tool can be used io adjust and save booleans, and sestatus will print out the current state of

SELinux to standard output.

The kemnel option enforcing=0 can be passed through GRUB at boot time to put the kemnel in wam-only mode;
enforecing=1 puts it in enforcing mode.

The /selinux virtual filesystem is similar to /proc and /sys. It presents information about the state of SELinux in the
kernel to nser programs like the ones above

serwix = 0 (o)

Copyright@ 2005 Red Hat, Inc. " C : i 2005-03-01
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SELinux Contexts

o List process contexts: ps -2
o List file contexts: 1s -2

o Change file contexts: chcon
« cheon -t http _sys content t index html

» chcon“-reference=/var/www/html
index. html

138
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Process contexts can be listed by adding the -7 option to the ps command Most processes tun in the unconfined t
domain, which means that they are not restricted by the default SELinux policy Processes running in other domains are
most likely restricted by the default policy. Services affected include dhepd, httpd, mysqld, named, nsecd, ntpd,

portmap, postgres, snmpd, squid, syslogd, and winbindd.

The security contexts of files can be displayed through the 1s -Z command. A newly created file is assigned the context of
its parent directory unless the policy specifies otherwise. The chcon command changes the context of a file, and works

much like chown and chmod. Generally, the type of a file is the critical part of its context to set To recursively set the

type of all files in /var /www/html to httpd sys content t, without chasing symlinks, run the command

chcon -R -t httpd sys_content t -h /var/www/html

The ——reference option can be used with cheon to apply the current SELinux context of one file or directory to another

file or directory

Copyright © 2005 Red Hat, Inc. . 2005-03-01
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Troubleshooting SELinux

What is the error?
» Check /var/log/messages for ave denials

« Is the process doing something it should not?
» Does the target have the right context?
« Does a “boolean” setting need adjustment?

19
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SELinux policy violations are logged to /var/log/messages. An errot might read like the following:

Rew RHZEZ RHELA- Capyrighs @ 2006 Red Hal, Inc

Feb 25 01:38:23 station15 kernel: audit(1109313503 808:0): avc: denied { read } for pid=4346
exe=/ust/sbin/httpd name=joe dev=hda2 ino=311297 scontext=root:system_t:httpd t
tcontext=system _u:object_r:user_home_dir_t tclass=dit 7 'T;%’
_CiE_| o8 A
This translates as:

PID 4346, a fust/sbin/hitpd process,

with the context root:system_r:httpd t
was denied read access fo a directery named joe, which is inode 311297 on /dev/hda?,

which has the context system_w:object 1:user_home_dir_t

At this point several questions must be asked. Is the process being blocked for legitimate reasons — is it doing something
inappropriate? If not, then is the target's context wrong? If so, the correct context needs to be determined and set with
cheon If the policy is being too strict, perhaps a "boolean” setting can be adjusted with system-config-
securitylevel of setsebool. In the worst case, perhaps SELinux can be disabled for just the affected service, or

entirely
Resources that can help troubleshoot SEI inux problems include the Red Hat Enterprise Linux 4: Red Hat

SELinux Guide on www redhat.com, and Understanding and Customizing the Apache SELinux
Policy for Fedora Core 3 atfedoraredhat com. The source used to build the SELinux policy is included in the

selinux-targeted-policy-sources RPM

Copyright © 2005 Red Hat, Ing, ~ =~ - S . 2005-03-01
All rights reserved. : ‘RH253 RHEL4-1 Page 19




End of Unit 1

+ Address questions
« Preparation for Lab 1
+ Goals
« Sequences
» Deliverables
+ Please ask the instructor for assistance
when needed
redhat Q ®
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RH253 Lab 1

Red Hat Training Lab Procedures
Introduction to Network Services

Lab 1
Introduction to Network Services

Estimated Duration: 30 minutes

Goal: To become acquainted with your system.
Sequence 1: Inspecting your system

Scenario/Story:
You have "inherited" this system. The root password is "redhat.” Enjoy

Task:

Before you use the system, inspect its configuration by answering the following questions with the command(s) you used to
derive this answer. Consider fow you derived your answers.

(22 kg O 9
/@t;c,/s YE con 19,/ Mz 1w éZK’S Cﬂ/‘«’g/ ] 'f;/{f«c’,fﬁé}

1 What is the IP address of the system?

2 How was this address configured? 2 C’iﬂ‘

3. What runlevel is the system cwrrently in? s
or } ~ P
4. How was this configured? {f,j/(‘iﬁ Zoan LT '(ﬂ/s’ b’

5. Which services, if any, are currently offered? #« T, ¢ fHar .-7 er gle .

6. How many "end user” accounts are there? f

7. Which account are you now using? fﬁﬂcoc

. fagi®
8  How did you get access to the system? 251"

QQt

9. Has anyone eise logged into your system recently?

Copyright © 2005 Red Hat, Inc. o 2005-03-01
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Red Hat Training Lab Procedures RH253 Lab 1
Introduction to Network Services

Sequence 2: Troubleshooting Practice

ScenariolStory:

Now that you have become a bit more familiar with the system, let's break it. This is a controlled environment: there are o
"hints” in the "Real World" . unless your intruder is interested in a game of "Cat and Mouse.”
Task:
Practice cotrecting a problem with RHEL system.
1. Disable the system's "firewall," if neccessary.
service iptables stop

2 Run the following command, following the instruction displayed:

tsnetwork 2

3 This command will set up the problem and will explain the goal Refer to the file /etc/ts o review the goal. Spend
three to eight minutes trying to solve the problem.

4 If vou have not yet solved the problem, you may need a hint Hints can be displayed by running the tshint

command:
tshint network 2 1

This will display the first hint for the first ©snetwork problem. Continue to invoke hints until you get enough
information to solve the problem or until you run out of hints:

tshint network 2 2
tshint network 2 3

[andsoon ]

The tshint command will tell you when you have reached the end of the hints Again, do not spend more than five
to ten additional minutes on this problem

5 Whether or not you have solved the problem, run the + s1lesson command:
tslesscon network 2
This command will tell the lesson(s) intended to be taught by the problem
6. If, after reading the hints and the lesson, you are unable to solve the problem, ask the instructor for assistance.

}\/6{3 Caf"qf‘f/ e u/
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I UNIT 2

Rev RH253 RHELS-1
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Organizing Networked Systems
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Objectives

« Expiain networked systems organization
« Describe the Domain Name System
(DNS)

Explain the BIND DNS service

¢ Learn how to configure BIND
Understand BIND utilities

.
« Expiain the DHCP service
2
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[

Agenda

o DNS operational overview
Configuring BIND
Creating BIND databases
Additional DNS methods
Using BIND tools

» Configure DHCP services

Res RIDS3RMELA- | Coprigrt 2006 Fied Ht, Inc.
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Domain Name System(DNS)

» Resolves hostnames into IP addresses
(forward lookup)

» Resolves IP addresses into hostnames
(reverse iookup)

« Allows machines to be logically grouped
by name domains

« Provides email routing information

4
redhat %
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DNS makes it possible to refer to Internet Protocol (1P)-based systems (#1osts) by human-fiiendly names (dowmain names).
Name resolution is the act of determining the TP address (or addresses) of a given hostname. The benefits of DNS are two-
fold. First, domain names can be logical and easily remembered Second, should an IP address for a host change, the

domain name can still resolve transparently to the user or application.

DNS name resolution is a critical Internet service Many network services require functional name service for correct
operation.
Dormain names are separated by dots, with the topmost element on the right, whereas IP address have the topmost element

on the left  Fach element may be up to 63 characters long; the entire name may be at most 255 characters long. Letters,
numbers, or dashes may be used in an element.

The right-most element of a domain name is called the top-fevel domain (TLD) If a domain name is not shortened, it is
said to be a fully-qualified domain name (FQDN). For example, lava.redhat com may be specified by a machine in the
redhat.com domain as either lava redhat com (the FQDN), or as lava

Host names map to IP addresses in a many-to-many relationship A host name may have one or more IP addresses.
Conversely, a particular IP address may have multiple host names associated with it.

Hosts that are designed to perform email routing -- mail exchangers -- have special-purpose records in DNS (MX records).
When a SMTP server, or mail server, needs to send mail to a remote domain it does a DNS lookup for the Mail Exchanger
(MX) of that remote domain. A domain can and should have multiple mail exchangers. Mail that cannot be sent to one
mail exchanger, can instead be delivered to an alternative server, thus providing failsafe redundancy

uopyrlght 2005 Red Hat e, - 2005-03-01
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Zones, Domains & Delegation

» A domain is a complete sub-tree of the
hierarchical namespace

+ A zone is the part of the domain
managed by a particular server

« Subdomains may be delegated into
additional zones

« A zone may directly manage some
subdomains .
redhat Q
For use onfy by a siudent entolled in 2 Red Hat raining course taugnt by Red Hat. Inc. or a Red Hat Certified Tralning Panner. Any other use is a viotalion of U.S. and infernational

copyrights. No pat of this publication may be pholacopied, duplicated, Sored In a retriaval system, ar othervise repraduced wilhout prier wiitten consent of Red Hat, Inc. If you believe
that Red Hat training materials are being improperty used, copied, ar distributed prease emal ralnng@redhal.com or call 1-800-454-5502 or +1-919-754-3700

Res RHZS3 RHEL4 1 Cogyright © 2006 Fed Hat fec.

In DNS subdomains are not the same as zones. A zone is a part of the namespace administered by a single name server, A
zone may include all the subdomains of a particular domain, or it may delegate authority for some subdomains as separate

zones on other name servers,

A zone represents the scope of administration for which one body is responsible.

Copyright © 2005 Red Hat, Inc, . 2005-03-01
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Name Server Hierarchy

+ Master name server

» Contains the master copy of data for a
zone.

» Slave name server

» Provides a backup to the master name
server

« All slave servers maintain synchronization
with their master name server
8§
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Master and slave DNS servers are sometimes referred to as “primary” and “secondary” servers The terminclogy primary
and secondary is deprecated, as these terms are typically used to refer to nameservers that a client will use for hostname
resolution Both master and slave servers contain authoritative data. A zone may have multiple slave servers. A slave server
may get its zone data from another slave server There is normally only one master per zone

Rev RHRS-RHELA-1 Copyright @ 2005 Rod Hat, Inc.
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The DNS Server

« Server receives request
o If server doesn't have answer, either
asks root server or forwards request

» Response from upstream server may be
final answer or referral to another name
server

e lwresd

7
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A name server may know the answer to a query because either:
e the answer is cached locally, or

o the server is authoritative for the zone queried.

If the name server does not know the answet, then it usually asks a root name server, specified in the hints file (by default,
named.ca) The upstream name server may respond with a final answer to the query, or with a referral to another name
server. This may happen a number of times until a name server that knows the answer is contacted

Altemnatively, the name server may be configured to forward the request to another local name server, requesting that the
upstream server resolve the request. The upstream server will normally respond with a final answer.

When the seiver gets a final answer, it puts a copy in its local cache and returns a copy to the requesting client

lwresd is the LightWeight RESolver dasmon which provides caching nameserver lockup capability to local client
applications which use BINDY's lightweight resolver protocol rather than standard DNS protocel.

dnsa&m;ﬁ@
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Berkeley Internet Name Domain
(BIND)

» BIND is the most widely used DNS
server on the Internet
« Red Hat Enterprise Linux uses BIND 9

s Provides a stable and reliable
infrastructure on which to base a domain's
name and IP address associations

+ Runs in a chrooted environment

8
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BIND has gone through numerous revisions over the years. The most common BIND used since about 1995 was version §
BIND 9 was released in September 2000 The development of BIND 9 made important imnprovements in security and
robustness. In addition it provides IPv6 support, allows eight-bit clean names, and better muiti-threading. The Internet
Software Consortium ( isc org ), who are the maintainers of BIND recommend that all users of older versions of BIND

upgrade to version 9 because of its greatly improved security

For more information on BIND 9 features, see
/usr/share/doc/bind-«<version>/README .

For more information on migration to BIND 9, see
/usr /share/doc/bind-<versicn>/misc/migration,

BIND URL: http://www.isc.org/products/BIND

A great reference, the BIND version 9 administrator's manual is at
/usr/share/doc/bind-<version>/arm/Bv9ARM . html .

- 2005-03-01
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Service Profile: DNS o0 by =Sy

« Type: System V-managed service 7"
« Packages: bind, bind-utils, bind-chroot

« Daemons: named, rndc

« Script: named

» Ports: 53 (domain), 953(rndc)

» Configs: (Under /var/named/chroot)

/ete/named. conf,
/var/named/*,
Jeto/rndc. *

» Related: caching-nameserver, openssl_g 9
vV ' .
—:..r;i fﬁff‘ﬁé(. redhat v
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Unlike the software implementing many network services, the bind package installs to an unconfigured state. The caching-
nameserver package applies a simple configuration to #ind if required. The bind-c hroor package assists in setting up bind to

run in a chrooted environment.
The openss! package provides cryptographic libraries needed for the new security features of BIND 9.
If the bind-chroot pacakge is installed, named will run in a chroot'ed environment. This is the default when choosing the
DNS Name Server package group at install time. The bind-chr oot package creates the chroot'ed environment under
/var /named/chroot. See the next page for more information on this package
Name service is an SELinux restricted service when enforcing the default targeted policy on a Red Hat Enterprise Linux,
version 4 system. It uses a number of contexts, including:

system_u:cbject_r:named_cache_t

For slave data, temporary files

system u:object r:named conf t
For the named.conf file and other files needed to operate in the chroot'ed environment (for example, devices, other

filesin /etc).

system_u:object_r:named var run t
For the service's PID file.

system u:object r:named_zone_t
For zone files. The /var/named/chroot/var/named file uses this context and so any files created in this
directory will have the proper context for a zone file
If a file is moved into this directory, it may not have the proper context and so it may need to have its context

L changed The following command will zccomplish this: ' :

chcon --reference=/var/named/Chroois var/namad A\
/var/named/chroct/var/named/zonefile

Copyrlght © 2005 Red Hat Inc _' o . 2005-03-01
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bind-chroot

« Config file:
/etc/sysconfig/named

» Define chroot directory:
ROOTDIR=/var/named/chroot

10
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If you select the DNS Server package group, either during initial installation or from the system-config-packages
gui, the bind-chroot package will be installed. This package contains a tree of files which can be used as a chroot
jail for the named program from the bind package

Rev RHIS3 RHEL 1 Copytight € 2606 Red ok, e

When the bind~chroot package is installed, named 1uns in a chrooted environment This environment is defined in the
/etc/sysconfig/named file by setting a variable called ROOTDIR:

ROOTDIR=/var/named/chroot

When this variable is set the named process chroots to the directory specified in the variable prior to reading any
configuration files The default chroot directory is /var/named/chroct. This means that all of bind's
configuration files will be stored relative to this directory  So, for example, the main configuration file, named. conft,
will bein /var/named/chroot/etc/named.conf instead of /etc/named. conf. All other configuration and

zone files will also be relative to this directory.

If you remove the ROOTDIR setting then named nuns without chrooting first, so all files and directories are relative to the

oot directory.

Copyright ©2005.Red Hat, Inc. . .. - 2005-03-01
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Configuring BIND

| « Default configuration file is
: /var/named/chroot/etc/named. conf
» Read by named (BIND daemon) during
startup or service named reload
| « Text-file specifying directives: zones,
| options, access control lists, etc.
| « Comments can be in C, C++ or shell style

"
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The BIND 9 configuration file, named. conf, is only slightly different in format to BIND §

At startup or whenever the name server is restarted, always check the system log for error diagnostics and warnings. An
invalid directive or option will prevent the server from starting, halting name service. Error messages will be reported on
standard error, but the log should be checked even if the server started up successfully.

You should comment your configuration file Comments may be in C, C++ or shell-like syntax:
/* this is a C style comment */
// this is a C++ style comment

# this is a shell style comment

Directives {(options, server,and zone) precede blocks that are delineated by braces. All statements, including
blocks delimited by braces, end with a semicolon,

Relative pathnames will be prefixed with value of directory option if specified, otherwise /var /named.

Cprrlght © 2005 Red Hat Inc [ . : 2005-03-01
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Global Options

« Declared with the options directive:
acl "mynetwork" { 192.100.100/24; }:

opticns |{
directory " /var/named" ;
forwarders { 203.50.0.137; };

allow~guery { mynetwork; }:
allow-transfer { mynetwork; )}:

12
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Commonly-used global options are:

Base directory of all relative paths specified in named. conf. This base directory will be

directory
relative to the CHROOT directory if it has been set.

forwarders Servet forwards gueries it can't answer to the name servers at the IP addresses in this list. If'it
gets no answer, it will fry a root name server unless the forward-only option is also set.

allow—query Specifies an address match list of hosts allowed to query this server If this option is not set, any
host can query the server. In the example above, only hosts in the 192.100.100 0 network may
query

allow-transfer Like allow-quety, specifies hosts that may copy the database. Should be used to limit zone
transfers.

'2005-03-01
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Access Control Lists
(acl)

§ » Access control list is a list of semi-colon

. separated |IP addresses, networks, or named
# access control lists

[ « Can use acl directive to create a custom

named access control list
acl "mylist" { 192 .168 0/24;
192.168.1.12; };:

» Trailing, non-significant zeros may be dropped
« Makes the configuration easier to read and

maintain
13
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Some global options and directives such as allow-query take an address list as an argument. Access controt lists are
semi-colon delimited lists of TP addresses, network prefixes, or named address match lists.

A named access control list is a shorteut that can be used to quickly specify a set of machines. There are four pre-defined
named access control lists available:

none No IP address matches

any All IP addresses match.

localhost Any TP address of the name server matches.

Iocalnets Any network on which the name server has an IP address matches.

One of the main benefits of using ACL s is that they make the configuation file easier to maintain and more human
readable. They provide a central place where IP addressed may be changed which is considerably easier than teplacmg

those IP(s) throughout the file if a change needs to be implemented

Copyrtght @ 2005 Re_d Hat Inc.
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Name Daemon Control Utility
(rndc)

B » Provides secure and remote management of
1 running name server

o Uses TSIG security

include "/etc/rndc.key";

controls {
inet 127.0.0.1 allow { localhost; } \

keys { rndckey: }:;
[ « rndc only listens to the loopback interface, or
| ‘localhost” by default
rednat Q "
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R RH2S3-RHEL 41 Copyrignt & 2005 Red Hat i

rnde is based on the nde utility of earlier versions of BIND, but it supports network client maragement using port 953,
and TSIG keys for security If's configuration file, /etc/rnde. conf, and *key file” are installed with the bind RPM
package. During installation, a unique key is generated. The directive listed below is included in the /et.c/named. conf
file Remember that these locations are relative to the ROCTDIR directory if it is being used (i.e

/var/named/chroot/ete/rnde. conf).

include "/ete/rnde.key";

controls {
inet 127.0.0.1 allow { localhost; } keys { rndckey; };

b

While starting the BIND daemon named, a child-process thread is spawned to start the rnde utility. If the key for the
designated “localhost” acl is missing, or does not match, named will not start Similarly, to stop the named daemon, rndc
is called to verify this key If the key is invalid, named will not sfop. While not discussed in detail here, rndc is also called
by a remote BIND, or DHCP server to dynamically “update” the local server's configuration. Again, proper configuration
includes the correct key(s) for these servers are available to the rnde utility.

Note: rndc is not a daemon, but called by named to vetify keys.

Copyright © 2005 Red Hat; Ing: =~ o : - 2005-03-01
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| Master and Slave Zones

8 « Declared with the zone directive:

zone "redhat.com" {

type master;
file "redhat .com. zone'" ;

};

zone "kernel.org" {

type slave;
masters { 192.168.192 168; }:
file

"slaves/kernel.org.zone";

¥

« File name should indicate the zone .
C.-(L/ﬂf{_/ Pfﬂ(/ﬂ/’/;‘g’/ﬂg redhatg

Ficr RH253 RHEL4-1 Copntiqht © 2005 Red Hat, tne.

For use only by a sfuderd ervolled in a Red Hat lralning cowse taught by Red Hat, Inc. or a Red Hat Ceﬂm‘ed Tlmng Partner. Anyolheruse is @ viclation of U.S, ard infemational
copyrights. No part af this. publlcatiort may be potacopied, duplicated, stored in a refriaval system, or out pr eri of Red Hat Inc. If you befieve
that Red Hat trairing materlals are being improperty used, copled, or distributed piease emai rainpggiredhal.cam ar call 1-8\‘)0-454—5502« +1-g18-754

Master zones are the central player in BIND configuration. Every non-cached domain name must have a master zone so
that authoritative records can be generated for queries. A zone[Js name (i e, zedhat . com from above) is important; the
host name given in a query will be matched against all configured zones.

Slave zones look similat fo their master counterparts. The masters sub-directive must occur if the type sub-directive
equals siave. A file directive may be used to store a local copy of the database which lessens the load on the master
server, however, it is not required For consistency's sake, the £11e sub-directive should be set to the same value as the
corresponding master's {except in the slaves directory) .

When a slave nameserver starts, it tries to contact a master and get a current copy of the database. If the slave stores a local
copy of the database in a file, it will just ask the master for the setial number of the current zone file and compare it to the
serial number of the stored copy. If the serial number hasn't changed, the slave will use its stored copy, reducing network

traffic and server load.

The file directive specifies the text file that holds the zone[s database (the zone file). The name of the zone file is arl bltrary
but common examples include:

redhat. com.zone
redhat.com.db
db. redhat . com
redhat . com

Copyrught© 2005 Red Hat e, . _ ; 2005-03-01
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Reverse Lookup Zones

B o Zone name ends with special domain:
.in-addr.arpa

« Declared with the zone directive:

zone "10.100.172.in-addr. arpa” {

type slave;
masters { 172 100.10.1; }:
file "slaves/172.1006.10.zone";
}:
16
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The in-addr . arpa domain provides for reverse lookups. The associated zone files mainly hold PTR records The

reverse lookup domain for a network is based upon the network[1s IP address with the octets in reverse order This is so
the resultant domain name has the topmost element at the right-hand side

Generally, a reverse lookup zone should be named as follows:

1. Determine the netwotk the zone should cover, In the example above, the zone covers the 172 100.10/24
network.

2 Reverse the order of the octets in the network address. From above, we take 172.100.10 and reverse it to
10.100 172

3. Append in-addr.arpa to the reversed string. Appending onto the resnit of step 2, we have
10.100.172. in-addr .arpa.

Copyright © 2005 Red Hat, Inc. '2005-03-01
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I Special Zones

« Root zone: "
sone " " {
type hint;
file "named . ca" ;
}i

« L.oopback zone: "0.0.127. in-addr.arpa"
« Specified like other reverse lookup zones

17
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Every BIND configuration should include a root zone. The root zone is used when a query is unresolvable by any other
configured zones; in essence, it is the default, Note that the type of the root zone is hint (unless the server being

configured is a root name server )

Rev REZE3RHELAY Cogrffight © 2005 Red FIat, Irc.

L.oopback zones should also be specified, although they aren[i strictly required. Many programs --most notably the X
Window System -- use local UNIX sockets to emulate IPC queues between cooperating processes. These sockets are bound
to 127 0.0.1, the loopback address Toopback zones should never be slaves

The file named . ca contains information about root servers on the Internet  This information rarely changes, but the latest
version can always be obtained from ftp://rs.internic.net/domain

A typical dig @<ROOT SERVER IP>will also output a properly formatted named . ca file to standard out  This can be
used to get a current list of the root nameservers as necessary

Copyrlght©2005 Red Hat Ime. . . . . ) 2005-03-01
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Zone Files

B « Files usually reside in
t /var/named/chroot/var/named

| « Begins with $TTL (time to live)

« First resource record is zone's start of

| authority (SOA)

Zone data in additional resource records

18
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Use semi-colons in database files to signify a comment to the end of line. For example:

this is a comment and will be ignored

Rov RHZS3-RHEL1 Gopyight © 2006 Rex Hat, Irc.

All zone files must start with a TTL directive. This determines the default length of time in seconds which you want

resolving servers to cache your zone's data. The TTL directive takes the form:

STTL 86400

Fully-qualified domain names in zone files must end with a dot BIND will assume that names that don't end with a dot
should end with the name of the current domain. Always use a dot at the end of a name that is fully-qualified

Errors in a zone file will not prevent the named daemon from starting. However, they can prevent the zone from loading
and being read properly causing the entire zone to be inaccessible.

Copyright © 2005 Red Hat, lnic. =~ " o 20050301
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Resource Records (RR)

+ Syntax:
[domain] [ttl] [class] <type> <rdata>
» [domain] specify domain or use current
o [tEl] how long record will be cached
e [class] record classification {usually IN)
* <type> record type (SOA, MX, A, elc)
s <rdata> specific data for record

18
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When the database is parsed, the current domain is set to the value specified in the start of authority record (for example,
redhat .com). If a'@' appears in the name field, the current default domain for the zone will be used If whitespace
appears in the name field, then the name from the preceding resource record will be used

Rav RH283 RHEL4-T Gogyigh © 2006 Red Hat. o<,

Time to live values may be set on a per-record basis, overriding the default set by $TTL

By far, the most widely used class is IN, which specifies the internet class; under most circumstances it[s the only class
you'll encounter The IN class is assumed if the class is omitted from the resource record (RR})

Copyrlght©2005 Red Hat lnc o ‘ ’ : 2005-03-01
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SOA (Start of Authority)

o Every zone file must have one

@ IN SOA ns.redhat.com. root.redhat com. |
2001042501 ; serial number

300 ; refresh

60 ; retry

1209600 ! expire

43200 ; minimum TTL for negative answers

)
+ Values no longer need be in seconds

20
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The SOA designates the beginning of a zone's data, and sets default parameters for that zone It is normally the first
resource record in a zone database.

The (@ is interpreted as the name of the originating domain - redhat.com in this example The @ is not itself mandatory, but
the domain must be indicated.

Values of fields between the brackets, except for the first, are time periods.

serial numbers are used for version control on DNS database files. Every time data in the database is changed, the serial
number must be increased in order that slave servers know the zone has changed. A common practice is to use serial
numbers based on IS0 dates.

refresh is the delay time that slave name servers should wait between checking the master name server[Js serial number for

changes. A good value is one hout,
retry is the delay time that a slave name server should wait to refiresh its database after a refresh has failed One minute is a

good value
expire is the upper time limit that a slave name server should use in serving DNS information for lack of a refresh from the

master name server. A good value is 7 days.
The minimum time to live for negative answers specifies how long a nameserver should cache a "no such host" response
from an authoritative server of the domain, This reduces load on that serve. .

Note that all times are in seconds by default. However, the following may be used:
W =weeks D=Days H=Hours M =Minutes
use-capiial fetters, no space between the number and the uni

The last string in the first line of the SOA record (root . redhat . com. from the slide example) specifies the contact

person for the domam Conventmnally, the Iesponsable party[1s email address is used, replacing the & with a dot
uopyright©2005 Red Hat Inc. e S T 2005-03-01
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NS (Name Server)

# « There should be an NS record for each
| master or slave name server serving

. your zone

| « NS records point to any slave servers

| that should be consuited by the client's

name server if the master should fail
<] IN NS ns.redhat.com.
redhat. com. IN N5 nsl.redhat.com.

b
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NS records designate name servers to use for this domain. It should contain at least one DNS server that is authoritative for
the zone(which may be a slave server, masking the identity of the master zone server). A list of slave servers that can be
referenced is commonly included.

Fully-qualified names must be used for NS resource records

Note, you may sometimes see that the first field is left blank. This takes advantage of'a BIND zone file shortcut which
allows the name for the first field to be assumed from the preceding record. This shorteut can be dangerous because the
meaning of the resource record can change if the ordering of the file changes

The @ notaticn allows the domain name to be taken as the originating domain for the zone

2005-03-01
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I Main Record Types

A records map hostname to IP address
mail IN A 192 .100.100.3
login redhat com. IN B 192.100.100.4

« CNAME records map address aliases

pop IN CNAME mail
ssh IN CNAME login.redhat com.

| « PTR records map IP address to hostname
4.100 IN PTR login . redhat. com.

MX records map mail servers for a domain
radhat com. IN MI 5 mail redhat com.
redhat.com. IN MX 10 lava.redhat.com.

¢
ldlb ”(‘ TiES redhat Q “
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A, CNAME, and PTR resource records comprise the bulk of resources seen in database files Incorrect setup of these
records can cause many problems, so they should always be evaluated carefully before changes are committed.

Either short or fully-qualified names may be used when a hostname is needed (don't forget the terminating dot for fully-
qualified names )

An A resource record maps a hostname -- which may or may not be fully qualified -- and an IP address CNAME records
usually point to names with A records It's considered a bad idea in most cases to point a CNAME to another CNAME,
because it slows down name resolution, is easy to misconfigure, and is incompatible with older( and still present) DNS
server software However, BIND 9 does support this configuration.

PTR resource records are the inverse of A records - they map an IP address to a hostname For reverse lookups -- that s,
PTR records -- specify the octets of the domain in the reverse order. For example, if the zone were defined as
100.192 . in-addr.arpa, then the name server would expand the PTR reference in the slide into
4.100.100.192 . in-addr. arpa A lookup of 192.100.100 .4 would find this reference and would return

login.redhat.com.

MX resource tecords are used to define mail handlers (or, exchangers) for a zone. MX records must have a positive integer
listed immediately after the MX and before the host name. This integer is used by remote Mail Transport Agents (MTA) to

determine which host has delivery priority for the zone.

Precedence is given to the mail exchanger with the lowest priority. Tf that host is not up, then the next lowest priority mail
; Lh nger will be used If none of the mall exchangers are up, then the mall wﬂl be retumed to the foxwardmg S‘Vﬂ"“

tobe g quet 85 f{)r later d Weﬂ
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I Example Zone File

¢ SOA record
« NS records

« Arecords

o CNAME records

« MX records

23
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Example zone file for redhat.com zone

’

$TTL 86400
@ 1IN S0A ns.redhat.com. root.redhat.com. |
2001042501 ; serial number YYYYMMDDCC
3H ; refresh H = hours
1M ; retry M = minutes
2W ; expiration W = weeks
1D ) ; minimum time to live D = days
a IN NS ns.redhat.com.
redhat.com. IN NS nsl.redhat.com.
ns.redhat.com. IN A 192.100.100.1 ; simple A association
nsl IN A 192.100.100.2 ; EFQDNs aren’t required
mail IN A 192.100.100.3
login IN A 19%2.100.100.4
lava IN A 1%2.100.100.10
WWW G IN A 192.100.10C.5 ; note zero(0) TTL
WWW 0 IN A 192.10C.100.¢ ; note zero{0Q) TTL
WWW 0 IN A 192 .100.100.7 ; note zero(0) TTL
Pop IN CNAME mail ; alias pop to mail
imap IN CNAME pop ; bad ideal

Copynght©2005RedHat lnc R : : 2005-03-01
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Round-Robin Load Sharing
Through DNS

« Load balancing can be achieved
through the simple use of multiple A

records:

WHW 0 IN A 192.168.34 .4
WWW 0 IN A 192 168.34.5
WWW 0 IN A 192 168.34 6

+ DNS traffic will increaseasa TTLof O is
| never cached
redhatg *
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This is a useful feature for heavily loaded servers. This will allow the duplication of A records to evenly distribute
ingoming requests. In this example, we have inereased the amount of web traffic the siteat http ©  * »nv can handle by a

factor of three (notwithstanding network traffic limitations). At the same time, this technigue provides a simple method for
service continuity in the case of a web server failure.
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Note: DNS traffic will increase because a TTL of O means queries will never be cached
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Delegating Subdomains

# « Configure the subdomain as a zone on
| the new server

| « On delegating server, set up NS record
" for the subdomain pointing to the new
server

i « If new server is in subdomain it

: manages, on delegating server need a
"glue" A record for new server

For use only by a siudert enrolled in & Red Hat training cowse lavgit by Red Hat ing. or a Red Hat Ceniffad Tranng Fastner. Am'nm! use is a iolation of 11.8. and intemational
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It's possible to set up and manage an entire subdomain as pari of a zone that includes its parent domain. However,
sometimes it's necessary to delegate management of DNS for a subdomain to another name server. As an example, we'll
delegate authority for the support . example. com subdomain from example. com, managed by

ns.example.com, to a new server called ns . suppoert .example . com,

First, we need to set up a zone to manage support.example.com onthenew ns. support.example. com name
server

Second, the parent zone needs to delegate authority for the subdomain to the new server Do this by creating NS records for
the subdomain in the parent zone's database that point to the new name server or servers. In the example . com database

on ns.example com:

support.example.com. IN NS ns. support.example., com,

But to get the address of this name server for support .example . com, we need to look up an A record on the name
server for support .example.com! To fix this problem, we'll also need to add a "glue record" in the zone file for

example.comonns.example . com pointing to that server:

ns.suppozxrt N A 192.100.100.10

The parent zone will need NS records (and possibly A records) for all authoritative name servers managing the delegated

Zong
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BIND Syntax Ultilities

« BIND will fail to start for syntax errors

» named-checkconf
« Inspects /var/named/chroot/etc/named . conft
by default
« named-checkzone

« Inspects a specific zone configuration

named-chackzone redhat.com
[rar/named/chroot/var/named/ raedhat  com zona

26
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In order to prevent problems with BIND starting afier a configuration change one should always use named-checkconf
before restarting BIND. This is especially important on production servers because syntax errors can prevent BIND from

starting, thereby causing a loss of service
named-checkcont checks /var /named/chroct /ete/named. cont by default, but another file can be specified
on the command line

$ named-checkconf -~/configs/named.cont

named-checkzone also allows you to specify a path to a file to be checked. This also allows oft line checking before a
new or modified zone file is deployed.
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Caching-only Name Server

' « The caching name server configuration;

forwards queries and caches results.

» caching-nameserver RPM package
provides a working named . conf BIND
configuration

« Also provides Internet root server "hints" or
references via named . ca
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The caching-nameserver package doesn[h serve as an authoritative name server for any domain  Its job is to fulfill client
requests, and to cache the retrieved information for subsequent lookups. It must be installed with the BIND packages The
name server enfry in /etc/resolv. conf should then be set to 12700 1.

The caching-nameserver package does not contain any binary files. It simply applies a standard configuration to BIND.
It is recommended that a forwarder s eniry be added to the options section of named . conf. This will provide
better performance, and reduce the usage of shared network resources.

The caching-nameser ver configiration can be a good starting point for configuring name servers which are not caching-
only
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BIND Utilities

« Many useful utilities are included in the

bind-utils RPM package, including:

« host: gather host/domain information
host -a ns.redhat com
host -al redhat.com

+ dig: send queries to name server directly
dig @ns redhat com any

+ nslookup

28
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host is a particularly useful command, as it is capable of showing all information about a host and/or listing an entire
domain. The first example above shows all information about ns . redhat . com, while the second example shows ail

information for every host in the redhat . com domain Listing an entire domain[Js contents is known as performing a

"total zone transfer.”

dig is used to send queries directly to the name server, bypassing any system resolver libraries. This direct access is useful
for problem isolation. dig is short for "domain information groper." The output of dig is in zone file format, which can

make it a useful tool.

nslookup has been the standard BNS query tool in Unix and Linux for years. It has both an interactive and non-
interactive mode which include a number of usefuil features. For more information, see man nslookup.
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Advanced BIND Features

g  Integration with dhepd to implement

| Dynamic DNS{DDNS) updates from the
DHCP server

| « DDNS updates directly from clients

| « Transaction Signatures(TSIG) for
secure exchanges between name
servers
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Dynamic DNS allows dhep clients who's IP addresses change frequently to update their DNS records. This can be done cn
behalf of the client by the dhepd and named daemons shipped with Red Hat Enterprise Linux(RHEL).
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TSIG, or transaction signatures, provides a method for secure transfers of information using a shared key. This is used for
authenticated communication between name servers and DHCP servers to update DNS records dynamically. This is also the

method used by rndc discussed earlier

More information about these advanced features can be found in the BIND Administrators reference ot by attending the
Red Hat RHS8333 Red Hat Enterprise Security Network Services class.
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DHCP Overview

« DHCP: Dynamic Host Configuration
Protocol, implemented via dhcpd

| « dncpd provides services to both DHCP
and BOOTP clients
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DHCP provides a method for hosts on a network to request, and be granted, configuration information inctuding the
addresses of routers and nameservers Usually, there is a single DHCP server per network segment, but in some cases there
may be more than one. DHCP forwarding agents allow clients to receive addresses from a server which is not located on the

same network segment

TP addresses are either dynamically assigned from a range or pool of addresses, or statically assigned by MAC address The
assignments are made for a configurable amount of time (termed a Oleasel} period) and may be renewed by the client
The server can be configured to accept requests from only a specific set of MAC addresses, if desired

Typically, the server will supply information about the networkl s subnet address and netmask, its default gateway, domain

name and DNS server, and locations of kickstart configuration files.

DHCP is a superset of BOOTP; dhcpd has been designed to answer requests from BOOTP clients BOOTP clients will
retain their configuration information indefinitely; there is no notion of a lease in BOOTP.
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Service Profile: DHCP

o Type: SystemV-managed-service~
Packages: dhep
« Daemons: dhcpd

-

« Script: dhcpd
FEa—
» Ports: 67 (bootps), 68 (bootpc)
« Configuration: /etc/dhepd. conf, =%
/var/lib/dhcp/dhepd. leases &
« Related: dhclient
redhat@m
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The dhep package installs without any configuration The dasmon will not start if a dhcpd . 1eases file does not exist.
An empty(commented) file is installed with this package.

The DHCP server is an SELinux restricted service when enforcing the default targeted policy on a Red Hat Enterptise
Linux, version 4 system. The server uses a number of SELinux contexts for its various files, For purposes of configuration,

the following contexts are important:

system u:cbject_r:dhecpd state ¢

Forthe /var/1ib/dhcp directory and the dhepd . leases file within it.
system u:object r:dhep etc t

Forthe /etc/dhepd. conf file,

system u:object _r:etc t
For dhepd elated filesin /ete /sysconfigq, including the dhepd and dherelay files

After creating a dhopd . conf file and placing it in /etc, run the following command when using the default enforced
targeted policy to set the proper context for the configuration file:

chcon system u:object r:dhep etc t /etc/dhopd.cont
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Configuring a DHCP Server

» Configure the serverin
/ete/dhcpd. conf

» Sample configuration provided under
/usr/share/doc/dhcp-<version>/
» There must be at least one subnet

block, and it must correspond with
configured interfaces.

3z
redhat :

For use only by a sludent enrolledina Red Hal training course taught by Red Hat In_or 3 Red Hat Certified Training Partner. Any alher sa is a wiclalion of .. and infernatioral
copyrighls. No part of Ihis publfcation may ba phatecopied, duplicated, stored in a retieval system, of othenvdsa reproduced vithout prior veitten consent of Red Hal. Inc. If you believe
that Red Hat lrairing materiats are being impraperly used, copied, or distibuted please emalliralinng@redhat com or calt 1-800-454-5502 or +1-515-754-3700.

dhepd is configured in /ete/dhepd. conf and managed with service.
To configure a dhopd server, fitst use 1 fconfig to verify that a BROADCAST address is specified in your network
configuration; Initial DHCP requests are broadcast and not sent to a specific server.
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Next, create the /etc/dhepd . conf file. Youllll need to configure lease times, optional subnet masks, router addresses,

DNS servers and IP addresses o1 ranges of addresses for your clients 1eased IP addresses are kept in
/var/lib/dhep/dhepd. leases as they are assigned. Refer to the sample configuration file under
/usr/share/doc/dhcp-<version>/, o the manual page (man 5 dhepd. conf) when creating your site-

specific DHCP server Here is a sample:

# global definitions
ddns—update-style none; # turn off LDNS updates
option domain-name "example.com"; # domain name given to client
option domain-name-servers 1%2.168.0.254;

default-lease-time 218600; # seconds till expire
max-lease~-time 43200; # maximum lease time

subnet 192.168.0.0 netmask 255.255.255.0

{
# definitions in this block applicable only to given net
option routers 192.168.0.253; # local gateway
option subnet-mask 255.255.255.0; # local subnei mask

# Range configuration DHCP

range 152.168.0.2 192.168.0.250;

# static configuration for each host BOQTP

host stationl

hardwars athernst 00:ad:cor &l

fixed~address 192.168.0.1;

} -
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End of Unit 2

« Address questions

» Preparation for Lab 2
« Goals
« Scenario
« Deliverables
« Please ask the instructor for assistance
when needed
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RH253 Lab 2

Red Hat Training Lab Procedures
The Domain Name System

Lab 2
The Domain Name System

Estimated Duration: 15 hours
Goal: To install and configure a DNS server
Introduction

This lab steps you through the process of configuring Domain Name System(DNS) using the Berkeley Internet Name
Domain(BIND) Using template files as a guide, you will

o [mplement a caching-only name server
¢ Configure named as a slave name server for example com

s Configure named as a master name server for forward and reverse IP resolution.

Throughout this iab, the host and domain names that you use will be based upen the TP address of your machine Any time
the lab refers to a name that contains X, you should replace X with yow station number (the last segment of your IP
address). For example, if your station's IP address is 192 . 168 . 0. 3, you would replace references to
stationX.domainX.example.com with station3.domain3.example. com.

Disable packet filtering. Before beginning this 1ab, make sure all packet filtering is turned off on your host (obviously, you
should take advantage of the Linux kemel's firewalling capabilities in practice, but for our purposes disabling packet
filtering lessens the potential for problems). These and the following commands in this lab will need to be run as the root

user

service iptables stop
chkconfig iptables off

Initial Setup

A. Confirm software installation

The bind, bind-utils, bind-chroot, and caching-nameserver packages are required. Use 'tpm -q to determine whether these
packages are installed If not, install them(see Appendix item 1). The bind RPM contains the DNS daemon named and
supperting scripts, but no configuration or zone files. caching-nameserver provides a generic caching-only configuration
and zone files The bind-chroot RPM provides the files and setup necessary to run bind in a chrooted envirenment

Copyright @ 2005 Red Hat, Inc. 20065-03-01
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B. Download Template Files
Template files are available to aid in preparing your configuration and zone files  You can download them by anonymous
fip from ftp://192.168.0.254/pub/namedfiles/

You may choose to work with these files, or create the configuration based on the following instructions. Remember fo
replace every X in the templates and in the file names with yowr station number

Note-The instructions state that you can either create your own files or you can use these download template files It is
important to understand that if you use the downloaded template files, you should copy the files to the proper directories.

Do not move the files!

Reason: If you copy the files, they inherit the SELinux context from the directory in which they reside If vou move them,
they will keep their current context and so SEL inux will deny access and consequently the named server will not be able to

read the files

C.Configuring the local resolver
Configure your host so that your system is used for name service, instead of 192.168.0,254

Note Until your name server is properly instalied and configured, this will effectively break DNS for your machine

Edit your resolver configuration file as follows:

/etc/resolv.conf

search domainX. example.com
nameserver 192 168.0.X

(Remember to veplace X with yowr station mumber }

The first line defines the default domain that should be appended to simple hostnames that are not fully qualified. The
second line specifies that the host 192.168.0 X (yvour machine) should be used to resolve all DNS queries.

To simplify the situation, remove all but the 1ocalhost hostname definitions from your hostname configuration file:

/ete/hosts
I 127.0.0.1 localhost localhost.localdomain

This step is not necessary, but may simplify DNS debugging. Sometimes the installer will place your system’s fully-qualified
domain name on the localhost line, which can make it more difficult to deter mine whether your name server is functioning

properly
Append the following to your /etc/sysconfig/network-scripts/ifcfg-eth0 configuration to avoid resetting
your DNS server setting if accidentally re-requesting a DHCP address.

fetc/sysconfig/network-scripts/ifefg-ethd

i previcus entries ]
PEERDNS=no
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Sequence 1: Configuring a caching-only name server

The first configuration you will set up is a caching-only name server. This type of name server is not authoritative for any
zone The caching-only name server is set up as a host's primary name server  'When a hosiname or IP address needs to be

resolved, the caching-only name server forwards a request to another narme server or to the root name servers in order to
determine the authoritative name server for the resotution Once resolution has taken place, the caching-only name server
stores the resolved information in a cache for the designated time-to-live period Consequently, subsequent lookups should
be very fast. You have already installed the files necessary for this configuration. Follow the steps below to configure the

name server,
1 Add the following lines to the "options" section in the file called /var /named/chroot/etc/named. conf

provided by the caching-nameserver RPM:

forwarders { 192.168.0.254; };
forward only:

This will cause the caching-only nameserver on your workstation to forward DNS requests it can't resolve to the name
serveron 192 .168.0. 254, and not to contact the root name servers directly if that times out

2 Start named: service named start

3 Test your configmation using host. or dig and querying some example.com names and some "real” names on the
Intemet {if you have Internet access)
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Sequence 2: Configuring a slave name server

A slave name server can provide authoritative answers for a zone, but is not the zone's start of authority. You will now
reconfigure your name server as a slave server for the example.,comand 0.168.152.,in-addr. arpa zones

1

Append the following lines to your /var/named/chroot/etc/named. conf file:

zone "example.com" {

type slave;

masters { 192.168.0.254; };

file "slaves/slave-example .com.zone";
bi
zone "0.168.192 in-addr . arpa”™ |{

type slave;
masters { 192.168.0.254; );
file "slaves/slave-~192.168.0.zone";

):

2 Restart named: service named restart

3 Examine slave-example.com. zone and slave-192.168.0. zone (these files are in the
/var/named/chroot/var/named/slaves directory). These files should contain copies of the appropriate
zone database transferred from the master serveron 192 .168.,0.254,
Before you start the next section, remove the two slave zones you just added in step 1 from
/var /named/chroot/etc/named. cont.
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Sequence 3: Configuring a master name server

Now you will configure your name server to take responsibility for the "domainX. example.com” zone. You will also
take responsibility for a corresponding reverse lookup zone The following steps will be involved:

A Editing the configuration file (named. conf)
B. Preparing database files for the "domainX example com” zone and the "X. 0. 168 192 . in~addr .arpa"
zone

C. Restarting the name server
D Testing your configuration

A. The primary configuration file

There are three zones that we want to consider:

1l

The " " (root level) zone

The " " zone is at the top of the DNS hierarchy Root servers provide information on what name servers are
authoritative for a given domain. The " " stanza should appear as follows:
zone ", " {

type hint;

file "named.ca";
1:

The "domainX .example  com" {forward lookup) zone

2.
Add the following lines to establish your name server as the master name server for the zone.
zone "domainX .example. com" |
type master;
file "domainX.example.com.zcne™;
)i
3. The"X.0.168.192. in-addr.arpa" (reverse lookup) zone
Now add these lines to establish your name server as the master name server for the reverse lookup zone,
zone "X.0.168.192.in-addr.arpa”™ {
Lype master;
file "192 168.0.X.zone";
};
Copyright © 2005 Red Hat, Inc. 2005-03-M1
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The following is a sample configuration file for station2 at 192.168.0.2:

/var/named/chroot/etc/named.conf

RH253 Lab 2
The Domain Name System

options {
directory "/var/named”;
forwarders { 192.168.0.254; }:
forward only;

}i

zone " {
type hint;
fila "named.ca";
b

zone "localhost™ {

type master;

file "localhost.zone";
}:

zone "0.0.127.in-addr.arpa"™ {
type master;
file "named.lccal”;

}i:

zone "domainZ.example.,com" {
type master;
file "domain2.example.com.zone";

}:

zone "2.0.168 .192 in-addr.arpa™ {
type master;
file ™192.168.0.2.zone";

}i

Note-There may be other items in the /var/named/chroot/etc/named. conf file. You should not change them.
Just make sure that you change the options and zone statements as shown above (edited for your workstation, of course).

Copyright © 2005 Red Hat, inc.
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B. The database files

You primary configuration file specifies /var/named as the database directory (remember that this is relative to the
chrooted directory /var/named/chroct). You must now create database files for your zone and the reverse lookup
zone and place them in this directory These database files will coniain your SOA, NS, A, CNAME, MX, PTR, and possibly

other resource records.  All of the zone database files should start with the line

$TTL 86400

The numeric value here is the default time-to-live period in seconds that will apply to all of the records in that zone.

1. The'domainX.example.com" zone

In the primary configuration file, the database file for the "domainX. example . com" zone is defined to be

/var/naned/demainX. example .com. zone (which really means
/vaz/named/chroot/domainX . example.com zone) That file contains records similar to the following:

Start Of Authority Record

€ 1IN SOA stationX domainX. example.com. root.stationX. domainX example.com. (
2001101100 ; Serial

28800 ; Refresh
14400 ; Retry
3600000 ; Expire
0) ; Negative

The "Start Of Authority” (SOA) record should be the first resource record in the database files, but it may be preceded
by directives such as $TTL (default time to live). The SOA record establishes this database file as the authoritative
source of information for this zone The first token is the domain for which the following recotds are appropriate, and
is often specified by the "@" abbreviation, which expands to the domain name defined in the "zone" stanza in

named conf (or the cturent zone defined by an $ORIGIN directive in the file, if such a definition exists)

The fourth token is the master name server for this domain, and the fifth is the email address of an administrator
responsible for maintaining the database, with the first period replacing the "@" in the address (Can you explain why?)
The remaining entries in the record specify the dynamics of interactions with resolving name servers

Name Server Record(s}
@ IN NS stationX domainX.example.com.

Name Server (NS) records identify hosts as name servers authoritative for the specified domain They specify both
master and slave name servers for this zone, and delegate authority for subdomains to zones on other name servers
(For example, serverl.example . com has NS records for all the domainX. example . com name servers ) As
you have only a single name server for the "domainX. example . com" zone, you have only a singie NS record.

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Address Records

domainX example.com. N A 192.168.0.X
stationX.domainX example.com. IN A 192.168 0.X
WWW IN A 192 168.0.X
ftp IN A 1982.165.0.X
pop N A 192.168.0.X

Address (A) records map a hostname to an IP address (the primary function of the name server) A database file would
normally contain A records for many IP addresses In our classroom setting, however, there is only a single host in
your domain. Note that the first A record establishes a "default IP address" for the domain. The subsequent A records

establish multiple hostnames for a single IP address

Hostnames can be specified as either fully gualified domain names (FODNs), or as abbreviations All hostnames that
do not end in a period are interpreted as abbreviations, and the zowne name is appended to the hostname For example,

the third A vecord is for the hostname www . domainX . example . com

Canonical Name (Alias) Records

wwWwl IN CNAME station¥X.domainX. example.com.
CNAME stationX.domainX.example.com.

WWWZ2 IN
CNAME stationX.domainX example.com.

wWWwW3 IN

Alias (CNAME) records establish aliases for hostnames. Note that aliases map to other hostnames, not to IP
addresses.

CNAMEs should not be used in place of "true names" in the data portion on the vight side of resowrce records
Resolving multiple aliases slows name lookups

Mail Exchanger Records

a IN MX 10 stationX.domainX.example com.
domainX.example.com. IN MX 10 staticonX.domainX. example.com.

Mail Exchanger (MX) records define a host that will handle email transfers for a given domain or host. When a Mail
Transport Agent (MTA) attempts to deliver mail, it will first perform a DNS lookup for the destination host's MX
record. Tf a MX record exists, mail will be sent to the host specified by the MX record. Otherwise, if no MX record
exists, the MTA will usually attermpt to perform a standard DNS lookup for the destination host, and deliver the mail to
that host directly. MX records are used to establish mail gateways, and as default destinations for mail addressed to

domains
2. The"X.0.168.192.in-addr.arpa" zone

In /var/named/chroot/etc/named. cont, we specified /var /named/19%2.168 .0 .X.zone (which
really means /var /named/chroot /var /named/192.168 0 .X.zone) as the database file for the reverse

- Iookup zone X, 0.168,192. in-addr. arpa. It should contain a SOA record, 2 NS record, and appropriate PTR

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Start Of Authority and Name Server Records
root.stationX.domain¥X.example.com. (

@ IN S0A stationX domain¥X.example.com.
4 ;
10800 ;
3600 ;
604800 ;
86400 )
IN NS stationX.domainX.example. com.

The SOA and NS records are identical in form to those in the previous zone file.

Note that the leading whitespace in the NS record is significant, and is interpreted as an abbreviation for "same
name as the previows record” In this case the previous record'’s name was the "@" symbol, which is itself an

abbreviation for the zone's domain as defined in the primary configuration file

Pointer Records

X.0.168 192, IN-ADDR.ARPA. IN PTR station¥.domainX.example.com.

Pointer (PTR) records map names to IP addresses through an indirect mechanism Tnstead of using a separate
technique to perform a reverse lookup on IP addresses, BIND performs a modified forward lookup on & specially
named domain. This "reverse lookup domain” is formed by reversing the IP address and appending the "in-

addr arpa” domain. This allows the name server to perform both forward and reverse lookups using simitar

mechanisms
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The following are sample configuration files for station2 at 192 .168.0.2:

/var/named/chroot/var/named/domain2.example. com. zone

STTL 86400

@ 1IN SOA stationZ.domainZ.example.com.

28800 ; Refresh

14400 ; Retry

3600000 ; Expire

) ; Negative
@ IN NS station2.domain2.example.com.
@ N A 192.168.0.2
station?.domainZ.example.com. IN A 192.168.0.2
WWW N A 182.168.0.2
ftp IN A 192.168.0.2
pop N A 182.1658.0.2
wiwwl IN CNAME station2.domainZ.example.com.
WWW2 IN CNAME stationZ.domain2.example.comn.
WWW3 IN CNAME stationZ domain?2 example.com.
@ IN MX 10 station2.domainZ.example.com.
station2 IN MX 10 station2.domain? . example. com.

root.station2 domain2.example com. (
2001101100 ; Serial

/var/named/chroot/var/named/192.168.0.2.zone

$TTL £6400

2.0.168.192.1IN-ADDR.ARPA,

@ IN SOA station2.domainZ?.example.com,

IN NS station2.domain2.example.com.

IN PTR station2.domainZ.example.comn.

root.station2.domain2.example.com. {
4 10800 3600 604800 86400 }

{Zopyright © 2005 Red Hat, Inc.
Al rights reserved. ‘
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Red Hat Training Lab Procedures

RH253 Lab 2
The Domain Name System

C. Restarting the name server

Omnce more, we'll restart the name server. Then, confirm that it's running with the pidof command:

service named reload
pidof named

Skim through the entries that the server appended to the /var/log/messages file Confirm that your domain loaded

without errors.
D. Testing the name server
Make the following DNS queries

host stationX

dig stationX.example.
dig stationX.example .
dig stationX domainX.
host serverl.example.

host 192.168.0.X
dig -x 192.168.0.X%
dig -x 192 .168.0.254
host www

host wwwl

Can you interpret all of the results?

com
com @192.168.0.254
example.com

COnl

Rementber that di g expects to be given FQDNs for lookups, while host will look at the search information in
/etc/resolv.conf Tryadditional queries on other people’s name servers and subdomains. If set up correctly, you

shoutd be able to perform forward and reverse lookups on other classroom systems

Copyright © 2005 Red Hat, Inc.
All rights reserved. :

2005-03-01
RH253 RHEL4-1 Page 11




RH253 Lab 2

Red Hat Training Lab Procedures
The Domain Name System

Challenge Projects:

Configure a "round rehin” hostname by adding multiple "A" records to different IP addresses for a single hostname
How does the name server handle this situation? Hint. Try setting the TTL for just those A records to zero

Add the subdomain "support domainX example com"” to yowr domain. Add appropriate resource records that refer back
to your station's [P address.

Partner with another station, and become a slave name server for each other's domain Add a new CNAME for your
station to your zone, and verify that the change propagates to the secondary server

Challenge Break:
1. Disable the system's "firewall,” if neccessary.
service iptables stop

Run the following command, following the instruction displayed:

o

tsnetwork 1

3. This command will set up the problem and will explain the goal. Refer to the file /atc/t s to review the goal. Refer
to Lab 1, if you need help.

Cleaning Up:

Subsequent labs will flow more smoothly if you reset your station so all DNS queries are made from the classroom servei
In order to clean up, make sure that you have reset your /etc/resolv conf file to its original state, and configure
/etc/hosts as indicated below

/etc/resclv. conf

search example.com
nameserver 192 .168.0. 254

/etc/hosts
127.0.0.1 localhost.localdomain localhost
192.168.0.X stationX.example.com

Coemment, or remove the entry added earlier in the lab:

/ete/sysconfig/network-scripts/ifefg-ethl

[ previous entries ]
#PEERDNS=no

Copyright © 2005 Red Hat, inc. ) 2005-03-01
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I UNIT 3

Network File Sharing Services
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Objectives

» Explain Network File Sharing
+ Describe the NFS service
« Describe the FTP service

e Describe the SMB/CIFS service
« Use client tools with each service

Rey R GEIRHELL- 1
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Agenda

e Introduction to NFS
Configuring the NFS service
Introduction to FTP
Configuring the FTP service
« {ntroduction to Samba (SMB)
« Configuring the SMB service

3
rednat W
S B

RevR253RHELH| Gogight & 2006 Red Hax, inz.

For use only y 2 Studerd etwuied ina Red Hal training course taugin by Red Hat Inc. or a Red Hat Ceriified Training Partner, Any other use is @ vicltien of LS. and Infemational
copyrights. No part of this publicalion may be pholacopied, dugilcated, stored in 2 relrieval system, or ctherviss teprocuced vathout prior written consent of Red Hat Ine. If you befieve

that Red Hal Iraining materfals are being improperty used, copied, or distributed please email lraining@redhat,com or call 1-B00-454-5502 or +1-818-754-3700.

Copyright © 2005 Red Hat, Inc.

Ali rights reserved.

2005-03-01
RH253 RHEL4-1 Page 3




Network File Service(NFS)

+ The Red Hat Enterprise Linux NFS service is
similar to other BSD and UNIX varianis
« Exports are listed in /ete/exports
» Server notified of changes to exports list with
'exportfs -r’
« Shared directories are accessed through the mount
command
« The NFS server is an RPC service and thus requires
portmap
« Red Hat Linux supports NFS version 3.0 on the
client, and most 3 0 features on the server

4
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NFS server software included with Red Hat Enterprise Linux(RHEL) is composed of three facilities, included in the
portmap and xfs-utils ipms:

portmap: maps calls made from other machines to the correct RPC service

nfs (in kemel): franslates NFS requests into requests on the local filesystem

rpc.mountd. mounts arl unmounts filesystems

Rew RH2S3-RHEL4Y Coplght € 2606 Rod Hat, Inc.

These all run as daemons and are started at boot time from the portmap and nf's System V initialization scripts in the
usual way. The filesystems to share are listed in /etc/exports.

To verify that these services are running, use rpcinfo -p or service:

service portmap status
service nfs status

To verify that these services are running on remote host bigserver use:

rpcinfo -p bigserver

exportfs -r refreshes the server's share list after modifying /etc/exports

exportfs =-v displays a list of the shared directoties and options on a server

exportfs -a exports all shares listed in/etc/exports, or a share named as an argument
exportfs —u unexports the share named as an argument, or all shares with no argument and -a.
showmount —e host shows the available shares on host.

sortmap,  rpc.nfsdand rec.mountd are required fo run an NES server

2005-03-01
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Service Profile: NFS peT j‘m:/ i Ars o el

« Type: System V-managed service
« Packages: -utlls

T
nfsd,

« Daemons: “*—afsd, lockd, rpciocd,
Lwd ,rquotad, statd}
ot I ;
Scripts: “nfs, nfslock ] wofs

Ports: Assigned by portmap (111)
Configuration: /etec/exports
Related: portmap (mandatory) /v sl

§
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NFS Server

« Exported directories are defined in
/etc/exports

» Each entry specifies the hosts to which
the filesystem is exported plus
associated permissions and options
» options should be specified

« default oplions: {xo, sync)

¢ root mapped o 34(nfsnobody)

3
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Filesystems to be exported via NFS are defined in /etc/exports. Here is an example: ‘ij
/var/ftp/pub *  example .com(ro, sync) bigserver.redhat.com{rw, sync)
/root/presentations server? . example.com (rw, sync)
/data 192.168.10.0/255.255.255.0(sync)
Fo ~fefual®

Each entry specifies one exported directory and its access permissions. One or more host/permission pairs can be specified,
but entries cannot be split into multiple lines Hostnames can contain wildcards, as in the above example. Wildcards can
also be used to match hosthames or domain names: stationl* will match stationl, stationlO, stationli,
etc.; * . example . com will match stationl.example.comand stationt.corp.example.com. The ?

wildcard, indicating a match of exactly one character, is also supported.

IP addresses of hosts can be specified individually or using a network/netmask specification. Entries in /etc/exports
are exported read-only by default,

Options must not be separated from hostnames. with whitespace. 1f whitespace exists between a hostname and an option, it
is treated as two distinct export destinations and the option will apply to a "world" export This is probably not what is

intended.

Entries in /etc/exports are exported with roor squashing turned on. This ensures that requests from the root user on a
client machine are denied root access to root-owned files on a server machine. Such requests are mapped instead to a uid
such as 65534. This behavior can be defeated with the no_root_squash option, but this is not recommended

service nfs statusand exportfs -v will help confirm proper operation of your NFS server. For more
information see the man page for exports

2005-03-01
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Client-side NFS

» implemented as a kernel module
/etc/£stab can be used to specify

L ]
network mounts
« NFS shares are mounted at boot time
by /etc/rc.d/init.d/netfs
e autofs mounts NFS shares on
demand and unmount them when idle
7
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To associate a shared directory on the network with a mount point in your local filesystem, use mount. When you mount
an exported directory from an NFS server, you can access it as if it was local to your machine. Shares can be mounted
manually by root, or automatically at boot time
/etc/Estab allows yvou to specify network directories to be mounted at boot Here’s 2 sample fstab entry that defines

a shared filesystem /var /f£tp/pub on serverl to be mounted locally as /mnt/pub.

serverl:/var/ftp/pub /mnt/pub nfs defaults 00

J/etc/rc.d/init . d/netfs mounts any network filesystems that are configured to be mounted at boot time, such as
the one defined above.

Some NF 8-specific options that can be used with mount or in /ete/fstab include:

¢ rs5ize=8192 and wsize=8192 - will speed up NFS throughput considerably

s soft - processes retum with an error on a failed /O attempt

» hard - will block a process that tries to access an unreachable share

e intr -allows NFS requests to be interrupted or killed if the server is unreachable

s nolock - disables file locking (Lockd) and allows interoperation with older NFS servers
The kemel automounter facility, autofs, provides the ability to mount NF § shares on demand and umnounf them when they
are idle in a way that is transparent to the end user Install the autofs RPM, then examine /etc/auto.master and

/etc/auto.misc for examples of how autefs is configured. autofs is a kernel service, but the capability must be 3
enabled by configwing autefs to run in the appropriate runlevels. i
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File Transter Protocol(FTP)

» vsftpd - the default RHEL ftp server

« 'N© longer managed by xinetd

+ « Allows anonymous or real user access only
¢+ The anonymous directory hierarchy is provided
' by the vsfipd RPM

/ete/vsEtpd/vsftpd. conf is the main
configuration file

8
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The Very Secure FTP Daemon, vs£tpd, was designed 1o be a secure, stable, fast, and scalable FIP daemon It provides
two levels of user access:
_Anonvmous gecess. Users can log in as user £tp or as user anonymous to get access to an anonymous fip site.
By default, anonymous users are change-rooted into /var / £tp for security.

Rev RHRSHRHELE Copyright & 2006 Red Hat, e

User access: Users with accounts on the target system can connect via FTP and log in using their username and
password. They can download any file they can read, and upload to any directory which they have write access

The configuration file for vsftpdis /etc/veftpd/vaftpd. conf By default, anonymous users may download files
but may not upload them

To disable anonymous user access:
anonymous_enable=NO

To enable anonymous users to upload file:
anon_upload enable=YES

Two access files are used by vaftpd. Individual users can be denied access by placing their username in
/etc/vsftpd.ftpusers A secondfile, /etc/vsftpd.user list,is only examined if

userlist enable=YESissetin /etc/vsftpd/vsftpd. conf. It can be used either to list users which will be
allowed access or users which will be denied access, depending on whether the option userlist deny=NO is set(default
is YES). In ordet to gain access to the fip daemon, a user must satisfy the requirements of both access files.

If'afile called .message exists in a direciory, the contents of that file will be displayed to FTP clients accessing that
directory ' e .

Copyright © 2005 Red Hat, Inc. 20665-03-01
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Service Profile: FTP

Type
» Packages:

« Daemons;
Script:

» Ports:

« Configuration:

Logs:

Rev RH2S3AHEL+- 1

SystemV-managed service
vsftpd

vsftpd

21 (ftp), 20 (ftp-data)
Ec/vs:‘f—t:.;d/vsftpd” conf

/ete/vsftpd. ftpusers
/etc/pam.d/vsftpd
——

/var/log/vsftpd.log
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Samba services

« Four main services are provided:
{» authentication and authorization of users / 1
1 » file and printer sharing
{. name resolution
«» browsing (service announcements)
« Related
» smbclient command-line access
« §mbfs Linux can mount an SMB share

14 10
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The Samba server will provide user authentication via passwords and optionally domains Samba can also try AFS
{Andrews File System) authentication, granting AF S rights if successful or falling back to native password checking

otherwise.

Samba also has the ability, through the winbindd daemon, to attach to a Microsoft domain password server. When a
RHEL machine is running the winbindd service, user accounts defined in the Microsoft Domain can be used to
authenticate to the RHEL machine Addifionally, in Samba version 3 0 and later, the Samba services can use some
Microsoft “Active Directory” resources

File and printer sharing is probably the most attractive Samba feature to many users. With this functionality, users can
easily retrieve files or print to any printer on the network.

Browsing is the capability of participating systems to view the contents of other participating systems in the same
"neighborhood”. With the proper authorization, users may look at and use devices and files of other computers as if they

were local,

Name resolution is an integral component of browsing. With name resolution, a computer in the "Netwotk Neighborhood”
can receive the neighborhood name of other computers; the "neighborhood™ name is not necessarily the network name of
the comnputer Additionally, name resolution comprises a portion of WINS (Windows Internet Name Service), which allows
centralized mapping of NetBIOS names to TP addresses. This name service is independent of DNS

smiclient is a standard utility in the Samba suite to provide command-line SMB client access  This is useful for testing
access, and for using in scripts The smbclient command interface is very similar to that of a command line ftp client.

smbfs is an optionally-configured kernel component (CONFIG _SMB_[3). Tt permits direct mounts of an SM.B share, ina ¢

similar fashion to mounting an NFS share. smbfs is not required to pr srovide file and print services,

Copyright © 2005 Red Hat, Inc. 2003-03-01
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Samba Daemons

s smbd : SMB/CIFS server
« authentication and authorization
« File and printer sharing

 nmbd : NetBIOS name server
-—'-'-_-_-_.— .
« resource browsing
+« WINS server

"
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When a SMB/CIFS client starts, it may need to know what IP address a specified host is using. The client will broadcast
this request on the network and will receive a response from nmbd, informing the client of its NetBIOS information.

Reu FI253-RHELA-1 Copwiamt & 2005 Red Hat, 1.

Broadcast requests can saturate a network, making it virtually unusable. To combat this, Microsoft developed the WINS
protocol, which pulls all the broadcast isolated subnets into a single NetBIOS scope. nmbd will act as 2 WINS server,
maintaining a database of all computers on the network. Note that you should not mix the use of the Samba WINS server

and the Windows NT one In a mixed NT and Samba environment, Samba recommends that you use the NT serverJs
WINS capabilities.

smhd provides file space and printer services to clients using the SMB/CIF S protocol. Using the notion of "shares,” ot
logical volumes of disk or printers, smbd can provide access to these facilities with the proper authorization

Copyright ® 2005 Red Hat, Inc. 2005-02-01
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Service Profile: SMB

Type:
« Packages:
+« Daemons:
» Script:

Related:

Rov ES3 MELLT

System V-managed service
sambaf,-common,-client}
nmbd, smbd

smb

Ports:(netbios)ﬁ?(-ns), 138(-dgm), 139(-ssn)
Configuration: /etc/samba/*

system-config-samba

12
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Configuring Samba

« Configuration in /etc/samba/smb . conf

« Red Hat provides-z well-commented
default configuration, suitable for most
situations

« Configuration tools are available
s system-config-samba
» Hand-editing smb . conf is recommended

13
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Red Hat has authored the system-config—-samba tool to offer administrators the abilities to create new shares, add new
samba users, and perform basic server configuration.

Additionally, samba provides a syntax checking program to review the /et c/samba/smb. conf file The testparm
command will test the configuration in /et c/samba/smb.conf. If testparm finds there are syntax errors, you will
be told of the etror and on which line the error was encountered. You will #of be informed of non-existant users, groups nor

directory paths!

Red Hat Enterprise Linux 4 includes another gui interface for configuring samba This interface is samba-swat
samba-swat uses a browser which connects through port 901 on the server system. The samba-swat interface has
many roore features than the system-config-samba interface.

One caveat that the user should be aware of is that samba-swat interface removes all of the comments from the
smb . conf configuration file when it reads and saves the file.

Copyright © 2005 Red Hat, Ing. 2005-83-1
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Overview of smb . conf

Sections

smb . conf is styled after the “.ini” file
format and is split into different [ ] sections
s [globall : section for server generic or
global settings
» [homes] : used to grant some or all users
access to their home directories
s [printers] : defines printer resources and
services

14
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Red Hat provides the Samba suite on the standard distribution
Open /etc/samba/smb . conf in an editor.

The smb. conf file consists of sections and parameters A section begins with the name of the section in square brackets
and continues until the next section begins  Sections contain parameters of the form:

name = value
Parameters of an individual section overtide [global] section parameters

Comments may either be shell or assembly style; that is, all text afier a hash (#) or semi-colon (;} to the end of the line are
ignored:

# this is a comment
this is also a comment

z
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Configuring File and Directory
Sharing

» Shares should have their own [ ] section

« Some options fo use:
« public - share can be accessed by guest

» browseable - share is visible in browse lists
e writable - resource is read and write enabled
» printable - resource is a prinier, not a disk
» group - all connections to the share use the
specified group as their primary group
Q 15
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The example Samba configuration file shows many different configurations of shares. As a simple example, consider Joe
who wants to share his home directory. Access control would be determined by normal group memberships and file

permissions. The system administrator might then add the following to /etc/samba/smb .conf:

# share Joe[ds home directory

[Joe-home]
comment = Joel[ls Home Directory
path = /home/joe
public = no
writable = yes
printakle = no

Copyright © 2005 Red Hat, inc. 2005-03-01
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Printing to the Samba Server

« All printers defined in
/etc/cups/printers.conf are shared

as resources by defauit
» Can be changed to allow only explicitly
publicized printers

16
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Printing is enabled by default for all valid users. You may restrict the printer use on a global or per-printer basis. To setup
global printer options, you may use something like:
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[printers]
comment = All the Printers
path = /var/spcol/samba
browsable = no
public = yes
guest ok = yes
writable = no
printable = vyes

To setup a specific printer, use something like:
[3rdfloor]
comment = Research Printer (3rd Floor ILaser Printer)
printer = 3rdflocor
valid users = bob jane joe mary
path = /var/spcool/3rdfloor
public = no
writable = nec
printable = yes

By defauit the samba server assumes that the machine uses cups as the printing sub-system. This can be changed by
modifying the printing = parametet in the [global] section, see the comment above the printing parameter for other
acceptable printing sub-systems.

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Authentication Methods

« Specified with security = <method>

o Valid methods are:

» user : validation by user and password

(this is the default)
+ share ; user validation on per-share basis
» domain : @ workgroup with a collection of
authentication data is used
+ ads : acts as an “Active Directory” member
with Kerberos authentication
redhat Q v
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hat Red Het trzining materials are being improperly used, copied, or distribtded please emaiftraining@redhat.com or call 1-800-454-5502 or +1-318-754-3700.
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Most Samba administrators will set security = user intheir configuration file. Using this setting usually requires
the setup of the smbpasswd file and possibly the setup of the username rmap file, smbusers

If you choose to use share authentication, then public access will be denied to all shares, even if they are explicitly set to
allow public access. In this scenario, only shares with specified users or groups will be accessible at alt

If you choose to use domain authentication, also set:

## need an appropriate domain name {about 4 chars)

workgroup = MINE
encrypt passwords = yes
# server(s) to validate this domain;
password server = hostl host2 host3

searched in order

I'you choose to use the ads authentication, you must also specify your Kerberos “realm,” and possibly the location of
your “Active Directory” server:

realm = YOUR.KERBERCS REALM
password server = your.kerberos.server

With ads, you must also configure yowr Samba server's account in the Microsofi® domain

Copyright ® 2005 Red Hat, in¢. Z005-03-01
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Passwords

s Encrypted password considerations
: « Stored in /etc/samba/smbpasswd
« Users managed with smbpasswd

o Users must have local accounts, or
implement windbindd, a separate

service

18
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To add a user, first use the smbpasswd script:

smbpasswd —-a joe
Remember that joe must exist in /et c/passwd before smbpasswd will add the entry Use smbpasswd for
subsequent password changes for all your users.
1t is also possible to define user accounts in /etc/samba/smbpasswd, but specify that a Primary Domain Controller

will manage passwords

Copyright © 2005 Red Hat, inc. 2005-03-01
All rights reserved. RH253 RHEL4-1 Page 18




Samba Client Tools:
smbclient

o Can be used as an £tp-style file retrieval fool
+ smbclient //machine/service
> cd directory
> get file
» Allows for simple view of shared services
s smbclient -L hostname

« user¥password may be specified with -U or by
setting and exporting the USER and PASSWD

environment variables
19
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Sometimes you will see service used in place of share; these two words are synonymous A path of the form
//machine/service is called 3 UNC path.
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You may specify a user name to smbclient with which to connect. If you do not, smbelient will use the upper-case
version of the USER or LOGNAME environment variables, in that order, and PASSWORD if it exists. If you do specify the -
U option o1 the USER environment variable is set, then a user name will be formed from all characters up to, but not
including, a separating percent (%) symbol Any characters after the percent symbol will be treated as the password for the
user For example:

smboelient -L somehost -U 'bob%foobar'

Supplying passwords on the command line should be avoided, since those passwords would then be available to anyone
able to retrieve previous commands.

Copyright @ 2005 Red Hat, Inc. 2005-03-01
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nmblookup

|« list specific machine
nmbloockup -U server -R 'name'

e list all machines
nmblookup \*

Copyight 2005 Red Hat, oz
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nmblookup queries a WINS server in much the same way that ns Lookup queries a DNS server; the same kind of
information -- hostname and IP -- will be returned

When querying a broadcast area, use * as the machine name Note that you will have to precede the * with a backslash (
} to protect it from shell expansion See the example in the slide above.

Copyright © 2005 Red Hat, Inc. 2005-03-01
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smbmount

« The SMB file system is supported by
the Linux kernel

e Use smbmount to mount a SMB-shared

resource:
smbmount service mountpoint -o options

21
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smbmount allows a remote SMB filesystem to be mounted Because the kemel support for the Samba filesystem has to be
present before smbmount will work, Linux is the only operating system that suppouts this feature in Samba

To connect to share on host server as smbuser, the command below can be used:
smbmount //server/share /mnt/smb mountpoint -o username=smbuser

sitbmnt (a helper application used by the smbmount program) must be set SUID root fot non-root users to mount the
samba share. This will also allow non-root users to un-mount the share Seeman smbmnt for further information

The smbumount command may also be used by non-privileged users to unmount there Samba filesystems. The format is:

smbumount mount-point

For more information on this command see man smbumount.

Copyright © 2005 Red Hat, Inc. 2005.03-01
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Samba Mounts in /etc/£fstab

« Samba mounts can be performed
automatically upon system boot by
placing an entry in /etc/£fstab

» Specify the UNC path to the samba
server, local mount point, smbfs as the

file system type, and a user name.

22
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For example: To mount //serverl/publicon /mnt/smb automatically upon system boot, place the following line
in /fetc/fstab:

RavRHZES RHELA-| Cepyright © 2005 Res Mak. Inc-

//serverl/public /mnt/smb smbfs defaults,username=nobedy 0 0

Rather than put the username and password for Samba authentication in the /etc/£stab file, it might be more advisable
to use the following method to protect them from prying eyes.

It
In the /etc/ Fstab file the entry might look like: vy K — —
//servername/share /mntpt smbfs defaults/fcredentials= /et c/samba/cred txi(} 0
The /etc/samba/cred. txt file should only be readabie by root. : thewhich cofitains the
following:
username=<samba username>
password=<samba password>
Copyright © 2005 Red Hat, Inc. 2005-03-01
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End of Unit 3

+ Questions and Answers
« Preparation for Lab 3

« Goals

« Scenario

« Deliverables

» Please ask the instructor for assistance
when needed

23
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RH253 Lab 3

Red Hat Training Lab Procedures
Network File Sharing Services

Lab 3
Network File Sharing Services

Estimated Duration: 1 hour

Goal: Share file and printer resources over the network

Disable packet filtering Before commencing. ensure that packet filtering is not active The default installation will have a
file called /etc/sysconfig/iptables, which configures the iptables facility. Run"chkconfig iptables
off". Toremove any rules that may be inplace, thentun "service iptables stop”

Sequence 1: Samba configuration for user connectivity

Tasks:

1 Hnecessary, install the samba, samba-common, and samba-client RPMs and start the smb service(see Appendix 1).
A default configuration will apply. Verify that Samba is working correctly with:

smbclient -I. localhost -N

You should get a response back from the server, but no indication of available shares (Make sure smbd is running or
else the command will not work )

2. Create a group named "legal” to which the users kar1, joe, mary and jen belong. These users do not yet exist on
your system, so you'll need add them too. The following commands will create the group, and add each of these users
with a "nologin" shell. Do not give them passwords! They are permitted access to this system only through Samba

groupadd —-g 30000 legal

for user in karl joe mary jen; do
useradd -G legal -s /sbin/nologin $user

done

3. By default, Samba is configured to receive encrypted passwords, but no passwords have been set in
/etc/samba/smbpasswd. To test your Samba server, you must run smbpas swd for each user you wish to grant
access to your server. Add the users from step #2, root, and another user of your choosing(e.g ., student),

4  Notice the first share definedin /etc/samba/smb.conf, [homes] , has no path specified. This share is
configured to share a user's home directory to them if they connect and authenticate Explore one or two of the user's

home directory shares. Upload a file to the joe user's home share
Deliverable:

A working Samba server accessible to several users with smbelient

Copyright © 2005 Red Hat, Inc. 20065-63-01
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Network File Sharing Services

Sequence 2: Providing access to a group directory

Scenario/Story:

It turns out that in addition to having their own private shares on the server, out four users are part of the same department
and require a place to store their departmental files. We will need to set up a linux group for the users, create a directory for
the users to store their content, and configure the Samba server to share the directory.

Tasks:

1  Create the directory path /home /depts/legal. Set the ownerships and permissions on the directory such that
people in the 1egal group can add/delete files, but others can not. Also set the SGID and Sticky permissions so that
the group ownership on all files created in this directory will be set to the group owner of legal and so that one user

can not remove another's files.

2 Create a Samba share called [legal] in /etc/samba/smb . coni. Only the members ofthe legal group
should have access to the share. In addition, ensure that the files placed in the [1egal] share are created with

permissions 0660,

3 Restart the smb service and test users of the legal group (and users not of this group) with smbelient.

Deliverables:
1. A Linux directory that only the Tegal group can use.

2. A Samba share that only legal group users can access and modity

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Sequence 3: Providing access to printers

ScenariolStory:

One of the primary fuctions of Samba besides sharing files is sharing access to print queues that have been defined on your
Linux machine. In fact, by default, all configured print queues on the Linux machine are shared to the network with the
[printers] share. In this sequence you will create a print queue, which will be shared by the Samba server Then

explore printing to shared printers with smbelient.

Tasks:

1 Create a new print queue using system-config-printer Call the print queue printer¥ where X is your station
number. Configure the printer to be locally connected to /dev/1p0. Configuring the print queue this way will
ensure that any submitted jobs will remain in the queue. Don't forget to restart the Samba server.

2 Connect to the printerX share on the samba server with smbclient Usethe print command to submit print
jobs to the quene. Verify that the jobs have been queued

Deliverabies:
1. A defined Linux print queue printer¥

2 A Samba share allows authenticated users to print to the printerX share.

Copyright © 2005 Red Hat, inc. 2005-63-01
All rights reserved. RH253 RHEL4-1 Page 3




Red Hat Training Lab Procedures

RH253 Lab 3
Network File Sharing Services

Sequence 4: Anonymous upload with vsftpd

1.

The following package is required: vsfipd Check, and install if necessary from CD or from
ftp://serverl/pub/Redtat /RPMS/ Activate the vsftpd service

The vsfipd package provides /var/£tp for downloads of files by the anonymous FTP user It does not set up an
upload directory. Configure vsftpd to permit uploads by anonymous users. Prepare a directory for incoming files in
this way:

cd /var/ftp

mkdir incoming

chown root.ftp incoming
chmod 730 incoming

Now verify the permissions on the new directory.
ls -1d /var/ftp/incoming
Set the following lines in /etc/vsftpd/vsitpd.conf:

anon_upload enable=YES
chown uploads=YES
chown username=daemon
anon_umask=077

In addition, anonymous enable=YES should be set already by default.

Restart vsftpd.

The result of these changes should be that the anonymous FTP user is able fo upload files to /var/ftp/incoming,
but cannot download files from that directory or Iist files in it This is to stop "warez" traders from wvsing our upload
directory as a "drop box" for stolen sofiware or data. Upload a file as the anonymous F1P user It should end up in

/var/ftp/incoming, owned

by user daemon and group £tp, with permissions 600 (read-write by user daemon only)

Deliverables:

1
2

A working anonymous FTP server.

An available, but "invisible” upload directory via FTP

2605-83-01
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Sequence 5: NFS

Tasks:

f. The following packages are required: nf3-utils. Check and install if necessary from CD o1 from
ftp://serverl/pub/Redlat/RPMS/ The provides the nfs and nfslock services.

2 Create a user and configure NFS to share the user's home directory to example .com read-write:

a) Before configuring the NFS server, observe the RPC services you are now running.
rpcinfo -p
showmount -e localhost

b) Create a test user.
useradd nfstest

¢) Edit /etc/exports suchthat /home/nfstest is shared to example . com. See the man page for
exports if you are unsure about the appropriate format for entries

d) Instailation of the NFS server packages configures NFS to start in tunlevels 3 through 3, but the absence of an
/etc/exports of non-zero size when you booted your system means that NFS will not have started
Consequently, start the nfs and nfslock services manually (it will start antomatically after subsequent

reboots).
e) Observe which RPC services are running now and see if you are exporting /home/nfstest:

rpcinfo -p
showmount -e localhost

f) Work with one or two partners, taking turns mounting each other's shares. Try reading the contents of the share
and wiiting to it as both root and as nfstest (modify the nfstest user's UID and GID to match your

pariner's nfstest user if they are not the same.) What happens? Why?

Deliverabies:

1. A working NFS share of the /home/nfstest directory

Challenge Break:

1. Disable the system's "firewall,"” if neccessary.

service iptakles stop

2. Run the following command, following the instruction displaved:
tsservices 2

3. This command will set up the problem and will explain the goal. Refer tothe file /etc/ts to review the goal,

- Referto Lab 1, it vou need help.
2005-03-01
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One Solution:

Sequence 1:

rpm -ivh fip:/fserverl.example.com/pub/RedHat/RPMS/samba-c* rpm -ivh
fip:/fserverl.example.com/pub/RedHat/RPMS/samba-2* service smb start

smbclient -L localhost -N

useradd -s /bin/false karl
useradd -s /bin/false Jjoe
useradd -s /bin/false mary
useradd -s /bin/false jen

smbpasswd -a karl
smbpasswd -a joe
smbpasswd -a mary
smbpasswd -a jen

smbclient //localhost/joe -U joe
You should now see the smb: \> prompt
put /etc/hosts hosts

Sequence 2:

groupadd -g 30000 legal
usermod -G legal karl
usermod -G legal joe
usermod -G legal mary
usermed -G legal jen

mkdir -p /home/depts/legal
chgrp legal /home/depts/legal
chmod 3770 /home/depts/legal

Inthe /etc/samba/smb . conf file, Share Definitions section:

[legall

comment = Legal's files
path = /home/depts/legal
public = no

write list = @legal

create mask = 0660

gservice smb restart

Sequence 3:

L

e

gsystem~config-printer

service smb restart

“smbelient //localhost/printerX -U joe

Copyright © 2005 Red Hat, Inc.
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Objectives

+ Understand electronic mail{email) operation

« Review email transmission

« Basic Sendmail server configuration

» Evaluate the m4a macro language

Learn debugging techniques for email servers

tzvaluate Postfix

Rev RHZS3-RHEL4-1

Learn to configure Procmail
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Agenda

Sendmail features

+ Email overview

« Basic Sendmail configuration
+ Using the m4 macro language
Debugging Sendmail

Basic Postfix configuration
Configuring Procmail
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Sendmail Features

« Allows many different types of email
addresses to be routed

« Supports virtual domains and users

« Allows masquerading of users and
_machines

« Provides automatic retry for failed
delivery and other error conditions
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Electronic mail(email) supports many old email address and transfer standards, such as BITNET addresses and UUCP email
transfer. It can “hide” email sent from users and machines, and can masquerade this email as coming from a given domain,
or host Tt also supports receiving aud sending email from virtual domains. Many domains could be mapped to one IP
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Security and "Anti-spam"
Features

« Many security features and options:
- rejects email from unresclvable domains
- full access controt for users, machines, and domains

» default configuration allows only local connections
- no longer a setuid roct program

+ "Anti-spam” features
~ no relaying by default
+ access databases
- Email header checks
- interoperability with spamassassin

—
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Unsolicited and unwanted email is called “spam > For more information on spam and spam prevention, refer to
http://spam.abuse.net/ .
B/ /EPa.atee . aet s

While rejecting email for unresolvable domains is often an appropriate policy, this configuration can deny email from
dialup connections or laptop users with no reverse name resolution Because of this, Red Hat has included the
FEATURE ( "accept_unresolvable domains') mé macro directive in the default sendmail configuration

spamassassin is a mail filtering tool which conducts post receipt processing on electronic mail messages. It uses a
variety of techniques to examine the headers and the body content of email messages. These include heuristic analysis on
mail headers and body text and the use of several real time "black hole™ lists and DNS to identify ** open relay” hosts, a

regular source or relay for spa

93]

Copyright © 2005 Red Hat, Inc.

All rights reserved.

2005-03-01
RH253 RHEL4-1 Page 5




I An Email Review

« Mail user agent (MUA) passes message
to mail transport agent (MTA)
. « MTA routes message to destination,
2 giving to other intermediate MTAs as
necessary
« Domain MTA passes message to mail
delivery agent (MDA)
» User receives message .
redharg

copyrighis. Na part of this publicalian may be photocopiad, duplicated, stored in a retrieval systam, or ofenwise reproduced vithauk prior witen consert of Red Hat Inc. If you beseve
that Red ‘malerals are being used, capied, or disiribited please emal raining@redhat com or calf 1-500-454-5502 o +1-919-754-3700.
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The mail delivery process begins when the user decides to send a composed message. The user([]s mail agent passes the

message along to its configured MTA, usuaily a central mail gateway. With Sendmail 8 12, the user program calls
sendmail as a non-privileged mail submission program (MSP) which will relay it to the MTA. This gateway reads the
message and extracts the destination addresses from it The MTA will unravel each email address, gathering networks,

machines, and users to whom to send the message.

Once the MTA has verified all destination email addresses, it will notify the MUA that the mail was sent. Next, the MTA
will deliver the message to the configured mail exchanger {(MX) for each domain; should the primary one be down, the next

MX for the domain will be chosen. If no mail exchangers are available (e g., they[Jre all down), then the MTA will queue
the message and attempt delivery later.
When the message reaches the final destination, the target MTA hands the message to the system MDA. Under many

systems, the MTA and the MDA are the same program, sendmail The MDA will store the message in a spool file, or
pass it through filters, or any perform whatever other instiuctions it is given for the particular site.

Users may then retrieve their mail either locally by reading from a spool file, or remotely, by using a protocol such as POP
or IMAP

Copyright © 2005 Red Hat, Inc. 2005-03-01
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I Server Operations

s User's email agent connects to the local MTA as
an unprivileged mail submission program (MSP)
« Local MTA queries DNS for destination’s MX
« Local MTA opens a TCP/IP connection to port 25
of the target MX X
+ Both email servers negotiate a SMTP (Simpie
Mait Transport Protocol) connection
» Target MX allows or rejects email delivery or
relaying based upon its own rulesets
redhat@ !
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You can simulate an SMTP delivery manually with telnet. Say you wanted to send email to bobRexample . com:

Ry RAZESAHEL A1 Coppright & 2005 KRad Hae Inc.

$ dig example.com mx | grep "MX"

example. com. 1b IN MX 0 lava.example.com.

$ telnet lava.example.com 25

Trying 199.44.172,10
Connected to lava.example com.

Fscape character is ""]'
220 example.com ESMTP Sendmail 8.11.6/8.11.6; Wed,

HELO mynet.com
250 mynet.com Hello user@mynet.com [199.32.75.1}, pleased to meet you

MAIL From: user@mynet.com

17 Oct 2001 12:31:04 -0400

250 user@mynet.com... Sender ok

RCPT To: boblexample.com

250 bobfexample,com... Recipient ck

DATA

354 Enter mail, end with "." on a2 line by itself
test

250 RAA21966 Message accepted for delivery

QuIT
221 example.com closing connection

Copyright © 2005 Red Hat, Inc 2005-03-01
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Service Profile: Sendmail

s Type: System V-managed service

» Packages: sendmailf{,-cf,-doc}

e Daemons: sendmail

» Script: sendmail

¢ Ports: 25 (smip)

e Configuration: /ete/mail/sendmail.cf,
/ete/mail/submit. cf,
/etc/aliases, /fetc/mail/,
/usr/share/sendnail-c£/

» Related: procmail
e 8

redhat Q
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Sendmail Configuration with the
md4 Macro Language

« m4 is @ macro language that can help
configure the sendmail . cf file

« Red Hat’s default Sendmaii configuration is
generated from the m4 specification in
/etc/mail/sendmail .mc

« Red Hat recommends configuring Sendmail
with m4 using sendmail .mc as a starting
point

41
redhar MR
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To install the m4 macro compiler and the base sendmail m4 libraries, install the m4 and sendmail-cf RPM packages

Rev RHIS3RHEL4-1 Copyright © 2005 Red Ha, Inc.
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Sendmail m4 Macro File:

Introduction

¢ All sendmail.mc macro configuration
files should define the OS type, file
locations, desired features, and mailer
and user tables

« Step through header and definitions in
the sendmail .me below

12
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divert(~1)

dnl Each dnl is a comment: Delete-characters-to-NewlLine
dnl Pull in definitions from distribution

include{  fusr/share/sendmail-cf/md/cf . m4’)

VERSIONID( linux setup for Red Hat Linux')dnl

dnl Pull in operating system pre-defines

OSTYPE(  "linux')

dnl
dnl Tell sendmail to run as UID 8 (mail}, GID 12 (mail}

define( confDEF USER ID', ~"8:12'"})dnl

dnl Disable UUCP relaying, which is on by default
undefine ( "UUCP_RELAY')dnl

dnl Disable BITNET relaying, also on by default
undefine { " BITNET RELAY')dnl

dnl Define a 1 minmute time for SMTP connections

define( confTO_CONNECT', “im’}dnl

dnl If no MX record exists, contact host directly

define( confIRY NULL MX LIST', trus)dnl

dnl Do not accept email bound for you directly; valid hosts
dnl should only go in mailertable

define( confDONT_PROBE_INTERFACES', true)dnl

dnl Define the location of the procmall delivery agent
define{ PROCMAIL MAILER_PATH', /usr/bin/procmail’)dnl

dnl Specify the location of the aliases file

define("ALIAS FILE', /etc/aliases')dnl
dnl . Place scme security restrictions
iwiine { ToonfPRIVACY FLAGSS', "authwarnings, novrl
jeflne(“coanUTH_OPEIONS', "AY)ydnl

define{ confTC_TIDENT', "0')dnl

Copyright © 2005 Red Hat, Inc, ) 2005 03.01
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Sendmail m4 Macro File:

Features

« investigate the features enabled and
disabled in the continuing example
below:

13
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FEATURE { no_default msa', ‘dnl'jdnl

dnl Specify the location of the sendmail restricted shell
FEATURE { “smrsh', ~/usr/sbin/smrsh')dnl

dnl Set up mailer table and virtual user table files

FEATURE ( mailertable', "hash -o /etc/mail/mailertable.db')dnl
FEATURE ( virtusertable', “hash ~o /etc/mail/virtusertable db'}dnl
dnl Reject e-mail destined for address REDIRECT

FEATURE {redirect)dnl

dnl Append the local hostname on locally delivered mail

FEATURE (always add_domain)dnl

dnl Read the list of aliases to use from /etc/mail/local-host-names
FEATURE (use_cw_file)dnl

dnl {se procmail as the local mailer

FEATURE {local procmail, ', "procmail -t -Y -a $h -4 5u')dnl

dnl Use /ete/mailf/access to accept or reject mail

FEATURE( "access_db', "hash -T<TMPi> -o /etc/mail/access.db’)dnl

dnl Allows blocking of email based on destination

FEAIURE( "blacklist recipients')dnl

dn? Do not masquerade the domain of mail sent by xoot

EXPOSED USER( root')dnl

dnl Only listen for connections on the 127.0.0.1 address

DAEMON _OPTIONS { "Port=smtp,Addr=127.0.0.1, Name=MIA")

dnl Accept mail from IP addresses that do not have a reverse DNS lookup
FEATURE ( "accept unresolvable domains')dnl

dnl Set up supported mailers

MAILER (smtp)dnl
-MATLER (procmail)dnl

oealihost .

Cwlocalhost localdomaln

Copyright ©-2005 Red Hat, Inc. - 2005-03-01
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Sendmail Client Configuration

« Often, clients do not accept incoming mail
themselves
+ A central mail server accepts all incoming mail
and relays all cutgoing mail
« MAIL, HUB, SMART HOST defines

+ Central mail server must allow relaying from the
client and have 1ocal-host-names set up

= Useful for client to “masquerade” as the server

in From: addresses
14
redhat Q

+ MASQUERADE AS (" example.com')
Far use only by a sludent ervolled in a Red Hat baining coursa taught by Red Hab,inc. ar 3 Red Hat Cenified Training Partner. Any ather Lse is a vislation of 11.5. and Inigmalional
copyrights. No part of this publicatian may be photacopied, duplicaled, Storadin & retrisval systam, or offervise reproduced withaud prior witten consent of Red Hat, Ing. If you helieve
that Red Hat tmainir ials are being i used, copled, or distmibiged please email Waininggredhet. cam or call 1-800-454-5502 o1 +1-019-754-3700.

In large organizations, it is commeon for a central mail gateway o act as a relay for all outbound e-mail, and as a central
maii collection point for inbound e-mail Client workstations “masquerade™ as that mail server or as the domain (which has
an appropriate MX record). This can be set up on the client by adding a few lines to the /etc/mail/sendmail .mc file

and regenerating sendmail . cf fromit

Rov RH253 RHELA-1 Copyeigh B 2005 Red Hal ine.

To forward all incoming mail to the host mail example com for delivery, set
define ("MAIL HUB’, 'mail.example.com')dnl
The central mil server's /etc/mail/local-host-names file must include the name of the host to which the
incoming mail is addressed for this to work.
To deliver local mail locally but relay outgoing mail through mail example com, set
define ("SMART_HCST', 'mail.example.com’)dnl
The central mail server must altow the client host to relay through it (possibly by seiting up the server's a
/etc/mail/access file) for this to work. ’
To masquerade addresses so that mail sent by a user at your host looks like it actually came from user(@example.com, set

MASQUERADE AS ( example.com')dnl
FEATURE { "allmasquerade ™) dnl
FEATURE ( "'masquerade_envelope'}dnl

ourhost, particularly root, nos

flen 2 good idea to not 1o masquerade mail sent by certain users on
warler-daemon. You can sef this up with EXPOSED USER directives:

EXPOSED USER ("root')dnl

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Other Valuable m4 directives

¢ FEATURE { “dnsbl')
» checks a DNS implemented blackhole list
to block email spammers
e FEATURE ( 'relay based on MX')
« Automatically allows relaying if sendmail
server is listed as the target domain’s MX
record

15
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FEATURE ( dnsbl') is used to check a DNS based blackhole list to reject connections from known spammers By
default, it points at a subscription service run by MAPS at blackholes.mail-abuse.org but can take an argument
to point at other blackhole lists. It can be specified several times to peint at multiple lists. This feature replaces the oldex

EEATURE ( "rbl').

Copytigh © 2006 Fed Fa, Ine.

Rew RAZS3RHEL41

The MAPS (Mail Abuse Prevention Systerrt} Realtime Blackhole List homepage at
http://www.mail-abuse.org/rbl/ is an excellent resource that discusses the problems related with spam email

and presents some great solutions to identify and prevent spammers.

The relay based_on_MX feature should only be used in private, well protected networks. Enabling that feature is
dangerous because it tells sendmail that if a DNS check reveals that it is supposed to be the MX for a domain then it should
relay any mail sent from the domain, regardless of origin. Mail servers on the public internet would then be vulnerable to
relay from anyone as any domain's DNS records could be setup to use that host as a relay

While these features are useful, they are not enabled by default,

Copyrlght©2005 Red Hat,Inc. oo : 2005-03-01
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Additional Sendmail

Configuration Files

¢ /etc/mail is now considered the default
Sendmail configuration directory

s virtusertable maps virtual addresses to
real addresses

e access specifies rejection or acceptance
criteria for email from specified domains

186
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There are other filesin /etc/mail as well. Two of them, mailertable and domaintable are not used by the
defanlt sendmail configuration, but are included for completeness.

Another file present in /etc/mail isthe Makefile Notice that all files in /etc/mail must be hashed before use by
sendmail This allows the sendmail daemeon faster access to the information, but requires the system administrator to
rehash all files after modification. With the presence of the Makefile, this is trivial; simply type make Restarting
sendmail using the System V startup script ot the service command will also rebuild these files

Copyright@ 20ﬂ5 Red Hat, inc.
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I /etc/mail/virtusertable

Allows muitiple virtual domains and users
to be mapped to other addresses:

admin@l123.com shopper
admin@xyz . org jd3j
pagemefhe.net Ilmiwtclpg. com
@cbha.com cbafaol.com
@doml org $1@dom2 org
Q 17
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The simplest type of entry in /etc/mail/virtusertable maps an email address to a local user This is shown
above in the first two lines. Notice that there are no difficulties with 4 domain alias of admin for more than one domain.

Another type of entry is that of a simple forwarder This allows an incoming email to be sent to the target specified This is
often used by people needing a simple to remember email address that are stuck with a complex one. A sendmail

administrator can simply point the desired email address at the individual user[ls email account The third line in the above
example is an instance of an email-to-pager gateway with an assigned address, and a simple alias pointing to it

The last type of entry is the advanced feature of forwarding an entire domain[Js email to a given (local or remote) address

This is a very useful feature for administrators of virtual domains that want to avoid the setup of specific aliases. This can
be seen in that last two lines of the example virtusertable file above The last line adds a twist to this concept, and
forwards the incoming email to the user specified in the dom1 . org target as a user at dom? . org For example,

jonny@doml . org will map to jonny@dom2 . oxg

Any changes made to the virtusertable file must be mapped before sendmail can use them. If the admin adds a new
virtual alias he or she must run make before it will take effect.

Copyright © 2005 Red Hat,inc. - : . 2005-03-01
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I /etc/mail/access

Used to accept or deny incoming email:

90trialspammer@acl.com REJECT

spamRus . net REJECT
204.168.23 REJECT
10.3 OK
virtualdomainl.com RELAY
userfidom? .com ERRCR:550 mail discarded
nobody@ ERROR:550 bad name
18
fedhatQ
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The /etc/mail/access database file can reject email from individual users (the first line above), entire domains (the
second line), or an entire IP subnet (third line).

As shown on the fourth and fifth lines, the access database can also direct sendmail to accept email from subnets and
domains. The second column of this file can be one of a few different values:

REJECT
rejects the sender with a general purpose message

OK
accepts mail (for receipt, not relay) even if other rules, such as failed DNS lookup, might reject it

RELAY
accept mail for relaying

DISCARD
discard the message completely (harsher than reject)

ERROR: 550 your message
like REJECT but returns with yowr specific message

Email addresses which are not listed in the access file are simply processed according to what ever other rulsets are in
place. Additions to the access file require that the administrator run make . Essentially the acce ss file gives the
strator.the Wbﬂzty to create mlec which may exnlicitly block or gllpw addresses, "iomams or dotted guad ipaddrosses

jorks.
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Blacklisting Recipients

« FEATURE ("blacklist recipients')
« Block mail destined for certain recipients

¢ Any entry in the access file that has a
REJECT or returns an etror code will be a
blacklisted recipient

19
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Blacklisting blocks both to and from the blacklisted party.

Rew RHIS3RHELA-| Cosynght 1 205 RectHar, Ine.

Note that this m4 Macro feature is enabled by default in sendmail . me

The access file allows the admin to disable mail for a local user as well as remote users or mail servers trying to send
mail inbound. Adding the blacklist recipents feature means that an admin may also disable all mail inbound o1
outbound for a user with a local aceount on the mail server so that they cannot send or receive any email at all

Copyright © 2005 Red Hat, Inc. = -~ : 2005-03-01
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Debugging Sendmail

s /etc/mail/local-hest-names
+ must contain server's name and aliases
s mail -v user
» view SMTP exchange with local relay
« mailgandmailg -Ac
» view messages queued for future delivery
e tail -f /var/log/maillog
» View log in real-time

20
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Sendmail will not accept mail for local delivery for hosts that are not specified by name in /etc/mail/locai-host-
names. This file contains a list of host names which, if seen in an e-mail address, should be delivered locally The host
names should resolve to your server or have a MX record pointing to your server.

R RI2SH REEL &1 Copyeigitt 6 2008 Red Hat, Inc.

In Sendmail 8.12, themail -v command displays the SMTP exchange between the MSP and the local relay MTA only.
It is useful to debug local sendmail daemon cenfiguration. To send a test message and view the SMTP exchange, use
mail -v user

type the message and press Control-D to send (In older versions of Sendmail, there was no unprivileged MSP — the user's
e-mail program ran a set-uid MTA directly, and mail -v instead displayed the local MTA to remote MTA

communication )

Themailqg command is useful for displaying messages waiting in a queue for delivery. By default, it displays the queue of

messages waiting to be processed by your local MTA for delivery or relay to a remote MTA Messages can sit in this queue £

for a long time if the remote host is refusing connections. If youtunmailg ~Ac, the queue of messages waiting to be sent
by your MSP to the local MI A relay will be displayed instead. Messages can sit in this queue for a long time if your local
host is having problems with name resolution

During any server configuration or testing, monitoring the appropriate logs with tail -f can be invaluable Note that the
default /etc/syslog.conf file precedes the /var/log/maillog target with a'-' (dash) symbol to disable syncing
the file afler every loggmg You can remove the dash to enable syncing and get real-time logging from the tail -£

,ommand
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Using alternatives

« alternatives configures the server software
through a generic name
» generic name is a link to a link in /etc/alternatives/
« cnlythe links in fetc/alternatives/ are modified
» alternatives displays and sets link groups
s alternatives --display name
e alternatives ~-config name

s system-switch-mail

2
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The alternatives system manages many packages in the distribution that provide the same service For instance, both
Sendmail and Postfix provide electronic mail support, but only cne of them should be used at a time on a single machine

With alternatives, an executable with a generic name on the filesystem is used to access a particular service. This
executable is really a symbolic link to another symlink in the /etc/alternatives/ directory. For example,
Jusr/sbin/sendmail isreally alink to /etc/alternatives/mta. Inorder to select between Sendmail or
Postfix, we just change the symlink for /etc/alternatives/mta. This is normally done with the alternatives

command. Some example commands are listed below.

To display which MTA alternative is in use:
alternatives --display mta

T o choose from the available MTA alternatives from the command line:
alternatives --config mta

To set up Postfix as the default mail system:

alternatives --set mta
You may use the GUI tool system-switch-mail, if installed, to make these changes. Note that it calls alternatives to
effect the configuration

Copyright © 2005 Red Hat, Inc. .~~~ - _ 2005-03-01
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Postﬁx

o« A replacement for Sendmail
» Project goals:
« Sendmail-compatibie
* Speed
« Ease of Administration
« Security
» Efficient application design based on a
modular suite of programs
redhat Q #
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Sendmail-compatible
Postfix is an altemnative mail server implementation for Unix and I inux. Postfix is designed to be compatible with
Sendmail, and can use /var/spool/mail, /etc/aliases, NIS maps, and . procmailrc files. This simplifies

migration of a servet using Sendmail to Postfix It is designed to improve on Sendmail in several key areas:

Speed
A desktop-class system running Postfix can receive and deliver as many as a million different messages per day Postfix
uses techniques used in web servers to reduce process creation overhead, and other tricks to reduce file system overhead.

Fase of Administration
Unlike the complex and unwieldy sendmail . ¢f, Postfix configuration files consist of weli-commented, human-readable

directives

Security

There is no direct connection from the network to the security-sensitive local delivery programs Almost every program
that makes up Postfix can run in a chroot “jail” with minimal privileges No part of Postfix is set-uid.

Postfix comprises several individual programs to process mail, managed by a supervisor daemon called master. The file
/etc/postfix/master.cf configures how the subsidiary processes should be run. The master daemon does not
handle mail directly, but manages the other daemons that do. L

Some of these other daemeons are
smtpd Listens on port 25 for incoming messages and submits them to the “incoming” queue.
pickup Moves messages sent by the local Postfix server from the “maildrop” queue to the “incoming™ queue,

. nogmgr Passes messages from the “incoming” queue to various processes for transmission, relaying, or local

delivery.
% diagram of the Postfix system is available at /usr/share/doc/postfix~*/html/big-picture.html
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Service Profile: Postfix

Type:
Packages:
Daemons:

Script:
Ports:

SystemV-managed service

postfix

master, n r, smt

pickup, (others)
postfix

25 (smip)

« Configuration: /etc/postfix/main,.cf
etc/postiix/master.cf
« Related: procmail
_— 23
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Configuring Postfix

« Activate with alternatives

« Set up minimal configuration directives
s using postconf
. 'using a text editor

o Start with service

24
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Setup
Once Postfix is installed, it may be activated with alternatives:

# alternatives --set mta /usr/sbin/sendmail.postfix

Configure

While Postfix has several hundred configuzation paramaters , most of the defaults are sensible. At a minimum, you should
configure the following values, listed below. Here we use postconf to set configuration options You may also use a text
editor. In either case, edits are made to one file (/etc/postfix/main. cf) and applied by reloading the service.

# postconf -e “mydestination = redhat com dawg.redhat.com”
i # postconf -e “mynetworks = 192.168.0.0/24, 127.0.0.1"
L# postconf -e “inet interface = all” e

j# posteconf -e “myorigin = redhat.com”

Use postconf again to inspect your results, as recorded in /etc/postfix/main. cf:

# postconf -n
[ ... output of non-default configuration omitted ]

Start

Once Postfix is configured, start the mail system with service:

corvics
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Additional Postfix Configuration

¢ /etc/postfix/ files share syntax and
function with those of /ete/mail/
. v1rtua1 virtuai domain mapping
+ access — mail routing controls
s /etc/aliases can be used by postflx as is
s Postfix command utilities
« postmap
e postalias

25
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One of the goals of post fixisto be very sendmail compatible You may use the sendmail style alias and
virtuciuser files. As the format of these files is the same used by sendmai 1, refer to the previous

sendmal ldiscussion(c.f. 10, 17 and 18} Configuration does vary slightly; for example: virtual domains must be added to
themydestinationlinein /etc/postfix/main.cf.

Row RHISFRHEL4 1 CopiytgHL© 2005 Red Ha, .

Like sendmail, post£ix requires that it's access and afias files be hashed prior to use. RHEL's sendmail
implementation provides two different tools to do this (the Makefile in /etc/mail and the newaliases command)
The pest £ix tools used to accomplish this same task are postmap and postalias. The postmap conunand is used
for the access file, and any other file which requires hashing, except the afias file (this may also include a separate afias file
if you choose to run 1istserv software with post £ix) To hash the access file, the appropriate command would be:

# /usr/sbin/postmap /etc/postfix/access

To hash the afiases file simply run the postalias command (no argument is required as the command reads the postfix
configuration io identify which file should be hashed)

In addition to supporting sendmail style files, postfix offers other configuration options and methods. Documentation on
available options may be found in /usr/share/doc/post £ix~* and at the website http://www.postfix.org.
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Enhanced Postfix Configuration

Pre-receipt header and body checks
Multiple transports (uucp, X.400)

«» Virtual domain support

UCE controls (blacklists, helo/sender)
Table lookups (SQL, LDAP)

26
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Postfix is rapidly reaching critical mass in both installations and functionality . It's unique combination of performance and
light resource usage makes it an excellent choice as a mail server. The pre-receipt header and body checks are unique and
make postfix an overwhelming favorite among knowledgable and security conscious electronic mail system administrators

Rev RHES3 RHELA | Coppight © 2005 Red Had, e

Using header and body checks is done using regular expressions or PERL -compatible regular expressions (PCRE). The
important thing to note here is that this is pre-recipt functionality which means that while the email is being received it's
header and/or body text are analyzed and if there is a regular expression match the email is immediately rejected prior to
receipt. This makes postiix a great tool with which to prevent the transmission of viruses and spam!

Here is a sampie header and body check configuration for /etc/postfix/main. cf:

header checks = regexp:/etc/postfix/header checks

body checks = regexp:/etc/postfix/body checks

Once these directives are added, regular expressions must be entered into the two files listed in the directives. Here are a
pair of exampies for each:

/etc/postfix/header checks:

/~Date: .* 200f{0-2}1/ REJECT
/~Subject:\s+.*your accounti\s{5,}.{8}/ REJECT

/etc/postfix/body checks:

/Lenders Compete For Your Business/ REJECT

/Cheapest Viagra Anywhere/ REJECT

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Procmail Delivery

« Procmail is a very powerful delivery tool
o Different uses include
» sorting incoming email into different folders or files
» preprocessing email
« starting an event or program when email is
received
« Automatically forwarding email to others

o Additional MTA configuration may be required

27
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Information on procmatl configuration can be found in /ust/share/doc/procmail-<version>, or the procmailex manual
page (man procmailex). For further information on procmail, referto http://www. procmail .org/.
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Both sendmail and postfix have to be configured to use procmail as their local delivery agent For sendmail ensute that the
following lines are enabled in your /etc/mail/sendmail .mc file:

define ( PROCMAIL MAILER PATH', "/usr/bin/procmail')dnl
FFATURE (loccal _procmail, ™', "procmail -t -Y -~a S$h -d $u')dnl
MATLER (procmail)dnl

The default sendmail configuration provided by the RHEI sendmail package provides this configuration

By default postfix uses its own delivery agent. To enable postfix to use procmail for email delivery, configure the
following in the file /etc/postfix/main.cf:

# postconf -e ™ mailbox command = /usr/bin/procmail”

Once yout MTA has been configured to use procmail you may implement a system-wide configuration
(/etc/procmailre), or by individual user ($HOME/ . procmailzc) to sort mail or forwarded mail to a remote host.

Note: the use of ~/ . forward files for this purpose is deprecated.
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Procmail Sample Configuration

o Usually located in a user's home directory:
/home/bob/ . procmailre
» To forward mail from Joshua about ADSL to
Jim, but also copy to the ADSL folder:
:0

**From.*joshua
**gubject: *ADSL

f 0 c
I Jim@somedcmain . org
10:
ADSL
}
28
redhatg
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For more information and examples of using procmail in many scenarios, refer to:
http://www.ling.helsinki.fi/users/reriksso/procmail/mini-faqg.html.

Many administrators may find spamassassin useful to help with the large amount of unsolicited commercial email
(UCE) their domain receives daily. A user may also call spamassasin individually. RHEL provides the spamassasin
package, and if installed, the following lines at the beginning of the user's procmail configuration enables this software:

SPAMFOLDER=spam

#

# SpamAssassin check
10 wf

| /usr/bin/spamassassin
i

# File as SPAM

:0 w :$SPAMEQLDER/.lock
* ~X-spam-status: Yes

$SPAMFOLDER/ . \/
¢ M

e
I .
\"/\P‘M QQ\M’ u‘f\ﬁ\{’[’\{\
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End of Unit 4

s Address questions

e Preparation for Lab 4
+ Goals
« Scenario
« Deliverables

+ Please ask the instructor for assistance
when needed

2
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RH253 Lab 4

Red Hat Training Lab Procedures
Electronic Mail

Lab4
Electronic Mail

Estimated Duration: 1 hour

Goal: To build skills at basic MTA configuration

Instructor: Make sure serverl.exanple.com can receive mail from other hosts

Introduction

This lab serves as in introduction to installation and configuration of an MTA. Instructions are provided for both
sendmail and postfix You may choose to setup either MTA, ot if time permits, both. In the following sequences,

you will
¢ Install and verify sendmail "out of the box"
«  Add new aliases to your sendmail installation
¢ Use the m4 utilities to change your relaying behavior

¢ Install a POP server and configure a POP client

Throughout this lab, the host and domain names that you use will be based upon the IP address of your machine Any time
the lab refers to a name that contains X, you should replace X with your station number (the last segment of your IP

address). For example, if your station's IP address is 192 168 (0.2, you would replace references to
stationXX.example.comwith station2.example.com. |

Disable packet filtering Before beginning this lab, make sure all packet filtering is turned off on your host {obviously, you
should take advantage of the Litux kemel's firewalling capabilities in practice, but for ous purposes disabling packet
filtering lessens the potential for problems). These and the following commands in this lab will need to be run as the root

user.

Initial Setup - Installing the necessary packages

The following packages are required for sendmail: sendmail, sendmail-cf, md4, and proemail. For post£1x you will
need: posifix.Check and install them as needed (see Appendix item 1)
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Sequence 1: Configuring the MTA to receive mail

For security reasons, the default configuration of sendmail and postfix allows sending, but not receiving email over
the net (by default it will only accept connections on the loopback interface ) Configure your chosen MTA to accept

incoming connections by as follows:
1. For sendmail: Make a backup copy of your original sendmail  cf and sendmail mc:

cp /etc/mail/sendmail.cf /etc/mail/sendmail.cf.orig
cp /etc/mail/sendmail .me /etc/mail/sendmail .mc.orig

2  Modify /etc/mail/sendmail .mc
Comment out the line below by prepending it with "dnl ", like so:
dnl DAEMON OPTICNS ( Port=smtp,Addr=127.,0.0.1, Name=MTA')

3. Build anew sendmail . cf in the same directory.

mé¢ /etc/mail/sendmail.mc > /ete/mail/sendmail . .cf

4 Restart Sendmail with:

service sendmall restart.

For postfix: modify /etc/postfix/main.cf

A Runthe command:

pesteconf -e "inet interfaces = all”

B. Proceed to the next Postfix instructions toward the end of Sequence 2

Sequence 2: Starting and verifying MTA operation

For sendmail: there are several steps that you should take to confirm that sendmail has been properly installed.

A. Confirm that sendmail is enabled for the appropriate runievels
Check to ensure your machine is propetly configured to restart sendmail upon reboot. This is most conveniently done
with chkconfig

chkconfig --list sendmail
sendmail O:off l:0ff 2:0n 3:0n 4:0n 5:on 6:0ff
fesendmail is disabled for the standard user minlevels, use a utility like chkconfig, ntsysv, or servicecont i
:nable the service.
2005-83-01
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B. Confirm that sendmail started without error

The Red Hat Linux installation of sendmail is configured to use the syslog facility to log all messages to the file
/var/log/maillioyg. Examine this file, perhaps searching for the last instance of the word "starting” . Ensure that

sendmail started without error.

The sendmail executable is /usr/sbin/sendmail In order to determine if sendmail is identifying your station's
hostname correctly, invoke it with its debugging command line switch set to 0:

sendmail -d0 < /dev/null

Version 8.11.2
Compiled with: LDAPMAP MAPVREDGEX L.OG MATCHGECOS MIME7TO8 MIMESTOY

NAMED BIND NETINET NETUNIX NEWDB NIS QUEUE S5ASL SCANE SMTP
TCPWRAPPERS USERDB

=========—== SYSTEM IDENTITY (after readcf) =——==w=m======
{short domain name) 35w = station?2
{canonical domain name) $j = stationZ example.com
(subdomain name) $m = example.com
{node name) $k = stationZ.example.com

Recipient names must be specified

If sendmail is returning your station name as 1ocalhost, you probably have a misconfigured /etc/hosts
Examine your /etc/hosts, and remove all bus the 1ocalhost hostname references, and try again If fetc/hosts

appears correct, check the definition of HOSTNAME in /etc/sysconfig/network.

Iry mailing a sample message to root@serverl. You should see a reasonable SMTP exchange with your local relay

Server:
echo "hello root" | mail -v -s hello root@serverl
root@serverl... Connecting to localhest.localdomain. via relay...
220 staticoné.example.com ESMTP sendmail 8.12.5/8.12.5; Thu, 24 Oct 2002
14:54:43 -0400
>>> EHLO stationé.example.com
2h0-stationé.example.com Hello localhost.localdomain [127.0.0.1], pleased
to meet you
>>> MAIL EFrom:<root@stationé.example com> SIZE=44
250 2.1.0 <root@stationd.example.com>... Sender ok
>>> RCPT To:<root@serverl.example.com>
250 2.1.5 <root@serverl.example.com>... Recipient ok
>>> DATA
354 Enter mail, end with "." on a line by itself
B> .
250 2.0.0 g90IGETKk014797 Message accepted for delivery
root@serverl... Sent (g20TIGEJk014797 Message accepted for delivery}
Closing connection to localhost.localdcomein.
S>> QUIT
221 2.0.0 stationb.example.com closing connection
Copyright © 2005 Red Hat, Inc. 20065-03-01
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If the SMTP exchange completes correcily, as above, then the message has been passed to the local relay server on your
station, andmailqg -Ac should repoit an empty queue. Then check mailq (with no arguments) to see if the message

was passed from the local relay to serverl That queue should also be empty

Did your message get logged appropriately in /var/log/maillog? During the following sequence, monitor the
/var/log/maillog file The following command will be helpful:

xterm -e tail -f /var/log/maillog &

For postfix:

A Run service sendmail stop, thenuse system-switch-mail to make post£ix the active MTA. You
may also do this step at the command line:

alternatives --set mta /usr/sbin/sendmail.postfix
B Confitm that post£ix is enabled for the appropriate runlevels

chkconfig --1ist postfix
postfix 0:off 1:0ff 2:on 3:on 4:cn 5:on 6:0ff

C. Confirm that the hostname command returns the correct value for youwr station Tt should return your FQDN.

[f hostname is returning yout station name as localhost, you probably have a misconfigured /etc/hosts,
Examine your /etc/hosts, and remove all but the 1ocalhost hostname references, and try again If /etc/hosts
appears correct, check the definition of HOSTNAME in  /etc/sysconfig/network. When this value is correct,

start the post £ix service.

D Confirm that post £ix started without error

Like sendmail, the Red Hat Linux installation of post.£ix is configured to use the syslog facility to log all messages to the
file /var/log/maillog. Examine the end this file and look for any error messages

Try mailing a sample message to root@server] and check the results in /var/log/maillog:
mail -s “echo $USER root@serverl < /etc/redhat-release

Look for lines like the following:

Mar 8§ 09:57:59 stationé postfix/pickup[24288]: F147040024: uid=0C from=<root>
Mar 8 09:57:59 station6 postfix/cleanup[24636]: E147040024: message-
id=<2003030814575% F147040024@stationb.example. com>

Mar 8 09:58:00 stationé postfix/nagmgr([1141]: F147040024:
from=<root@stationé.example com>, size=325, nrcpt=1 (queue active)

Mar 8 09:58:16 stationé postfix/smtp[24708]: F147040024: to=<rootRserverl>,
relay=serverl.example.com([192.168.0.254], delay=i7, status=sent (250 ok dirdel)"
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Sequence 3: Adding new aliases

For sendmail:

Before sendmail determines the destination of 2 message recipient, it undergoes an attempt at alias resolution. The
primary configuration file for sendmail aliasesis /etc/aliases. Inorder to optimize lookups, sendmail generates
a hashed database for its alias records, /etc/aliases.db This file is generated with the newaliases command

(which is a synonym for sendmail -bi)

The following command will add the user student(if not already present).
useradd student

Add the following lines to /etc/aliases.
me: student
wizards: roect, me

methere: student@staticnX.example. com

Now run the newal iases command to update the database, and try sending mail to the recepient aliases that you defined

newaliases

echo "hello there" | mail -s "hello™ me
echo "helle there"” | mail -s "hello"” wizards
echo "hello there” }| mail -s "hello" methere

Did you get the expected results? Did all recepients on the "wizards" list receive a copy of the mail? Ifnot, su -toa
user other thar root and try again.

For postfix:

Before postfix determines the destination of # message recipient, it makes an attempt at alias resolution. The primary
configuration file for post fix aliasesis /etc/aliases In order to optimize lookups, post£ix genetates a hashed
database for its alias records(just like sendmail) named /etc/aliases.db This file is generated with

the postalias command.
The following command will add the user student(if not already present)

useradd student
Add the following linesto /etc/aliases.

me: student
wizards: rcot, me
methere: student@stationX.example.com

NOTE;: Be sure to edit the line that aliases root to post £ix! Set it to your (non-root) account.

- New run the command 'postalias /etc/aliases' to update the database, and try sending mail to the recipient
aliases that you defined
2005-03-01
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echo "hello there" | mail -s "heilo" me
echo "hello there™ | mail -s "hello"™ wizards
echo "hello there" | mail -s "hello™ methere

Did you get the expected results? Did all recipients on the "wizards" list receive a copy of the mail?

Sequence 4: Controlling Relaying

Relaying allows mail to be directed to its destination by use of an intermediary "relay” machine. Although at times useful,
relaying has been a source of abuse on the internet by "spammers” People wanting to send unsolicited mail often make use

of relaying in order to make the mail's origin harder to determine.

The following sequence will make use of the following hosts. Replace X, Y, and Z with appropriate station numbers :
* stationY: the source machine, where the mail originates.
¢ stationX: the relaying machine, where the mail is sent by the originator
* stationgZ: the destination machine, the final destination of the mail

This sequence assumes that you are at stationX, the relaying machine, and have partnered with someone at stationy,
the machine from which mail otiginates. During the sequence, keep an eye on /var/log/maillog. The following

command will help:

xterm -e tail ~f /var/log/maillog &
Scenario A: allowing relaying

For sendmail:

You have the ability to control who you allow to relay from your maching, By configuring your machine to use
promiscuous relaying, you allow anyone {0 use your machine as a relay. (We advise against this practice, and hope that this
exercise will make its pitfalls evident.) Configure the /etc/mail/sendmail .mcmé
preprocessor file to enable promiscuous relaying by adding the following line just above the last lines of the {ile beginning

with "MAILER":

/etc/mail/sendmail.mc

{... other entries...}
FEATURE (promiscuous_relay)dnl
MATLER (smtp)dnl
MATLER (procmail)dnl

Use the m4 preprocessor and this template file to generate a new sendmail configuration file, and then compare the
newly generated file to the sendmail. ¢f file supplied by the sendniail RPM:

md /etc/mail/sendmail.mc > /etc/mail/sendmail.test-relay
diff fetc/mail/sendmail.test-relay /eto/mail/sendmail.cf

Copyright ® 2005 Red Hat, Inc. 2005-03-01
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Hoew much difference did allowing the promiscuous relaying feature make? Now move the newly created
sendmail . test file into place and restart sendmail

mv /etc/mail/sendmail.cf /etc/mail/sendmail.cf.accept-mail
cp /etc/mail/sendmail.test-relay /etc/mail/sendmail.cf
service sendmail restart

Have your partner take the role of a malicious spammer, who will now be able to use your sendmail to spoof the origins
of unwanted mail by telnetting directly to your smtp (sendmail) port 25, and typing the following sequence of
commands from stationY:

This example is for stationY (the originating host) = station?2, and stationX (the relaying, and in this case, the
destination host) = stationl

[root@stationZ /root]l# telnet stationl 25

Trying 1922.168.0.1. ..

Connected to stationl.example com.

Escape character is "*}7.

220 stationl.example.com ESMTP sendmail 8.11.2/8.11.2; Mon, 7 May 2001
09:26:44 -0400

helo mail.cracker.org
250 stationl.example.com Hello IDENT:root@stationZ.example.com

[192.168.0.2], pleased to meet you
mail From: spammer@cracker.org

250 spammer@faked.com... Sender ok

roept To: root@istationl.example.con

250 root@stationl.example.com. .. Recipient ok
data

354 Enter mail, end with "." on a line by itself

Subject: Faked
this was faked!

250 JAAQQ748 Message accepted for delivery
quit

221 stationl.example.com closing connection
Connection closed by foreign host.

Spammed mail has now been sent to your machine Next, see if your partner can use your machine to relay mail to a third
machine:

Copyright © 2005 Red Hat, inc. 2005-03-01
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This example is for stationY (the orginating host) = station? and stationX (the relaving host) = stationl,
and station? (the destination host) = station3

[root@station2 /root]# telmet stationl 25
Trying 192.168.0.1...
Connected to stationl.example.com.

Escape character is '"~]°'.
220 stationl.example.com ESMTP sendmail 8.11.2/8 .11.2; Mon, 7 May 2001

09:28:58 -0400
helo mail.cracker.org
250 stationl.example,com Hello IDENT:root@station2.example.com

{192.168.0.2], pleased to meet you
mail From: spammerfcracker org

250 spammer@cracker.com... Sender ok

rept To: root@station3. example.com

250 roct@station3.example.com,.. Recipient ok
data

354 Enter mail, end with "." on a line by itself

Subject: Relayed
this was faked and relayed!

250 JAA00752 Message accepted for delivery
quit

221 staticnl.example.com c¢losing connection
Connection closed by foreign host.

Because your machine is configured for promiscuous relaying, the spammer was able to relay mail through your machine

For postfix:
By default, Postfix disallows relaying To enable relaying to systems on your subnet, run:

postconf -e "mynetworks style = subnet™
service postfix restart

Have your partner take the role of a malicious spammer on your subnet, who will now be able to use your post£ix to
spoof the origins of unwanted mail by telnet directly to your SMIP port 25, and typing the following sequence of
commands from stationY:

Copyright @ 2005 Red Hat, Inc. 2005-03-01
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[root@staticn? /rootl# telnet stationl 25
Trying 192.168.0.1...

Connected to stationl.example . com.
Escape character is '*]°'.

220 stationl example.com ESMTP Postfix
helc mail.cracker.org

250 stationl.example.com

mail From: spammer@cracker.org

250 Ok

rept To: root@stationl example.com

250 Ck

data
354 End data with <CR><LEF> <CR><LE>

Subject: Faked
this was faked!

250 0Ok: queued as 2FE7BDCB882

quit

221 Bye

Connection clesed by feoreign host.

Spammed mail has now been sent to your machine. Next, see if your partner can use your machine to relay mail to a third
machine:

This example is for stationY (the orginating host) = station2, and stationX (the relaying host) = stationl, and
station (the destination host) = station3

[rootRstaticon?2 /root]# telnet stationl 25
Trying 192.168.0.1...

Connected to stationl.example.com.
Escape character is '*]'.

220 stationl.example.com ESMTP Postfix
heleo mail.cracker org

250 stationl.example.com

mail From: spammer@cracker.org

250 Ok

rept To: rootl@station3d. example.com

250 0k

data

354 End data with <CR><LE>.<CR><LE>
Subject: Relayed

this was faked and relayed!

250 Ok: gueued as 2E7BDCB884

quit

221 Bye

Connection closed by foreign host.

‘Because of your machine's default configuration, the spammer was able to relay mail through your machine.

Copyright © 2005 Red Hat, Inc. 2005-03-01
All rights reserved. RH253 RHEL4-1 Page 9




RH253 Lab 4

Red Hat Training Lab Procedures
Electronic Mail

Scenario B: disallowing relaying

For sendmail:

Restore the default sendmail configuration by replacing the new sendmail . c£ with the configuration that accepts
incomming mail and restarting sendmail:

nv fetc/mail/sendmail.cf.accept-mail /etc/mail/sendmail.cf
service sendmail restart

Have your partner at stationY attempt to relay spammed mail again Did your sendmail act as a relay? An attempt to
relay shounld have produced a message like the following:

550 root@station3.example.com... Relaying denied

For postfix:

To disable relaying, execute the following commands:

pesteconf -e "mynetworks_style = host"
service postfix reload

Have your parfner at stationY attempt to relay spammed mail again Did your post£ix act as a relay? An attempt to
relay should have produced a message like the following:

554 <root@station3. example com>: Recipient address rejected: Relay access denied
Scenario C: Selectively allowing relaying

For sendmail:

To allow relaying from a specific host, domain, o1 network, edit /etc/mail/access and restart sendmail. To allow
only hosts in the example . com domain to relay mail through your machine, add an entry to /etc/mail/access that
permits this. Test with your partner using the commands in Scenario A.

For postfix:
To allow relaying from only certain hosts through your system, run:
postceonf -e "mynetworks_style = host"
Then run the following to allow a specific network, or host to relay(here, stationY).

peostconf -e "mynetworks = 192.168.0.¥%, 127/8"
service postfix reload

T'est with your partner using the commands in Scenario A,
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Sequence 5: Installing a POP server and client

This sequence will have you configure yow machine, stationX, as a mail POP server, and have a partner at stationy
take the role of a POP client.

Step A: Instalting the POP server

Configuring a POP server tends to be straightforward, involving only two steps:
« Installing the relevant RPMs

¢ Starting the service

Installing the relevant packages

The POP daemon is bundled with another daemon that provides similar functionality, the IMAP daemon, and both are
found within the dovecof package. Load the dovecot, mysql, postgresql perl-DBD-MySQL, and perl-DBI packages and
examine what the dovecot package contains.

Three daemons are included: imapd, ipop2d, and ipop3d. POP3 is used by many Internet Service Providers; POP2 is
provided for backwards compatibility. The IMAP daemon provides more sophisticated capabilities, including folder

management on the server,

Starting the service:

Edit the /etc/dovecot . conf file and add the following line (to start the POP3 and secure POP3 servers):

protocols = pop3 pop3s
ipop3dis started on demand. To activate, run the following command:

service cyrus-imapd start

Confirming the service:

Confirm that the POP3 daemon has been properly installed by running the following sequence of commands Use the
following commands as a guide:

echo "mail to be popped” | mail -s "helle student" student

Then, connect to the POP server:

telnet localhost 110

Trying 127.0.0.1...
Connected to leocalhost.localdomain.

Escape character is '"~]'.

+0K POP3 localhost.localdomain v7.64 server ready

USER student
+0K User name accepted, password please

Copyright @ 2005 Red Hat, inc. 2005-03-01
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PASS student

+0K Mailbox open, 1 messages

STAT

+0K 1 384

TOP 1 %98%9

+CK Top of message follows

Return-Path: <student>

Received: (from student@localhost)
by stationl.example.com (8.11.2/8.11.2) id IAR00817
for studentl; Mon, 7 May 2001 08:00:00 -0400

Date: Mon, 7 May 2001 08:00:00 -040C0

From: student@stationl.example.com

Message—-Id: <200001121300.IAA00917@staticnl . example. com>

To: student@stationl.example.com

Subject: helloc student

Status:

mail to be popped

DELE 1

+0K Message deleted
QUIT

+0K Sayonara

If ail went well, you should now have a propeily installed POP servet .

Step B: Using a POP client

RH253 Lab 4
Electronic Mail

Most popular Mail User Agents {MUASs) today, such as mozilla, mutt, pine, and evolufion, are POP-aware, and can be used
as POP clients The configuration of each depends upon the implementation There is also a popular command-line POP
client catled fetchmail fetchmail is highly configurable, can query multiple mailboxes, and can run in daemon
mode, such that it could query a user's mailbox every five minutes. fetchmail delivers the mail passing if off to the Mail
Transport Agent (MTA) on the local host, usually sendmail. We will outline the steps for installing fet.chmail and

using it to query the POP server which we just installed.

H neccessary, install the fetchmail package.

Note that there is a wide range of options available for configuring fetchmai1’s behavior. Createa ~/. fetchmailrc

file that looks like the following:

+student/.fetchmailre

poll stationX.example.com with protocecl pop3:
user student there is user student here
password "password"

Because passwords are stored in this file, fetchmail will refuse to run unless you make the file readable only by owner

Note that you should also chown the file such that it is owned by studentXX if vou created it as root.

. chmod 600 ~student/.fetchmailrc
"“'chown student.student ~student/.fetchmailre

2005-03-01

Copyright © 2005 Red Hat, Inc.
’ RH253 RHEL4-1 Page 12

Adirights reserved.




RH253 Lab 4

Red Hat Training Lab Procedures
Electronic Mail

Attempt to "pop” your mail as studentXX.

echo "helle student™ | mail -s "Hola" student
su - student

fetchmail -v

exit

Was fetchmail able to POP student’s mail? Where did it deliver student's mail to? Does it make much sense to
POP mail from the localhost?

Have a partner at another machine set up a similar - / . £etchmailrc file (o1, alternately, configure some other MUA

such asmozilla) and then try retrieving mail from your server using POP3

Challenge Break:

1. Disable the system's "firewall," if necessary. Also switch back to using sendmail.
service iptables stop

2 Rum the following command, following the instruction displayed:
tsservices 4

3. This command will set up the problem and will explain the goal. Refer to the file /etc/ts to review the goal  Refer
to Lab 1, if you need help.

2005-03-01
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I UNIT 5
The HTTP Service
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Objectives

» Learn the major features of the Apache HTTP
server

Be able to configure important Apache
parameters

Learn per-directory configuration
Learn how to use CGl with Apache
« Identify key modules

Understand proxy web servers

2
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Agenda

parameters

Key modules
» Squid proxy server

Using CGI with Apache

Rt RHZS2-RHEL4-1 Copytisi 02005 Rec Hat, Inc.

« Infroduce Apache Features
« Apache configuration files and important
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Apache Overview

« Process control:
,._-—---'-___-__'_
» spawn processes before needed
» adapt number of processes to demand

+ Dynamic module loading:
“» run-time extensibility without recompiling
* Tun-time

« Virtual hosts:
« Multipie web sites may share the same

e
web server
4
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The Apache server has a flexible mechanism for accepting requests and dispatching children to process them which is
abstracted into “Multi-Processing Modules”. The MPM used by default in Red Hat Enterprise Linux(RHEL) is prefork,
which spawns multiple child processes when needed just like Apache 1.3, Other MPMs are not yet available, although

directives for some appear in the configuration file.

Dynamic module loading allows a web server admirnistrator to change the behavior of Apache. This can be done without
recompiling any source code, and simply specifving the use of a given module An example of a commenly used module is

mod_perl, used to increase Perl CGI script execution speed.

The Apache HTTP Server project web siteis http: //httpd. apache .org.
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Service Profile: HTTPD

« Type: SystemV-managed service
+ Packages: httpd, httpd-devel
» Daemons: httpd

« Script: m

« Ports: 80(http), 443(https)

« Configuration: /etc/httpd/*, /[var/www/*
+ Related: system-config-httpd, mod_ssl

5
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The Apache web server is an SEL inux restricted service when enforcing the default targeted policy on a Red Hat Enterprise
Linux, version 4 system The server uses a number of SELinux contexts for its files For purposes of web server
configuration, the following contexts are important: Me T Lol
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system u:cbject_r:httpd config_t
For configuration files, particularly in /etc/httpd/conf and /etc/httpd/conf.d

system u:object_r:etc_t
For the files in /et that are not in /etc/httpd, such as the httpdfiles in /ete/sysconfig and
/etc/logrotate.d.

system u:cbject r:httpd log_t
For log files in /etc/httpd/logs.

system u:object r:httpd modules t
For modules used with httpd.

For purposes of web content creation, the following context is vital:

system u:object_r:httpd sys content_t
For web content. The /var/www/html file is set to this context Any web content created outside this directory
must have the context set to this. This includes standard error messages, icons, and any other file that will be

distributed by the ht tpd server
If you move a directory tree to /var /www/htm (or a subdirectory thereof), you will want to set the context. For
example, perhaps you copy the data directory to this tree. Run:

phcon R ——reference /va“/t»mw/html /var/www/html/data

_L,}_Ju aei"v&x aia{) Nas an x)px' v wiich will chock the wnian <

program mlmedlateiy exits after these syntax parsing tests and displays either a Syntax CKor Syntax Error message

2005-03-01
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Apache Configuration

« Main server configuration stored in
/etc/httpd/conf/h&hw;;_
« controls general web server parameters,
regular virtual hosts, and access
« defines filenames and mime-types
+ Module configuration files stored in
fetc/httpd/conf ; E/*

+ DocumentRoot default

/var/www/html/
B
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Configuration files are read from top to bottom. For some directives, order is important, so you should keep parsing order

in mind
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Apache Server Configuration

« Min and Max Spare Servers
« Log file configuration

« Host name lookup

« Modules

« Virtual Hosts

» user/group

7
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The number of spare server processes provided through the pz efork MPM can be tightly controlled in Apache. Setting a
maximum and minimum number of spare servers allows a balance between high request readiness and lower memory

utilization.
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Log files can consist of several different elements, as nearly everything passed to or from a web server can be logged Fora

complete list of all log file elements, refer io:
http://httpd.apache.org/decs-2.0/mod/mod log config.html

Host name lookups are tuned off by default. When turned on, the host names of clients will be logged, not just their [P. In
general, host name lookups should remain off unless you are interested in knowing their results on a continual basis

Apache module files live in /etc/httpd/modules For detailed information on all included and generally available
modules, refer to the official Apache modules regisiry at http: //modules . apache.org/.

Apache supports both name and multiple IP based virtual hosts It also enables Virtual Hosts to run associated CGI
processes as a specific user and group.

2005-03-01
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Virtual Hosts

NameVirtualHost 192.168 0.100

<VirtualHost 192.168.0.100> A7~
ServerName virtl.com &
EocumentRoot /path-to-document-root

</VirtualHost> CotrTA T

8
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The virtual host sections of ht tpd. cont usually have more directives than just ServerName, and DocumentRoot.
Other likely directives include ErrorLog, TransferLog, and ScriptaAliases ScriptAliases defines which

directories CGI programs are permitted to run from.

Once any virtual hosts are defined, then all content served from the server must be moved into a virtual host.

SSL virtual hosts are now configured in /etc/httpd/cont . d/ssl conf.
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Apache Namespace
Configuration

» Specifying a directory for users' pages:
UserDir public html
« MIME types configuration: woh g@
AddType application/x-httpd-php .phtml —T> 7el e gfrfg
AddType text/html .htm T Th
i

« Declaring index files for directories:
DirectoryIndex index.html default htm
L
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that Red Hal training malerials are -
The UserDir directive allows users to have a separate space for their own web documents. For example, if
/home/bob/public_html existed and UserDir was set to public html, then a request to
http://server/~bob/ would read documents from /home /bob/public htmi/.

When a browser receives a file from a web server, it also receives the associated MIME type The AddType directive
allows a web server to intelligently supply the MIME type based on the file name extension.

The DirectoryIndex directive defines the names of files which are to be considered indices for a directory If a URL
specifies a directory rather than a named file, then the directory will be searched for one of the listed index files Multiple
index file names are supported, with preference given to those that appear first in the DirectoryTndex list,
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Apache Access Configuration

« Apache provides directory- and file-level host-
based access control

» Host specifications may include dot notation
numerics, network/netmask, and dot notation
hostnames and domains )

« The order statement provides control over
"order", but not always in the way one might

expect
10
redhat Q

Forusa only by a student nvolled in a Reg Hal training courss taught by Red Hat Ing. or a Red Hat Cenified Tralning Partner, Any other use is 3 violation of LS. and irtemational
copyrights. No part of this pubfication may be photacapied, duplicated, stored i 2 retrieval system, o clhervise reproduced without prior vaitien cammserd of Red Hat Inc. If you believe
thal Red Hat iralning materizls are being impraperly used, copied, or distdbuded please email training@redhat com or call 1-800-454-5502 or +1-019-754-3700.

Copyright & 2005 Red Het, Inc.

Directoties and even files can have host-based access restrictions applied to them. Access is controlled through the use,
either alone or in combination, of allow, deny, and order statemenis The following lines, for example, access to
/var/www/html/internal would be granted to only those hosts whose IPs reverse to a name in the example com

domain:
<Directory /var/www/html/internal>
order allow,deny
allow from .example.com
</Directory>
The order statement can take two arguments: order allow,deny and order deny,atlow.

These arguments suggest that one can control the order in which Apache evaluates its access lists It would be more
accurate to understand these as statements of default behavior for hosts that are not included in the access control lists or
when hosts that are included are specified in a contradictory fashion. If a host is included in a deny or allow list, but not
both, then Apache will apply the access control. If a host is not in a deny or allow list, then the host will be handled by the
defautt mechanism for the given order policy. If a host is included in both allow and deny lists, then it is handled by the

default mechanism F breaks down as follows:

order allow,deny allows explicitly allewed clients, denies everyone else;
clients matched by both allow and deny are denied

order deny,allow denies explicitly denied clients, allows everyone else,
clients matched by both allow and deny are allowed

T'or more information, see
wbip: //bttpd.apache. org/docs-2. 0/mod/mod_access.himl
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Using .htaccess Files
x."'_"'_'--'_'_—-u
« Change a directory's configuration:
» add mime-type definitions
« aliow or deny certain hosts
« Setup user and password databases:

s AuthUserfFile directive

» htpasswd command:
htpasswd -c /etc/httpd/mypasswd bob

"
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AllowOverride authconfig is used to specify which and how much configuration can be overridden by directory
specific .htaccess files. These files can be created by individual users to change certain Apache configurations that

they wouldn't otherwise be able to change.

Essentially anything that can be configured in httpd . conf c¢an be changed with the use of . htaccess files. These
files have the same format as ht tpd . conf, and are placed in the directories in which the desired changes in configuration
should occur.

One of the most common tasks performed in users' . htaccess files is adding authorization. Typically, a user will setup
authorization for directories that hold sensitive information with a configuration such as:

# sample authentication .htaccess file

AuthName "Bob's Secret Stufi”

AuthType basic
AuthUserFile /home /bob/mypasswd
regquire user bob

With the . htaccess above, any access into the directory holding this file will require a user and password to proceed. In
particular, only the user bob will be allowed, even if other users are listed in the /home /bob/mypasswd file. Note that
vou should not store your password file in a directory accessible from the web; it may be downloaded and cracked if access

is gained

The -¢

zgd entries fo the password fite, usethe hipasswd e
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CGI -~ <empors Gprew?7 Furelbace

» CGI programs are restricted to separate
directories by ScriptAlias directive:
ScriptaAlias fegi-bin/ /<path>/cgi-bin/

« Apache can greatly speed up CGI
programs with loaded modules such as
mod perl

12
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CGI, or Commen Gateway Interface, is a defined method of passing information referring to dynamic web server content to
web server programs. These programs often use the Perl programming language, which normally take slightly longer to
start than compiled programs These CGI programs greatly benefit from mod perl mod perl keeps a copy of the Perl
interpreter in memory, drastically reducing the startup time incurred from Pert CGls

Copyright © 2005 Red Hat, Inc. : 2005-03-01
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Notable Apache Modules

e mod perl
» mod php
e mod speling

—sfelivg Lhel<
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mod perl embeds the Perl interpreter within a running httpd process to reduce process creation overload

R RHOS3 RHELA-1 Comyeicht © 2005 Red ok, Ire.

mod_php enables accelerated parsing of pages containing PHP code

mod speling will correct misspellings of URL s that users might have entered, by ignoring capitalization and by
allowing up to one misspelling,

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Apache Encrypted Web Server

« Apache and SSL: https (port 443)
* mod ssl
s /etc/httpd/conf.d/ssl.con
» Encryption Configuration:
« ceriificate: conf/ssl.crt/server. crt
« private key: conf/ssl key/server .key
« Certificate/key generation:
s« /usr/share/ssl/certs/Makefile
« self-signed cert: make testcert
« certificate signature request: make certreq

14
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Apache can provide encrypted communications using the mod_ss1 Apache module. To make use of encrypted
communications, a client must request the hi: £ps protocol, which is uses port 443, The configuration file formod_ss1 in

RHEL is /etc/ht

tpd/conf.d/ssl.conf.

Encryption is based on either the RSA or DSA algorithin. Private keys, self-signed certificates, or certificate signature
requests can be generated using the openss1 uiility RHEL provides a pre-configured Makefi1e, found in the
/usr/share/ssl/certs directory, that can be used to aid in key generation.

A PEM-encoded private key should be saved in /etc/httpd/cont/ssl. key/server. key, and a PEM-encoded
signed certificate should be stored in /etc/httpd/conf/ssl.crt/server.crt Ifthe private key is additionally
encrypted, the Apache server will prompt for the appropriate password upon initialization and re-initialization
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#1'1 Squid Web Proxy Cache

« Squid supports caching of FTP, HTTP, and
other data streams

« Squid will forward SSL requests directly to
origin servers or to one other proxy

« Squid includes advanced features including
access control lists, cache hierarchies, and
HTTP server acceleration

15
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Squid is an internet object cache that can act as a proxy server for HITP, FTP, and other requests. Clients request URLs

from Squid, which then either serves cached copies of the URLs if they have been previously requested. URLs associated
with dynamic content (CGI executables, server-parsed pages) get forwarded, rather than being served out of the cache.

Pley R HS3RHELES Copylght ©2005 Red Hat, Inc.

Squid may be used as an HI'TP accelerator Just as Squid makes URL requests on behalf of a client when it acts as a proxy,
squid serves URL requests on behalf of a server when acting as an accelerator For example, a site whose URL is
http://wuww.notreallyhttpd.com may actually have a squid process listening for requests on port 80 of

www .notreallyhttpd.com Tt wilk either serve the page itself out of cache, or else it will forward the request to the

web server that handles that site.

Squid's configuration file is /etc/squid/squid. conf, and the squid RPM includes the Squid project’s well-
commented example configuration file Key configuration elements inctude the port number on which it will listen for
requests, whether it is inside a firewall, timeout settings, and ICP request port number Squid uses port 3128 by default, but

can easily be changed to 8080 if required

Like Sendmail, the default Squid configuration only accepts connections on the system's loopback interface. To allow local
network access, add an acl directive corresponding to the local network (for example, acl mynet src
192.168.0.0/255.255.255.0)and add an http access directive corresponding to the new acl before the line

http access deny all.

The ICP (Intemet Cache Protocol) request port nurber relates to Squid's ability to participate in cache hierarchies. A Squid
cache can share the contents of its cache, or can request URLs from the cache of other squid processes if it belongs to a
cache hierarchy. A Squid cache may act as a parent, sibling, or child of another Squid cache. The default maximum size

-:of the cache is 100 MB, which would need fo be increased {using the cacha dix directive) for most realistic .

situations. o
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Type:
Packages:
Daemons:
Script;
Ports:

Service Profile: Squid

BystemV-managed service
squid.

squid

squid

3128(squid), (configurable)

Configuration: /ete/squid/*

Rev RFZS3-RHELF1

15
rednar ISE

Copyright © 2075 ReaFHiae Ine,

Foruse only by a shdert enrolled in a Red Hal trining ¢olrse taught by Red Hat, lnc. or a Red Hat Certlfiod Trairing Partner. Any olher use is a violation of 1.5 3nd iltemational
copyrigits. No part of this pubticalion iy be pholocepied, duplicaled, stored In a relrieval system, or othenvise reproduced wWihour prior waitlen cansent of Rect Hat. Inc. IF you hekisue
Ihat Red Hat training materials are belr Impreperly wsed, copied, or dishibuted ploasa omail traininggrechal.com or call 1-B00-454-5502 or +1-818-754-3700.

Copyright © 2005 Red Hat, Inc. -
allrights reserved.

© 2005-03-01
RH253 RHEL4-1 Page 16




End of Unit 5

« Address questions
o Preparation for Lab 5

« Goals
« Scenaric
« Deliverables

+ Please ask the instructor for assistance

when needed

Ry PSS RIELS-1
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Red Hat Training Lab Procedures RH253 Lab 5
The HTTP Service

Lab 5
The HTTP Seyice

Estimated Duration: 1 hour

Goal: To install a basic web server with CGl and virtual host capabilities

Throughout this lab, the hosinames and domain names that you use will be based upon the IP address of your machine Any
time the lab refers to a name that contains XX you should replace "X with your station number (the last segment of your
IP address) For example if your station's IP address is 192 .168. 0. 3, you would replace references to
stationX.domainX.comwithstation3.domain3. com.

Disable packet filtering. Before commencing, ensure that packet filtering is not active. The default installation will have
afile called /etc/sysconfig/iptables, which configures the iptables facility Run"chkconfig iptables

off". To remove any rules that may be in place , in "service iptables stop”
Sequence 1: Server installation and basic configuration

Scenario/Story:

Your organization needs a web server in one hour, complete with CGI capability and the ability to serve different content
from different virtual hosts.

Tasks:
1 The Attpd package is required (see Appendix item 1) Use chkconfig to enable the service
2 Start httpd using the default configuration: service httpd start

3 Verity the DocumentRoot directive in /etc/httpd/conf/httpd.cont reads as below:

DocumentRoot /var/www/html
4 Open a web browser and set the URL to

http://stationX.example . com,

If your browser is working, you will see the default server index page. Note that this page is not actually stored as an
HTML file, but will be generated by server for those directories that do not have a default index html filte

Copyright © 2005 Red Hat, Inc. 2005-63-01
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The HTTP Service

5 Create a new directory hierarchy and some new content:

mkdir -p /var/www/virtual/wwwX.example.com/html
cd /var/www/virtual /wwwX.example.com/html

cat > index.html <<EOF

<b>wwwX .example . com</b>

EOFE

(This creates a one-line HTML page )
6  Create a virtual host by adding the following lines to the bottom of /etc/httpd/conf/httpd. conf:

NameVirtualHost 192.168.0.X

<VirtualHost 192.168.0.X>
ServerName wwwX.example.com

ServerAdmin root@stationX example com
DocumentRoot /var/www/virtual/wwwX.example.com/html
ErrorhLoyg logs/wwwX . example.com-error log
CustomLcg logs/wwwX . exanple . com-access leog ccmbined
<Directoxry /var/www/virtual/wwwX.example.com/html>
Options Indexes Includes

</Directory>

</VirtualHost>

7. Ensure that your DNS system resolves your virtual host domain name
dig wwwX.example . com

8. Reloadhttpd: service htitpd reload

9. In your browser, change the URL to point to the new virtual host:
http://wwwX.example.com.

Do you see the content of your customized page?

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Sequence 2: Using CGI
Tasks:

1 Addthe following one line to the <VirtualHost> block defined in Sequence 1:

Scriptalias /cgi-bin/
/var/www/virtual/www¥, example.com/cgi-bin/

This is only one line, and should not be line wrapped in ht tpd. conf Ensure that a SPACE exists between the two

elements listed above.

2 Create the directory, then create a file inside it named test . sh, with the following contents:

/var/www/virtual /wwwX.example.com/cgi-bin/test. sh

#1 /bin/bash
echo Content-Type: text/html
echo

echo "<pre>"

echo My username is:

whoami

echo

echo My id is:

id

echo

echo My shell settings are:
set

echo

echo My envirommental variables are:
env

echo

echo Here is /etc/passwd:
cat fetc/passwd

echo "</pre>"

3. Try to execute this CGI script by pointing your web browser to
http://wwwX .example .com/cgi-bin/test sh
Why didn't the script execute? Check the log files in /var /log/httpd/ for information to help you answer why.
(Did you remember to restart or reload server?).

4 Make the sciipt read-executable for user, group and other:
chmod 553 test.sh

Does the script execute now?
In the test . sh script, the id command is executed. When you test this and the script othemuse runs correctly, you

P nots that the 1.0 command fadls. Can vou figure our why?

Remove the id command from the test . sh script and confirm that the test . sh script can run without errors
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Challenge 1: Securing access to your web site documents

Tasks:

1. Create a file named . htaccess in the wwwX  example. com document root with the following contents:

fvar/www/virtual /wwwX.example.con/html/.htaccess

AunthName "restricted stufi”

AuthType Basic

AuthUserFile /etc/httpd/conf/wwwXX. htpasswd
require valid-user

2. Create your domain's password file. The file must be readable by the group apache

htpasswd -mc /etc/httpd/conf/wwwX. htpasswd user name
chgrp apache /etc/httpd/conf/wwwX. htpasswd
chmod g+r /etc/httpd/cont/wwwX. htpasswd

Set the SELinux context of the new virtual directory tree so that SELinux will  permit the web server to access it:

chcon -R -reference=/var/www/html /var/www/virtual

What would happen if you attempted to access pages under virtual without setting this context? Try it and
investigate the errors.

3. Accessthehttp://wwwX.example.com web page Are you prompted for a user name and password? Check the
server logs in /var/log/httpd/ for clues.

4. Add the following line to server's configuration file httpd conf, inside of a <Directory> block for the
wwwX . example. com virtual host:

AllowOverride AuthConfig
5. Tiytoaccessthehttp://wwwX.example.com web page again. Are you prompted for a user name and password

now? If so, are you abie to gain access to the page with the user name and password you created in Step 27

Sequence 3. Basic squid configuration

Tasks:
1. Install squid on your system, if neccessary(see Appendix item ):
rpm -Uvh ftp://serverl.example . com/pub/RedHat/RPMS/squid*

2 ‘%tar’t the service (service squld start), then conﬁgure your web browser to use your proxy 10calhost wﬁh

e pory set to 3128,
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The HTTP Service
3. Try accessing a web page somewhere. If the classroom does not have Internet access, try
http://serverl .example.com, which should return the server test page.
4. Now have a neighbor configure his or her web browser to use your proxy. This should not work
The page that squid returns, and the bottom of /var/log/squid/access. log indicate why.
5  Open /etc/squid/squid.conf in your preferred text browser. As you can see, it is mostly comments and
documentation. You will also note that squid is extremely configurable and tunable. For this lab, we witl configure
a basic setup that will be adequate for many settings.
6. Search for the second occurance of Recommended minimum configuraticninthe file This will take you to
the default access controf lists, or acls Add an acl for the local network below the acl CONNECT method
CONNECT line:
acl example sre 192.168.0.0/24
You can now refer to this network as example elsewhere in the configutation file src means that the IP specified is
the source 1P(s) for this acl
7 Search further down in the file for INSERT YOUR OWN RULE (S) HERE. Add aline above the localhost
access rule, as follows:
http_access allow example
Restart squid Your neighbor should now be able to access your cache
8. Some URLs are best avoided completely Return back the acls section, and add the following lines beneath the line
you added earlier (use example. com if you do not have Internet access in your classroom):
acl otherguys dstdomain .yahoo.com
acl otherguys dstdomain .hotmail.com
There are a couple of things to mention here. First, note that the additive property of acls. Both of the domains are
added to the acl. Second, note the dstdomain acl type, which specifies that this definition concerns destination
domains. Third, note the use of dot notation in specifying the domain name. Make sure to include the leading dot
9 Add a rule to deny access to these problematic domains. Return to where you added the allow rule for example, and
below it add the following:
http access deny otherguys
Restart scuid again, then check one or more of the web sites associated with those domains. Unfortunately, you find
that access is not denied.
10 _Open the configuration file again, and move the deny rule you added so that it is before the allow rule for example.
i Order matters, so by having the allow rulbe for exampie hefore the deny rale for the oth Fa
was allowed and the deny rule never took effect. After moving the rule, restait squid once more. [his
deny access to any site within the prohibited domains,
Copyright © 2005 Red Hat, Inc. 2005-03-01
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Challenge Break:
1. Disable the system's "firewall," if neccessary.
service iptables stop
2. Run the following command, following the instruction displayed:

tsservices 1

3. This command will set up the problem and will expiain the goal. Referto the file  /etc/ts toreview the goal

Refer to Lab 1, if you need help.

Answers to Questions

Sequence 2, Task 4:

In the test. sh file, the id command is run When you test this and the script otherwise runs correctly, you will note that
the id command fails Can you figure out why?

Answer: SEI inux prevents the web server from accessing the id command. Note the SELinux error messages in
the /var/log/messages file,

Challenge I, Task 2:

Set the SELinux context of the new virtual directory tree so that SELinux will permit the web server to access it:
chcon -R —--reference=/var/www/html /var/www/virtual

What would happen if you attempted to access pages under virtual without setting this context? Try it and investigate the

errors.
Answer: Without modifying the context, SELinux would prevent the web server from accessing any files o1
directories under the /var/www/virtual directory.
Copyright © 2005 Red Hat, Inc, 2005-03-01
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Security Concerns and Policy
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Objectives

» Be able to define security
s Understand Security Components
» Be able to develop a Security Policy
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Agenda

« Define Security
+ Where are the Vulnerabilities?
« Developing a Security Policy
» System Activity
« Human Activity
+ Response Strategies
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Definition of Security

o Types of security
« Network({external)

« Local(internal)

« Physical
S i)
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Many security tutorials focus on protecting a network against attacks from the public Internet. However, there are other
forms of security to consider

Many of the most damaging attacks come not from the outside, but from employees and contractors with access to a
company's internal network Since more company-confidential information is likely to be accessible from the internal

network than the Interet, overlooking internal security can be a very costly mistake

Physical security, likewise, is very important. Physical security is the limiting of physical access to systems containing
sensitive information Almost any software-based security measure can be circumvented if someone has physical access to a
machine. You should realize that someone with physical access to your machine could boot the machine into single user
mode very easily if your machine does not have a boot loader password. However, even if you have a boot loader
password, someone with physical access could boot your machine from installation media and access it from Rescue Mode.
Unfortunately, even a BIOS password to prevent people from changing the boot order of the machine may not be enough
Potentially, someone could remove the disk drive from your machine and access the data on it from another machine.

I uckily, physical security is the most straight forward to enforce By locking the machine in a tamper proof case, or
locating it in a locked room one could limit the people that have physical access to the machine.
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I Attacks from the Network

« Exploits and “script kiddie” attacks
Denial of Service(DoS) attacks

« Distributed Denial of Service(DDoS)
attacks
« Hijacking, “Man-in-the-Middle" attacks
« Trojans and “Root Kits”
redhat@ °

For 1150 only by a Studert envolled in a Red Hat training cocrsa taught by ed Hat, Inc. or a Red Hat Cerlified Tralring Pantner. Any offier use is a olalicn of U.S. and irtemationa!
capyrights Mo part of INS puiblicaian may be photocapied, duplicaled, stared in:a retrieval system, or alhervize reproduces! vithold pror wrirsn conssnt of Red Hat toc. Jf you believe
that Red Hal Iraining malerials are baing impropary used, copred, of disiributed please emai raining@rednat.com or call 1-800-454-5502 or +1-815-754-3700.

When a vulnerability in software is found, small programs that expleit the vulnerability are often released shortly thereafter.
Sometimes these "exploits” are written as proof-of-concept demonsirations and sometimes they are written expressly for use
in compromising vulnerable systems. Often the people using exploits to break into systems do not reaily understand what
they are doing, they are just running code that someone else wrote. The derisive term "script kiddie" is often used to

describe such people.

The Denial of Service (DoS} attack does not necessarily involve exploiting a particular vulnerability, but instead attempts to
exhaust or otherwise deprive a system of necessary tesources like CPU time, memory or network “bandwidth”.

distributed denial of service (DDo8) attack involves a coordinated attempt by muitiple systems launching DoS attacks on a
single system at once The attacking systems are often compromised machines running "zombie" daemons remote
controlied by someone without their administrator's knowledge.

Hijacking attacks involve one machine attempting to impersonate another machine on the network. For example, a NIS
client that determines its NIS server by broadcast can be tricked by a fake NIS server that responds faster than the real one.
The impostor then enjoys easy access to user names and passwords sent to it as well as the ability to serve out misleading
host resolution information A variation on hijacking is 2 "man in the middle" attack, wherein a machine manipulates the
keys being used in an encrypted connection to trick each side of the connection into thinking it (the "middle” machine) is
the other side. The middle machine can then read and even manipulate the content of the communication.

Upon gaining root level access to a system, attackers will sometimes install a “root kit”. A “root kit is a tool or set of tools
that removes evidence of the infrusion (sometimes even securing the hole that was used to get in) It may install “back
doors” so that the intruder can get in later and possibly modified{ “trojan”)versions of common system utilities like 1s, ps,
rpm and md5sum, which do not report the “back doors”. Some “root kits” even install modified kernel modules or

Othﬂrmse aiter the kemel’% svstern ca! Wi ithout altering the system binaries, This makes the “root kit” even harder to
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Principles of Security

No such thing as 100% protection

» Myth: “We're too small to be at risk”
Every service is a liability

Processes running as root are a liability

-3
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Some intrusion attempts are aimed at obtaining specific information or at attacking a specific person or organization.
However, many -probably the majority-- of attacks are the result of random scans that search a network for vulnerable
systems In some cases the results of such scans are catalogued for future reference so that when new vulnerabilities are
discovered, potential targets can be located without re-scanning

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Security Practices

« Do not run services you do not need, lock
down services you do need

« For processes that run as root:
« "Do | need to be running this?"
« "Does it need to be running as root?"
« "Have | applied all relevant security updates”
« Regularly scan for vulnerable files
« Compromising a user often leads to root
. I
Educate users! o Q 7

Gepyrigt© 2005 Rod Hax, e
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Services that are unnecessary can be tumed off with 'service <service name> stop'and prevented from restarting
at boot time with 'chkconfig <service name> off".

It is a good idea to periodically check which services are running on your system using netstat for the "internal” (ie.
independent of host-based access controls, firewalls, etc) and nmap run from a system outside of your network for the
"external” perspective. These utilities are discussed next. Remember that local tools such as netstat may have been
trojan'd by an attacker so as to not show you things like listening “back door daemons”. Thus, doing periodic port scans

from an external kost can yield valuable information.

A system administrator is responsible for keeping all active services running in a secure manner This includes both keeping
services updated against bugs and security holes and running each service with as little access to the rest of the system as

possible.

User accounts must also be protected Weak, easily determined passwords can give attackers access to your system Such
access can then be leveraged to either allow intruders deeper access into the network or to begin launching attacks against
other networks while disguised as one of your users Teaching users the importance of strong passwords, not writing down
their passwotds, not running untrusted binaries and not setting files to be world-writable can save future headaches.

Copyright © 2005 Red Hat, Inc. . 2005-03-01
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Diagnostic Utilities

» Port scanners (nmap)
» Show what services are available on a
system
» Packet sniffers (tcpdump, ethereal)

» Stores and analyzes all network traffic
visible to the “sniffing” system

« Availability is also a liability

]
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Port scanners can list everything from what operating system a host is running to which daemons (including versions) are
offering services on that machine This is as useful to you, the system adminisirator, in identifying potential points of entry
as it is to an attacker Whoever finds the vuinerable service first “wins:” that is, either you, or your adversary,

Likewise, packet sniffers can be useful for troubleshooting as well as detecting potential attacks. Some sniffing programs
serve as intrusion detection systems (I1)S) that scan network traffic in real time locking for know-malicious types of traffic

Two utilities included in the RHEL distiibution are t cpdump and ethereal These tools may also be viewed as a
liability and are often installed on the administrator's system(s) only,

ppnf ~s\ =@ satvel]
O

ethereal
e 'r*r‘afcaﬂ
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Which Services Are Running?

+ Use netstat -taupe for a list of:

« active network servers
« established connections

L]
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Omne of the most used diagnostic utilities is netstat. It can list active network connections, routing tables, interface
statistics, and other vital network information With ‘netstat -taupe’ you can get extended information about which
network services are available, regardless if they were started automatically by script, via xinetd or manually.

important netstat options:

-t list TCP connections
-u list UDP connections
-a  show listening and connected sockets

-p show PID and name of the program
-e show extended information, use twice for even more information

other netstat options include:

-5 statistics on the network stack (e.g. number of delivered packets)
-r  kemnel routing table

netstat only shows programs using network sockets (and UNIX-domain types, with —a).

Copyright © 2005 Red Hat, Inc. 2005-03-01
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Remote Service Detection
« nmap scans for active services
« Advanced scanning options available
» Offers remote OS detection
« Scans on small or large subnets
o Used by intruders for the same purpose
» Do not use without written permission of
the scanned system's admin!
« Graphical front-end available (nmapfe)

10
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The utility nmap is a fuli-featured port scanner that can be used to detect which ports are open on a remote system, It
supports a large munber of scanning techniques that are able to detect which services are available on a networked host

Special analysis of the TCP stack of the target system (sequence numbers, response to errors, etc.} allows nmap to detect
which operating system is being used.
With cloaking technologies like half-open scans and decoys {"scans" from spoofed addresses), nmap port scans are hard to
detect and therefore nmap is one of the most commonly-used tools by intruders
There are many options Below is an nmap command specifying just a few of them. It will perform a TCP syn scan (-53),
UDP scan, (-sU) and rpc/portmap scan (-sR), with operating system and service version detection (-A) on stationl. Tt will
print verbose diagnostic information (-v) and will not attempt to ping the system before scanning (-P0):

mmap -s5 -s3U -sR -PO -A -v stationl
Port scanners and penetration testing tools should be used with discretion. Make sure that you have permission to probe a
machine with these tools before employing them.

Many scanning programs will start by pinging an IP address If the host is deemed to be down, because it is not responding
to pings, the scan will skip the host. Therefore, you can eliminate a large amount of scans on your machine by turmng of‘f
responses to ping. This can be done in the kernel by adding: .

net.ipvd, 1cmp_echom1gn_ore7all =0

to fetc/sysctl.conf

Gopyright © 2005 Red Hat, Inc. 2005-03-01
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Isolate Vulnerabilities

« Isolate processes
« Process runs as own user (RHEL default)
+ System users should anly have access to service's files and
nothing else
« isolate networks
« Implement a “firewall’
» Avoid services that authenticate without encryption

« telnet, pop, imap, authenticated fip

+ alternatives: ssh, apop, imaps, sftp, anonymous fp

« Keep systems E_;_)Eg_ggg_

11
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It was once considered good security to have all services running as a 'non-privileged' user like nobody or daemon. But
the service's “user” must have access to all of the files that service needs. As a result, the more services you run as
nobody, the more privileged the nobody user actually is Red Hat Enterprise Linux runs each service as its own user For
example, the ht tpd web daemon rns as the user apache This user should have access to the /vaxr/www/ * files, but as
little else as possible. That way, if an ht tpd process is compromised, the extent to which it can affect the rest of the system

Rarv RHZS3RHELA | Copyright O 2005 Rest Hat e

is limited.

Such illicit access can be further limited by 'chrooting’ the daemon processes. Chrooting a process tricks it into thinking that
a specified directory on your system is actually the root filesystem directory, '/ The process lives entitely in the chrooted
directory. As a result, even if a process is compromised in such a way that the attacker is given extra privileges, the

process's "perspective” is limited so that it cannot "see”, much less affect, the rest of the system Chroot “jails” can be

broken out of by root-level processes, but it is one more hurdle the prospective intruder must anticipate and overcome

In keeping with the attitude of trusting internal network clients as /ittle as external clients, a "de-militarized zone", or DMZ
firewall layout has ali workstations on one network, all servers on another network and both connected to each other and the
Internet through a common firewall. Thus, the administrator is afforded as much control over wotkstation/server
communications as over Internet/server communications
Many old, insecure services enjoy a great deal more popularity than they probably should on today's Interet The services
telnet, pop, imap and f£tp all transmit authentication information unencrypted over the network It is trivially easy for
someone with root-level access to any system between the client and the servet to intercept this information. Secure
alternatives exist for each of these services In fact, ssh can be used to tunnel any tcp-based service in a secure fashion
using the -1, option.
When run regularly, the up2date utility can be used to keep systerns current with the Red Hat errata. Check RHN for
-.azpdates regularly orschedule a crordob that s up2date -y, which installs all releyant undates ragulasiy, nd

sends a daily log email message 1o ihe 1ol accouni, calaioging all aciions ii has taken,
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Security Policy: the System

« Managing system activities
+ Regular system monitoring
+ Log to an external server in case of
compromise
+ Monitor logs with logwatch
« Manitor bandwidth usage inbound and
outbound

« Regular backups of system data

12
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Even after doing everything possible to prevent an infrusion, it is always possible that an attacker will succeed in getting
into a system. The key to limiting the attacker's success is to identify compromises quickly and be ready with a recovery
and response plan. Have a security policy that defines 'waming signals' such as services mysteriously dying, unexpected
spikes in bandwidth usage and modifications to important system files and know who is expected to do what in response to

them

Always have a recent backup on-hand for quick recovery to a known-good state.

Copyright © 2005 Red Hat Inc

All rights reserved.

B 2005-03-01
RH253 RHEL4-1 Page 12




Security Policy: the People

« Managing human activities
« includes Security Policy maintenance

« Who is in charge of what?

« Who makes final decision about false
alarms?

13
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Mark Cox (head of Red Hat's security response team) and Michael Tiemann (CTO of Red Hat) developed a white paper on
secutity best practices at the Best Practices section of the Red Hat's website. Regarding security policy they have this to say:

Rev RHS3AHELL | Copwight @ 2006 Red Hal, lex.

"The first and foremost best security practice is to have a documented secuzity policy. Regardless of how complete ot
incomplete this policy may be, the policy is the objective reference against which one can measure "what did we say we
would do, what did we do, and what do we need to do in the future to do better?" If the policy is found to have had a hole,
the policy can be amended and security improved. However, if there is no policy, then every incident becomes a fire drill:
can it ever happen again? Will it ever happen again? What i{ it does happen again? Trying to make those decisions in the
absence of a documented security policy leads most often to either spending a lot of money on a solution that doesn't really
fix the root problem, or spending nothing, learning nothing, and hoping it doesn't happen again "

Copyright © 2005 Red Hat,Inc. _ 2005-03-01
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Response Strategies

» Assume suspected system is untrustworth
« Do not run programs from the suspected system
« Boot from trusted media to verify breach
» Analyze iogs of remote fogger and “local’ logs
» Check file integrity against read-only backup of rpm
database
» Make an image of the machine for further

‘analysis/evidence-

s Wipe the machineg, re-install and restore from

backup »
redhat Q
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Remember, one of the first things that an intruder will do is install a “roof &if” that replaces the binaries she suspects you
will use with compromised versions that leave out important information. Boot the suspected system from read-only, trusted
media(like vour Red Hat installation CD) in rescue mode. Having booted from a trusted kernel and using only the utilities

on the CD, you can generally rely on the information you gather

One example of valuable forensic information obtained from within a rescue environment is determining whether or not
important system binaries have been altered. The md5 sum (‘md5sum <filename> ) of every file on the system
provided by a Red Hat RPM is available in the system's RPM database as well as on Red Hat's RHN website. If regular
backups of the RPM database files(/var/1ib/rpm/ *) are made to trusted media, then the following example test of the
/bin/ps binary (part of the procps RPM) is a reliable “sanity check.” Note: /bin/ps is often chosen for replacement by
intruders, and replaced with a variant which “hides” their rogue processes.

rpm -V -root=/mnt/sysimage -define ' dbpath /path/tc/backup' procps

This will compare the size, md5sum, ownership, permissions and other attributes of /bin/ps and the rest of the procps
utilities as they exist on the hard disk (/mnt /sysimage) to their recorded values in the backed-up RPM database. If
discrepancies are found, especially with the md5sum, it may be the result of a trojan'd binary Note that in rescue mode the
-dbpath option is not available, so it is important to use —de fine instead.

Attempts by an intruder to remove evidence from the system logs can be thwarted by having your system log to a remote
log host as well as to the Iocal /vax/log/ directory. Of course, it is possible for the log host to be compromised as well,
but we have double the amount of work an intruder must do to cover his or her tracks

Determining how someone got into a system and how much damage was done in the process can be very time-consuming.
‘orpreduction systems minimizing downtime isofien of paramomy importence. Drsating an ¥image, Y orexact convaliths
-uspect system's disks permits thorough investigation, while facilitating rapid re-depioymeni of a system's resources

Computer-forensics investigators will also take snapshots of what is in the system's memory as well
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Additional Resources

« Security Education
« Red Hat Security Guide {on Documentation CD
and at redhat com's docs section)
« Keeping up with vulnerabilities
« Red Hat Network
« Red Hat Errata
« Bugtrag mailing list
« Keeping frack of "the other side”

15
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The Red Hat Security Guide provides a good introduction to securing Red Hat systems. There are different editions for each
Red Hat distribution, so look on your Documentation CD or look in the appropriate documentation section of the Red Hat

website.

ey RHZS3 RHELET Cogulaht € 2005 Red Hal, tre.

The Linux Security and Security Focus websites both offer security-otiented news, tuforials and vulnerability alerts.
Securityfocus is also the home of the bugtraq mailing list archives. Bugtraq is usually the first place that new vulnerabilities
are announced . Errata RPMs incorporating security fixes are announced and made available at the Red Hat Network's errata

website and through the up2date utility (c.f http://thn redhat com, hitp://thn redbat com/errata,
http:/fwww linuxsecurity com, hitp://www. securityfocus com).

The Honeynet Project is run by a group of security experts who intentionally set up machines with known vulnerabilities,
hoping that someone will break into them These "honey pots” are loaded with monitoring software that records everything
the attacker does in an attemnpt to learn about the latest methods being employed by crackers. The Honeynet group publish
the results of their research, develop tools to aid in security investigation and make available scans of compromised
systems, allowing people to practice tracking down real-life security breaches.

As the Honeynet project illustrates, it is always useful to have an idea about what the "other side” is up fo. There are a
number of "black hat" web sites that publish papers on the latest ideas with regard to how to compromise and maintain
control of a system Phrack magazine, in particular, tends to have in-depth, technical coverage of the "hows" behind the

latest secutity compromises {e £ hitp://www honeynet org, htp://www phrack com)

4omai s visTh box SK
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End of Unit 6

e Address questions
¢ Preparation for Lab 6

* Goals
« Scenario
» Deliverables

» Please ask the instructor for assistance

when needed

Rew RI2SSRIELL T
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Red Hat Training Lab Procedures RH253 Lab 6
Security Concerns and Policy

Lab 6
Security Concerns and Policy

Estimated Duration: 20 minutes
Goal: To build skilis with diagnostic utilites

Sequence 1: Service Detection

Scenario/Story:

You have done your best to understand which services you must offer, and to whom, and now must verify this
configuration. This is a mere exercise in a long and on-going effort to manage your system within the definitions of you

Security Policy If the nmap program is not currently on your system you will need to install the nmap rpm.

If you are located in an Internet-enabled classroom. please do not attempt to use nmap to scan machines outside the
example com domain or outside the 192.168 0/24 subnet unless instructed to do so. Thank you for yowr cooperation

Tasks:

Work with a lab pariner, and perform a port scan of one system from the other. For puposes of this lab, instructions

1
will refer to stationX and stationy, where stationX is the "ocal” system and stationy, the "remote "

[stationX]4 netstat -tpane | grep tcp | wec -1 P (." 2 7
[stationY]# nmap -sS -P0 <stationX> | grep open | we -1 ‘3!&7/ Cr 7y )(q)
1

What are the results? Are they the same? Should they be?

. T
[stationX]# netstat -tupane | grep 0.0 | wc -1 ¢
[station¥Y]l# nmap -sSU -PO <stationX> | grep open | wc -1

Which ports are open and listening? Through which ports are you connecting to other systems? Remove the wc -1'
from the commands above to gather more data. Which kinds of commands would you use in place of 'we -1'to make

best use of these investigations?

2. From each host, explore your subnet:

ping -¢ 6 -b 182.168.0.255 | grep rA54' | sort -u -~k 3,4

What were the results? Were you surprised? Are these the only systems "out there?"
Why not?
Now run chkconfig to audit your system. What is planned to run, and now running?

chkeconfig --list | grep $(runlevel | cut -d" " -f2):on

" Again, is vour maching configured to run services vou don't know about? Use chkeonfig lotum
you don't want running. Reboot your machine, and repeal siep #1 above. What is netstal repdy
associated with the services you disabled?

T sarvicesthat
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Red Hat Training Lab Procedures RH253 Lab 6
Security Goncerns and Policy

Deliverables:

1 A system audit reveals only neccessary services are available
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I UNIT 7
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Authentication Services

1
redhat BEE

For use orly by a student ervolled in 2 Red Hat tralning cowrse laught by Red Hat Inc. o a Red Hat Cerlified Training Partner. Ammmu use is 3 volation of U.S. and infernational

copytights. No pan of ihis pubiication may be phatocopied, duplicated, stored In a retrievat sysiem, or cthenwise

that Red Hat Irdisirg matesiafe are being improperty used, copied, or distributed please email tralning@redhat.cam or call 1«500—454—6602 of +1-819-754-3700

Copyright © 2005 .'Red_. Hat, Inc.

Al rights reserved. -

I Rad Hal Inc. If you belleve

2005-03-01
RH253 RHEL4-1 Page 1




Objectives

« Understand the basics of authentication
« Understand the roles of NSS and PAM

» Use NIS to centrally manage user
information and authentication through
NSS and PAM

2
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Agenda

Rev RHISIAMEL 41

+ User Information and NSS
« Authentication and PAM

« Network Information Service (NIS)

« Configuring NIS master servers, slave
servers, and clients
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User Authentication

. Two types of information must always be
provided for each user account
. Account information: UID number, default
shell, home directory, group memberships,
and so on

. Authentication: a way to tell that the

password provided on login for an account

is correct
4
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There are two basic types of information that must always be available for vser authentication to work properly. First,
account information is needed which provides basic information about the account: its UID number, primary GID number,
default shell, and so on. Second, authentication information is needed which can be used to prove that a pariicular
password is the correct password to grant access to a particular account. For local users, account information is stored in
/etc/passwd, while authentication information is stored in /etc/shadow. For centrally-managed network users, both

types of information may be stored in one or more network services.

Res FIQSMRFELA L Copyright © 2005 Ered Hat, e

In this unit we will look at mechanisms which control how both types of information are provided to the system.
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Account Information

« Name services accessed through library
functions map names to information

« Originally, name service was provided
only by local files like /etc¢/passwd

« Adding support for new name services
(such as NIS) required rewriting 1ibc

§
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Basic information about the characteristics of a user account must be provided at login time  This information includes the
UID number of the account, the account's primary GID number, the account's home directory, its default shell, and so on
Originally, this information was stored as individual lines in local files such as /etc/passwd

Applications normally do not look directly in /etc/passwd for this information. Instead, they use standard library
functions provided by the system's standard C library, 11bc, to look itup For example, the getpwnam() function looks up
the account information normally stored in /etc/passwd as a single line, by user name Adding support for new sources
of information ("name services") such as NIS or LDAP involves making appropriate changes to the C library, and all
applications using these library functions can immediately take advantage of the change
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Name Service Switch

» NSS allows new name services to be
added without rewriting 1ibe
s Uses /1ib/libnss service.so files
+ /etce/nsswitch.conf controls which
name services to check in what order

» passwd: files nis ldap
—_—

&
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Name Service Switch, o1 NSS, is the mechanism which allows configuration and extension of the name services supported
by libc. Awxiliary name service libraries are installed as /1ib/libnss_service.so files; for example,
/1ib/1ibnss_files. so provides support for retrieving name service information from the standard local files

ey RHZS3-RHELA1 Copyriaha © 2005 Rod Hax, Inc.

The /ete/nsswitch. conf file controls which name services will be used for what hame services in which order to
look up information. Each line represents an administrative database of names ("name service™) used by fibc functions.
The first ftem in each line specifies which name service is being configured, followed by a colen:

aliases, ethers, group, hosts, netgroup, networks, passwd, protocols, rpc, services, shadow

with the database name usually matching the name of the file in /et c usually used to store the information. The remaining
items on the line consist of a space-delimited list of name services to check, in order, for the information. The first match

that is found will take effect. For example, the line

passwd: files nisg ldap

specifies that for information typically stored in /etc/passwd, look first in local files, then use the NIS server, then the

LDAP server .

Sopyright © 2005 Red Hat, Inc. o . 2005-03-01
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getent

s getent database

e getent database name

« Lists all objects stored in the specified

database
» getent services

» Looks up the information stored in the
specified database for a particular name
s getent passwd smith

gleaf  Legal ,
redhat Q
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The getent utility is invaluable for checking name service operation. getent can perform lookups of names in any of
the standard C library databases, and it can also provide a dump of the appropriate database to standard output. This can be
usefil in determining answers to questions like "Are there two users with the same UID on the system?" or "Is there an

entry for this user in NIS as well as in the local files?"

For example, the command getent passwd root might produce the output:

root:x:0:0:ro0t: /roct:/bin/bash
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Authentication

« Applications traditionally authenticated
passwords by using 1ibe functions
+ Hashes password prm_cipn login
+» Compare to hashed password in NSS
« If the hashes match, authentication passes

» Applications had to be rewritten to
change how they authenticated users

8
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Originally, applications used NSS to store password hashes as well as general account information. On a login attempt, the
application would encrypt the password entered, use getpwnam () to look up the passwd file information for that
account in NSS, and compare the encrypted passwords. If the password hashes matched, the correct password was entered

and the user is authenticated. This same basic approach is still used for local user authentication

However, other mechanisms to authenticate users were developed. If modern applications still called /ibe functions directly
to authenticate users, then each application would have to be rewritten to support password authentication mechanisms that

do not store hashes in NSS.

i,,qf( C’7§wﬁ/7
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« Pluggable Authentication Modules

« Application calls 1ibpam functions to
authenticate and authorize users

« 1ibpam handles checks based on the
application's PAM configuration file
« May include NSS checks through 1ibe

« Shared, dynamically configurable code

9
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The Pluggable Authentication Modules system, ot PAM, provides a generic way fot applications to implement support

for authentication and authorization. A PAM-enabled application calls 1ibpam functions to perform all authentication

tests for it. These tests may include traditional NSS-based authentication These functions each return an overall pass or
fail result which the application then act upon apptopriately

Capyright & 2006 Red Hix, Inc.

to adjust authentication methods supported. Changes to
figuration files are saved Implementations of
and the smaller, shared code base is more

New modules can be added ot removed by the system administrator
PAM take effect the next time the program is run, as soon as the con
authentication mechanisms can be performed once and shared by many programs,
easily audited for problems.

Sblgﬂ?py‘]" !4uﬁ£7 h Ci\/"'ﬁi.7 '
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PAM Operation

e /1lib/security PAM modules
« Each module performs a pass or fail fest
» Files in /etc/security may affect how
some modules perform their tests
e /etc/pam.d PAM configuration
o Service files determine how and when
modules are used by particular programs

10
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PAM modules are stored in /1ib/security. Each PAM module implements some test which may pass or fail Some
PAM modules may use supplementary configuration files in /et /security that control how they perform their tests
Others may use traditional files like /etc/securetty or may only be configurable through options

RevRHZSIRHELA-1 Cepyight © 2005 Rod Hat, Ins.

The /etc/pan. d directory contains service files. Each application that is PAM-aware has a service file which controls
what modules it uses and how those modules affect the overall authentication results. Generally the service file that is used
has the same name as the PAM-aware application. If the service file for an application is missing, /etc/pam.d/other

1s used as a default.
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/etc/pam.d Files: Tests

« Tests are organized into four groups:
« auth authenticates that the user is the user
« account authorizes the account may be used
« password controls password changes
« session opens, closes, and logs the session

« Each group is called as needed and
provides a separate result to the service

1
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PAM actually organizes tests into four management groups which are checked independently by different 1ibpam library
functions The auth management group is used by PAM functions which authenticate users. The account management
group is used to verify that an account is valid at this time and that passwords have not expired The password
management group is used to control password changes. The session management group is called by PAM at the start

and at the end of a session

Rev RHRS3 AMELEY Copyright © 2005 fRed Het Ine

Each management group retums independent results. A particular PAM function will only call PAM tests from one

management group, but an application will generally perform tests from all management groups in turn. For example, on
login it would be normal to perform auth, account, and session tests If the password of an account had expired, it
would not be unusual for the login program to prompt the uset to change the password and perform password checks as

well.

An individual PAM module may support all four management groups, but it does not need to  Some modules may be useful
only for auth but not for session, or vice veisa

Copyright © 2005 Red Hat, inc. - 2005-03-01
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/etc/pam.d/ Files: Control
Values

» Control values determine how each test
affects group’s overall resuit
« required must pass, keep testing even if fails
« requisite as required, except stop testing on fail

« sufficient if passing so far, return success now
if fails, ignore test and keep checking

« optional whether {est passes or fails is irrelevant

12
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The second column of an /etc/pam. d service file lists the control value that determines how the result of a moduie's test
will affect the overall result of the management group. Modules are checked in order in the configuration file A required
module must pass for the overall result to pass  If it fails, the remaining modules are checked anyway to disgnise why the
failure happened from a potential attacker A requisite module also must pass, but if it fails the failure is returned to the
application immediately without checking other modules This can be useful to stop a user from entering a password over
an insecure terminal . 1f a sufficient module passes and the overall result so far is passing, then the pass is returned to the
application immediately without checking other modules If it fails, then the result is ignored. Whether an optional module

passes or not has no effect on the return value,

Sometimes, a module will return igrore rather than pass or fail. This indicates that this test should be ignored when PAM
figures out the overall return code for this management group.

An advanced control value syntax also exists for more complex scenarios For instance

[default=bad success=ok igncore=ignore user_unknown=ignore)

would work much like r equired except that emors due to the user not existing would be ignored rather than treated like a
fail result. The advanced syntax is best aveided if possible.

Copyright © 2005 Red Hat, Inc. h .o 2005-03-01
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Example /etc/pam.d/ File

auth requisite pam_securetty so
auth sufficient pam_unix so likeauth
auth required pam_deny so
account required pam_unix so

password required pam_cracklib.so retry=3
password sufficient pam_unix.so use_authtok

password required pam_deny so
session required pam_unix so
session required pam_limits.so
session optional pam_console so
13
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This example might be appropriate fot the Login program. The user is prompted for the account's password by the
pam_unix.so auth module. Notice that if the pam securetty.so anth module fails, the user will not be prompted

for the password.

Two special PAM modules are pam_deny . so (which always fails), and pam_permit.so (which always passes).
These modules can be used to structure more complex sets of tests.
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pam stack .~>J

« Special module that bases result on the
tests in another /etc/pam.d service file
e system-auth is widely used
% Contains standard authentication tests
« Shared by many applications on the system

« Allows easy, consistent management of
standard system authentication

14
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This module gets its result by performing the tests listed in a separate /etc/pam.d service file The overall results of
those tests will be the result of this module This is useful to share the same basic authentication tests between multiple

ARerAIQSIAELL] Copyrght 2005 Atad s, b,

applications.

Many applications use this in conjunction with the /etce/pam. d/system-auth file This file contains standard
authentication tests for system users, and changes under the "Authentication” tab in the system-config-
authent ication utility change that file. This allows easy and consistent management of standard authentication tests

For example, in /etc/pam.d/sshd,
auth required pam_stack . so service=system-auth
might cause the following three lines to be tested from /etc/pam d/system-auth;

auth required pam env.so
auth sufficient pam unix.so
auth required pam deny.so

Copyright@ZﬂDS_Red:Hat, Ine. - ‘ 2005-03-01
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pam unix 5 ¢
'« Module for NSS-based authentication

« auth gets hashed password from NSS and
compares it to hash of entered password
« account checks for password expiration

« password handles password changes to
local fites or NIS

« session records login and logout to logs

15
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One of the most critical PAM modules is pam_unix, which implements traditional NSS-based authentication The
pam_unix module performs traditional authentication through the libc library functions on behalf of the application, and it

can be used in all four functional groups:

As an auth module, it checks to see if the password entered on login is correct through NSS library functions and password
hash compatisons.

As an account module, it uses NSS information to check if the password has expired or the account is locked.

iy
As a password module, it updates password information. The md5 option is set by defavlt, indicating that passwords
shoummed as MD5 hashes The shadow option is also set by default, indicating that password aging should be
turned on and that password hashes should be hidden from non-root users in /etc/shadow. The nis option can be
added to allow updates of NIS passwords through communicating with a remote rpc . agswdd service
Asa s_emmodule, it logs through syslogd all login and logout events. et T I/Yﬁfllj
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l Network Authentication

« Central password management

» pam_krb5 (Kerberos V tickets)
¢ pam_ldap (LDAP binds)

« pam_smb_auth (old SMB authentication)

» pam_winbingd (SMB through winbindd)
» Some services use NSS/pam_unix

« NIS, Hesiod, some LDAP configurations

16
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Additional modules exist which operate much like pam_unix but support alternative, network-based methods of
authenticating users:

pam_Krb5 authenticates users by using the password to decrypt a Kerberos V ticket for the user

pam_ldap authenticates users by using the password to LDAP simple bind to a directory server This module is insecure
unless used with TLS encryption, since the password is sent cleartext!

pam_smb_auth and pam_winbind use different approaches to authenticate users through information stored in a
Microsoft Windows domain controller.

Some name services, like NIS, Hesiod, and some LDAP configurations may use pam_unix to authenticate users through
NSS information stored in the name service instead of using one of the additional modules listed above. For Hesiod or
LDAP, supplementary PAM modules may still be needed in the password management group to properly change passwords

in this mode.

2005-03-01
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auth Modules

« pam_securetty fails if logging in as root
from a terminal not in
/etc/securetty

« pam_nologin fails if the user is not root
and the file /etc/nologin exists

« pam_listfile chécks a characteristic of the
authentication against a list in a file
« A list of accounts can be allowed or denied

17
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Some additional modules are useful in the auth managment group:

pam_securetty fails if the user is attempting to log in as root from a virtual console ot serial terminal not listed in
/etc/securetty Thisis intended to protect the root password from being captured from an insecure terminal.

pam_nologin fails if the uset is attempting to log in as a non-root user and the file /etc/nologin exists This can be
used to run in multi-user mode for maintenance purposes while still locking non-privileged users out of the system.

pam_listfile checks an arbitrary characteristic of the authentication against a list of items in a file, such as the user or group
that the program uset is attempting to log in as  This list can either allow or deny access to the items on that list:

auth required pam listfile item=user sense=deny 5\
file=/etc/vsftpd ftpusers onerr=succeed
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Password Security

» pam_unix MD5 password hashes
« Makes password hashes harder to crack

» pam_unix shadow passwords
» Makes password hashes visible only to root
+ Makes password aging available

« Other moduies may support password
aging mechanisms
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The pam_unix module has two features which are useful to enforce more secure passwords. The mds option is set by
default, indicating that passwords should be encrypted as MD5 hashes This is more secure than the standard DES-based
hash method, and allows for passwords more than eight characters long. The shadow option is also set by default,
indicating that that password hashes should be hidden from non-root users in /etc/shadow and that password aging
should be tumned on. Password and account expiration parameters can be set through the chage command For example,

Capyright @ 2005 Red Hat, inc.

chage -M 90 username
will cause the password for the user username to expire if not changed at least once every 90 days

Other modules may also support password aging and account expiration mechanisms. For example, most Kerberos V key
distribution centers support principal policies which control not just when the passwords for user principals expire but also

other password policy rules.

Generally, account management group tests are used to see if an account or password has expired
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Password Policy

« Password history

« pam_unix with remember=N argument
« Password strength

« pam_cracklib

« pam_passwdqc
« Failed login monitoring

» pam_tally

19
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Password policies define the basic requirements for how passwords may be used on a system. There are a numbet of PAM
modules to implement various policies:
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pam_unix can use the option remember=~Nin the password management group to store the last N password hashes for
e . . -
Alser in /etc/security/opasswd and prohibit the passwords from being reused

pam_cracklib is a password module that enforces that passwords have at least a specific complexity. Among other tests,
s are of a cerlain length, which may be shortened if the password contains digits, punctuation,

it can require that password
and other characters besides letters It also requires that passwords are not dictionary waords or variations on dictionary

words.
password required pam_cracklib.so retry=3 minlength=12 \
ocredit=1 doredit=1 lcredit=1 ucredit=1

pam_passwdgqc is similar to pam_cracklib except that it does not mandate that passwords are not dictionary words (in order
10 alfow 1se of pass-phrases) It can also be configured to suggest random passwords This module ships as a separate

RPM package.
password required pam_passwdgc.so retry=3 min=11,10,10,59,8

empts in /var/log/faillog, and asan auth
s. If used, remember that an attacker can use this
The /sbin/pam tally utility can be used to

pam_tally as an account module tracks the number of failed login att
rhodule can deny access if there have been too many failed login attempt
to mount a denial-of-service attack to lock valid users out of the system.

- adjust the count of failed login attempts for a user.
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session Modules

o pam_limits enforces resource limits
e Uses /etc/security/limits.conf

» pam_console sets permissions on local
devices for console users
« Can be used as an auth module as well

o pam_selinux helps set SELinux context

20
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Session modules are often used to help prepare a session for use.

pam_limits enforces resource limits like those set by the ulimit command at login The configuration file
/etc/security/limits.conf controls the exact limits that are enforced This can include the number of
simultaneous logins, the amount of memory used, the number of Tunning processes, and so on. Soft limits can be
overridden by the ulimit command, hard limits can not.

pam_console sets permissions on specific device files for the first non-root user to Iog in at the console This allows the
console user to have access to do things like mount the floppy drive or CD. The exact permissions are controlled by
/etc/security/console.perms Inaddition, pam comnsole can be used as an auth module; it passes if the user is

on a local console, it fails if the user is logging in remotely

pam_selinux is a helper module to set the correct SELinux security context (user, role, and domain) on login and logout.
Under the default "targeted” policy, roof's SELinux security context will be set to root:system t:unconfined t and most
other users will have their SELinux security context set to user_t:system t:unconfined_t. if a particular user has multiple
roles available, pam_selinux can prompt the user to select between them on login.
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Utilities and Authentication

« Local admin tools need authentication
* su, reboot, system-config-#*, elc.

» pam_rootok passes if running as root

« pam_timestamp for sudo-like behavior
» pam_xauth forwards xauth cookies
J'—’M
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Login is not the only time at which authentication may be required. Operations like using su, rebooting the system, or
running a configuration utility may require authentication or that certain conditions are true about an account before the
operation is authorized. There are a number of PAM modules useful for these programs:
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pam_rootok passes if the calling program is run as root. This is useful for allowing root to su without entering a
password
pam_timestamp is used to implement sudo-like authentication timestamps. As a session module, it sets a timestamp

file in /var/run/sudo after normal authentication is successful. As an auth module, ii the timestamp file exists and is
less than five minutes old, pam_timestamp passes This allows authentication to succeed if it succeeded for this session

within the last five minutes

pam_xauth forwards xauth cookies. Used with su, this allows X clients run as the user you switched to to have access to

your X display By default, only non-root users forward their cookies Note that any user that has your xauth cookie has
full access to your X display and all its windows! A configuration file can be set up as ~/ . xauth/export, that controls

which users vou will forward cookies to

;],«h/l/l//)éajgs"S
OA ﬂ/{/ 1)!7/77 eé’ﬁ
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PAM Troubleshooting

« Check the system logs
e /var/log/messages
» /var/log/secure

« PAM mistakes can lock out the root user
« Keep a root shell open when testing PAM
« Single-user mode bypasses PAM
» Boot the system using a rescue disc

22
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PAM generally logs login/logout events and errors to either /var/log/messages or /var/leg/secure. Besureto
check these log files if you are having problems with authentication.

If you suspect that system-config-authentication has been run, that may overwrite manual configuration
changes in /etc/pam. d/system-auth and also in the /etc/nsswitch. conf file used by NSS.

Misconfigurations of PAM can break all authentication. It is a very good idea to keep a root shell open at afl times when
testing changes to PAM. If you do manage to lock out all accounts, there are still ways to recover the system. Remembet
that single-user mode bypasses PAM authentication. Reboot the system and go into GRUB menu editing mode. Pass the
kemel the argument single on the end of its command line, and boot You should be dropped to a root prompt without
being prompted for a password, If an unknown GRUB password is set, you can attempt to boot from a rescue CD and
repair the problem from there. If a BIOS password is set or you otherwise are not able to boot the rescue environment on
that computer, you may be able to physically remove the hard drive and install it temporarily into another computer which

is inder your control

When debugging problems involving NSS, do not forget that the getent utility is very useful for troubleshooting.
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NIS Overview

« Simple directory service for system and
account information

« All NIS servers and clients are members
of a named NIS domain
« Single master server, multiple slave servers

« Minimal network security

« Support for NIS version 1 and 2

23
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The Network Information Seryige, o NIS, is one popular network service which can be used to manage system and
account mformahon on mukltiple systenis from a ceniral server. NIS uses a single master server and optionally one or more
slave servers, each running ypserv, to share information with NIS clients running ypbind. The NIS protocol is based on
Sun RPC, and therefore clients and servers must also run a local service called portmap which helps remote systems
contact the local ypserv or yplind program. Clients and servers which are bound to each other are normally members
of the same NIS domain, identified by an arbitrary string selected by the system administrator.

NIS servers are typically used to synchronize account information. They can share the contents of /etc/passwd,
/etc/shadow, and /etc/group files by converting them into NIS maps Each NIS map consists of a set of key/value
pairs. For instance, one typical NIS map used is passwd byname, where the key is an account name and the value is the
matching line of user information for that account in /etc/passwd format.

The network connection between servers and clients is not encrypted, and there are no integrity or secrecy guarantees on
NIS information. Passwords are sent as hashes, but nevertheless security of NIS information is minimal NIS is still widely

used in low-security environments because setup and maintenance is relatively simple

Red Hat Enterprise I inux supports version 1 and 2 of the NIS protocol on both clients and servers The client software also

may work with NIS+ (NIS version 3) servers, but this functionality is minimally maintained.
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Service Profile: NIS

» Type: System V-managed services
« Packages: ypserv gpys ﬁ /«/é i L /ﬂ
« Daemons: ypserv, rpc.yppasswdd, “
rpec.ypxfrd
Scripts: ypserv, yppasswdd, ypxfrd
Ports: Dynamically assigned by portmap

Configuration: /var/yp/*, /etc/ypserv.conf
(/etc/yp. cont for ypbind)

Related: portmap, %(pbind, yp-tools

kg[[ou/ ﬂ"j e. redhat Q “
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The NIS ypsetv server is an SELinux restricted service when enforcing the default targeted policy on 2 Red Hat Enterprise
Linux, version 4 system. The server uses a number of SELinux contexts for its files. For purposes of server configuration,

the following contexts are important:

system_urobject _r:var yp U
For the contents of the /var /yp directory, including the NIS maps and the Makefile.

system u:object r:etc t
For NIS configuration files in /etc, including the ypserv . conf file and the yppasswdd file in

/ete/sysconfig.
When moving files to /var/yp, always set the context for those files:

chcon -R —-reference=/var/yp /var/yp/newfile

Copyright ® 2005 Red Hat Inc. o 2005-03-01
All rights reserved. RH253 RHEL4-1 Page 24




NIS Server Configuration

« Instali the portmap and ypserv RPMs

« Set the NIS domain name
¢« Run nisdomainname mydomain

e In /ete/sysconfig/network insert the line:
NISDOMATIN=mydomain

In /var/yp/securenets, specify the

networks that may use your server

Start ypserv N
i redhat Q
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Whether installing a master server or a slave server, the initial configuration steps for a NIS server will be similar. Before
starting, make sure that the portmap and ypserv packages are already installed on the machine.

Choose an arbitrary string for your NIS domain name This does not need to be the same as your DNS domain name, and
some system administrators feel that it is a good idea not to make them the same for security reasons. (Any client that can
communicate with your server and knows its NIS domain name can bind to it and get full access to the NIS directory ) Set
this by running nisdomainname your-domain-name asroot. To make sure this happens at boot, add the line

NISDOMAIN=your-domain-nameto /etc/sysconfig/netwerk

To limit which clients can communicate with your server, create a /var/yp/securenets file. Each line in this file
should be a netmask and network number for networks that contain NIS clients:

255.255 255,255 127.0.0.1
255.255 255.4 192.168 0.0

Finaily, make sure ypsexr v is running:

chkconfig ypserv on
service ypserv start
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Configuring a Master Server
e T

« To share only user, group, and host name
information, edit /var/yp/Makefile
all: passwd group hostsg netid
+ Build the NIS maps from local files by using
the makefile:
fusr/lib/yp/ypinit -m
« Start yppasswdd to allow password updates

26
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Many simple NIS configurations only share passwd, shadow, group, and host information There are a multitude of other
resources that may be shared, but they are often not needed by clients. A Makefile in /var/vyp controls how NIS maps are

built from local files. You can limit which NIS maps are built by editing the a1 1 target:
all: passwd group hosis netid

While editing this makefile, there are additional variables (or macros) that may need to be set:
NOPUSH=true
MERGE PASSWD=true

MERGE_GROUP=false

NOPUSH should be set to true if you have no slave servers 1f you have slave servers, it should be setto false.
MERGE_PASSWD should be set to true if you want to merge password hashes from /etc/shadow into the NIS
passwd map. MERGE GROUP should be set to true if you want tc merge group password hashes from
/etc/gshadow into the NIS group map

Once /var/yp/Makefile has been edited, build the NIS maps by running /ugr/1ib/yp/ypinit -mas root onthe
master server. This will store the NIS maps as Berkeley DB files in /var/vp/domainname.

If you want to allow users to change NIS passwords, start rpe . yppagswdd;

chkconfig yppasswdd on
© service yppasswdd start

Copyright © 2005 Red Hat, Inc. : 2005-03-01
all rights reserved, RH253 RHEL4-1 Page 26




Configuring a Slave Server

« Include the names of all slave servers in the
master's /var/yp/ypservers file
« On the slave, transfer the initial NIS maps from
the master server:
Jusr/lib/yp/ypinit -s master
« To rebuild and push NIS maps from master to
slave, on the master run
cd /var/yp:; make

a7
redhat R

For Use only by a studerd enitiled in a Red Hat training course laught by Red Hat, Inc. of 2 Red Hat Certified Training Partner. Any other use s & violation of U8, and inlematlsnal
copyrights. No part of this publicalion may be photocapied. dupiicated, siore in a retrieval sysiem, or othervise reproduced wathoLx priac vartlen consent af Red Hat. Ing. It you believe
Lhal Red Hal Iraining malesials are being improperly sed, copied, or disiributed please emailtalring@redhat,com or all 1-800~454-5502 or +1-9i9-754-370¢.

v RHZE3 RHEL 41 Copwight © 2005 Red Hat, In.

To set up a slave server, first make sure that the slave is listed in the master server's /var/yp/ypservers file. Also
make sure that the master server's /var/yp/Makefile has NOPUSH=false set

Then on the slave server, transfer an initial copy of the domain's NIS maps from the master server by running the command
Jusr/lib/yp/ypinit -s master 's-host-name asroot

Whenever you change the files used to build the NIS maps on the master server, you should cd /var/yp on the master
server and run make as root  This will rebuild the NIS map DB files and run yppush to push the changes out to all slave

SEIVEIS.

You can also run the ypx£x command on the slave server to pull maps from the master server. (An optional service for the
master server, zpc ypxErd, is intended to speed up ypxfr transfers, but may not work if processor architecture,
operating system, or Berkeley DB library version differs between master and slave )
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NIS Client Confi uraEi_gﬁr“l__ﬁ

o Must install ypbind and portmap RPMs
s system-config-authentication
» Enable NIS to provide "User Information”
+ Specify NIS server and NIS domain name
» Keep default "Authentication" (using NSS)
» What does this actually do?
« Modifies four configuration files

28
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The easiest way to set up a client to use an existing NIS server is to install the por#map and ypbind packages on the client,
and then run system-config-authentication to modify NSS and PAM. Under "User Information", enable NIS,

and then a NIS domain and a NIS server for that domain must be specified. No changes are necessary under
"Authentication” if NIS will be used for authentication, since it provides password hash information through NSS.
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What does this change? In /etc/sysconfig/network, the variable NISDOMAIN is set to the NIS domain name, and
the nisdomainname command is run to set it on the system immediately The /etc/yp .conf file has a line added to
it which specifies which server 1o use for that NIS domain. The /etc/nsswitch. conf file is modified to specify that
NIS should be used as a source of information for passwd, shadow, and group lookups The /etc/pam.d/system-—
auth file is modified so that password change requests for NIS accounts are sent to the master server's rpc . yppasswdd
service. Finally, the ypbind service is started up and is set to automatically restart on reboot

NIS is a relatively insecure setvice. To improve password security, Kerberos can be used in conjunction with NIS as an
authentication service. A better solution might use LDAP protected with TLS (SSL) encryption to store name service
information in place of NIS However, these solutions can be more complex to set up and manage.
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NIS Troubleshooting

« Is the default firewall still turned on? z/ ﬁ”f’/kg; ‘
« Are services running and registered with
portmap?
e« xrpcinfo hostname
« Use ypwhich to verify which server a

clientis bound to, if any

« Use ypcat and getent to verify that
NIS data is available
redharg ®
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Whenever troubleshooting a network service, do not forget to check log filesin /var/log for errors first. You can also
view many of these log files with system-logviewer.

Since NIS uses dynaniic port assignment by default, it can be challenging to use it in conjunction with a modified defanit
firewall. Most NIS services can be bound to fixed ports by command-line options read from files in fete/sysconfig

by the service startup scripts

The por tmap service can be queried to determine if NIS services are properly registered and what port each service is
currently using. Use the command rpcinfo hostname to get this information. In particulas, look for ypbind on
clients and ypserv and rpc. yppasswdd on servers. If there is no response, log into the server and verify that
portmap is running with service portmap status By default, por tmap listens on ports tep/111 and udp/111.

On a client system, after making sure por tmap and ypbind are running, you can run the ypwhich commeand to see if
the client is bound to a NIS server and which server it is currently using If the client is bound, ypcat passwd should
durnp the NIS passwd map to standard output. I that works, verify that NIS information shows up in the output of the
getent passwd command. Ifit does, but users do not appear to be using that information, make sure there are no
duplicate entries coming from other name services (like local files) that are overriding the NIS information.
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End of Unit 7

o Address questions
¢ Preparation for Lab 7
o Goals
+ Scenario
« Deliverables
o Please ask the instructor for assistance
when needed
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Red Hat Training Lab Procedures RH253 Lab 7
Authentication Services

Lab 7
Authentication Services

Estimated Duration: 45 minutes
Goal: To build skills in authentication

Disable packet filtering. If you have not done so already, ensure the default host-based firewall is disabled. Either use
system-config-securitylevel todo so, or as root, fun the commands "chkconfig iptables off;

service iptables stop"”. Youmay leave SELinux running.

Sequence 1: Authenticating users with NIS

Tasks:

You should partner with one of your neighbors and decide which of your workstations will be the NTS server and which
will be the NIS client. Throughout this exercise, both you and your pattner should configure the server and client together,
You will need to decide on a name for your NIS domain, and note each workstation's name and IP address. Please make

sure that authentication does work properly before starting this sequence.

1. Configure the NIS Servet
a. Install the following RPMs on your system if they are not already installed: ypserv, porimap, and make.

b Edit /etc/sysconfig/network so that the following line appears in the file, replacing ourdomainname
with the NIS domain name you chose.

NISDOMAIN=ourdomalnname

This will take effect the next time you reboot your machine. To set the NIS domain name without rebooting,
type the command

domainname curdomainname

Restrict access to ypserv to your networks. As root, create a /var/ yp/securenets file containing the

lines:

255.255.255.255 127.0.0.1
255.255.255.0 192.168.0.0

d. Verify that the portmap service is running: service portmap status. If it is not, restart it and
configure it to start on boot: :

service portmap start

chkconfig portmap sktasse o~/
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¢ Start the ypserv service and configure it {0 start on boot:

service ypserv start
chkconfig ypserv on

f. Editthe /var/yp/Makefile. Look forthe all : target and edit it to read

all: passwd grcoup hosts netid

Generate the NIS maps (databases) by running ypinit. Watch it's output for any error messages that might be
generated.
/usr/1lib/yp/ypinit -m

(Note You don't need to add any other machines to the list of hosts, just press <CTRL-D>)
h. Start the ipc yppasswdd service used to update passwords, and configure it to start on boot:

service yppasswdd start
chkconfig yppasswdd on

i. Verify the services have started: ps auxf | grep yp
Verily the services have registered with portmap: rpcinfo -p locaihost
Check /var/log/messages for any errors.

Deliverabie:
A working NIS server,

2 Configure the NIS Client

So far, only half of our task is complete You and your partner must now configure the client workstation to use the
NIS server

a. Install the following RPMs on your system if they are not already installed: porimap, ypbind, yp-tools,
authconfig, and authconfig-gik

b Use system-config-authenticatiocn to confure your host to use NIS for authentication.

If you are using the GUI, check "Enable NIS Support"onthe "User Information”tab Youcan
leave the "Authentication” tab alone. Click the "Configure NIS. . ."button, then in the "NIS
Settings" window specify your NIS domain name fot "NIS Domain" and your NIS server's hostname for
"NIS Server". Click on OK forthe "NIS Settings" window and then on the main window.

If you are using a virtual console or the —nox option, under "User Information” check "Use NIS" and
under "Authent ication" check "Use MD5 Passwords"and "Use Shadow Passwords". Selectthe

CUewxt” button, th
NIS server name for "Server" Seiect ”OK .

Either way, y_pbind should now start up successfully. If it does not, check /var/log/messages for errors.
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c. Restart the sshd service to make sure that it registers the changes to authentication:

service sshd restart
d Test your NIS client. Run ypwhich, the name of your NIS server should be printed.

Run ypcat passwd, the /etc/passwd lines (and password hashes for /etc/shadow) for all users with
UIDs of 500 and higher on the NIS server should be printed out

Run getent passwd, youshould see all the /etc/passwd lines foi local users on your system, as well as
the information from the NIS password maps.

Use useradd to create a new user account on the client and a different new user account on the server Then

use passwd to set passwords for each.

(On the client): useradd -u 1024 localguy
passwd localguy

{On the server). useradd -u 1025 nisuser
passwd nisuser

f  Verify that you can log in on the client using localguy and on the server using nisuser. Then try logging
in on the client using the nisuser account; this shouldn't work. This is because the information about the new

user has not been added to the NIS password maps. Use ypeat passwdorgetent passwd to verify this

Inthe /var/yp directory on the server, type make, Once this command completes, try fogging into the client
as nisuser again. It should succeed this time -- why? The NIS map has been rebuilt, and nisuser has been

added to the map Use ypcat o1 getent again to verify this

h  Use passwd to change the password of nisuser. Does this change information in the setver's
/eto/passwd or fetc/shadow file? Does the information in the NIS password database change? You
can check this by examining the output of

ypcat passwd | grep nisuser

When you log in on the client as nisuser, what is your home directory? What directory are you actually in?
NIS only provides information about where the user's home directory should be. It depends on the rest of the
system to ensure that it is present and on other services such as NFS to share files between multiple

workstations
Deliverables:

A client which can get authentication information from a NIS server
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Sequence 2: Limiting NIS users

Tasks:

For security reasons, some of the users managed by the NIS server should be allowed to use the NIS client, but some should
not. In this sequence, you will modify PAM on your NIS client to allow all local users and selected NIS users to log in,

while prohibiting all other NIS users from logging in.

P, On your NIS server, add an additional account named baduser that will be prohibited from accessing your NIS
client, Give baduser some valid password.

useradd -u 1026 baduser
passwd baduser
cd /var/vyp; make

2. On vour NIS client, try to log in as baduser on a virmal console You should get a shell prompt  Log out

3. Onyouw NIS client, open /etc/pam.d/system-auth in an editor. Examine the account section. It should read

something like
account zreguired pam _unix . so
account  sufficient pam succeed if.sco uid < 100 guiet
account required pam_permit so

This says that on login, pam _unix so should check the NSS shadow name service to make sure the account or
password is valid. Then, pam_succeed_if checks to see if the account's UID is below 100{implying it is a local

program account in /etc/passwd). If both checks pass, the account checks return success

If the account's UID is 100 or higher, then the resulis of the pam_succeed_if module are ignored and we go on,
(Tf you set up Kerberos or LDAP authentication in system- config-authentication, account checks using
pam _krb3 and pam_Idap are performed next). Finally, the last check is performed. The pam_permit check should
always pass. If both pam unix and pam permit pass, then the account checks return success

If pam_unix fails, then the account checks return failure

4 First, let's lock out all non-local users There is a PAM module, pam_localuser, that passes if an account's
information is stored in local file (like /etc/passwd) and fails if it is not. On your NIS client, in
/etc/pam .d/system-auth, edit the account section to read:

account reguired pam_unix.so
account sufficient pam succeed if.so uid < 100 guiet
account reguired pam_localuser.so
account regquired pam_permit.so
Save the file.

Y oInmoavirmal console, try to login inas baduser andas nisuser. Bothshould fall, Trvtologinas localouy.. .. ..

i haat should work,
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6.  Now we need to allow nisuser but not baduser to login One way to do that is with the pam_listfile
module. You will create a file containing a list of NIS users allowed to use this machine In
/eteo/pam.d/system-auth on the NIS client, edit the account section to read:

account reqguired pam_unix. so

account sufficient pam succeed_if .so uid < 100 quiet

account sufficient pam_listfile so item=user \
gengse=allow file=/etc/nisusers cnerr=fail

account required pam_lccaluser .so

account reguired pam_permit . so

So now, after checking to make sure the account is not expired, and that it is not a local system account, PAM checks
{o see if it is a user listed in /eto/nisusers Ifitis, account checks pass and we stop. Ifit is not, PAM checks fo
see if the account is in /etc/passwd. Ifitisnot, pam localuser . sc fails and account checks will fail.
Save the file.

7 You still have to create /etc/nisusers on your NIS client Each line in that fite should be a non-local user to

whom we want to grant access Create a file with a text editor, containing the line:

nisuser

Save the file Make sure the file is not world-writeable

8  On your NIS client, try to log in as badusex on a virtual console. That should fail. Then try to log in as nisuser.
That should work. Check /var/log/messages and /var/Llog/secure if you have problems

Challenge Question:

What would the effect be if you misconfigured the /et ¢/pam . d/system-auth file so that pam_localuser isa
sufficient account test instead of a requized account test? Try logging in as various NIS and local users to test

your theory

Clean Up:

Run system-config-authentication on your NIS client and un-check NIS This will also wipe out your hand-
edited changes to the /etc/pam. d/system-auth file On the NIS server, stop and chkconfig off ypserv and

yrpasswdd

Copyright © 2005 Red Hat, Inc. 2005-03-01
All rights reserved. RH253 RHEL4-1 Page 5







I UNIT 8

Ray RH252 RHEL4-1

System Monitoring

Cogyright 1 2008 Red Hat, Inc,

1
redhat B

For use oy by a siudert errolled in a Red Hal training ¢oussa taught by Red Hat, Inc. or a Red Hat Certified Trairing Partner. Any ather use 15 a viofatior: ol LS. and irternational

capyights. Na part of this vuhllcauwa ‘may be phctocopied, duplicated, stgred In a rairisval systam, or othervise rej

that Red Hat

Copyright © 2005 Red Hat, inc.
Allrights reserved. -~

epre
Used, copied, of distibtded please email trainingg@redhat com or call 1-300-454-5502 or +1-819-754-07D0

rotuted withaut prior vrittert corsent of Red Hat Inc. [F you believe

2005-03-01

'RH253 RHEL4-1 Page 1




Objectives

« Learn to identify file statistics
s Ensure filesystem integrity
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Understand system log configuration
Learn log file analysis
Understand process monitoring
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Agenda

o File system analysis with £ind

« Common log files
« Configuration of syslogd and klogd

« Process monitoring and accounting
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Introduction to System

Monitoring

» Security breache ith
regular system monitoring

« System monitoring includes:

¥ « File system monitoring

> « Log file analysis

X e« Process monitoring
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in order to detect possible secuuity breaches or system matfunctions it is imperative to monitor the system regularly System
monitoring includes log file analysis, process, resources and file system monitoring.

Many problems can be detected and resolved before becoming critical if a system is closely monitored
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File System Analysis

« Regular file system monitoring can
prevent:
« Exhausting system resources
+ Security breaches due to poor access
controls
« File system monitoring should include:
3« » Data integrity scans
2= Investigating suspect files
o Utilities: df, du, logwatch

&
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File system analysis and monitoring is one of the key elements of a secure system  File system analysis can answer
questions such as "Is there enough diskspace available?" or "What accounts have wiite access to this directory?”. One
situation that can often lead to security breaches are files and directories that are "left over" after the account or application
that owned those files has been deleted As new accounts are added to the system, these left over files can wind up being
owned by one of the new accounts. Directories with write access for the 'othex' category are also potential security
problems

Red Hat Enterprise Linux provides several standard utilities that can be used to monitor file permissions, file system usage
and other system activities that canaffect security.
One simple utility that can be used to monitor file system utilization is the 'df’ command The 'df' command reports on the

total amount of space available on each mounted partition and can be used to catch situations in which a system is about to
run out of space A useful option for 'df ' is the '—h' option which converts disk units to gigabytes and megabytes.

The 'du’ command can be used to display the actual amount of storage required bya given file as opposed to the *length* of
the file, which is reported by '1s -1".
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Set User and Group ID

Permissions

» Programs owned by root with SUID or
SGID permissions can be dangerous

« Security policy should include monitoring
SUID programs

» Prevent SUID and SGID permissions on
filesystems with nosuid mount option

]
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Set User ID (SUID) and Set Group ID {SGID) programs run with the permission of the program's owner or group -- not
those of the executing user. SUID and SGID files are prime targets for crackers, and should be carefully monitored.

When any uset executes a SUID program owned by root, all the privileges given to root become effective for that program
during its execution lifetime. For example, while the permissions for /etc/passwd are:

-rw-r--r-—- 1 root =zoot 556 Mar 24 18:30 /etc/passwd

the file may still be updated by non-root users through the uses of the SUID program passwd:
-r-sr-xr-x 1 rocot bin 15613 2pr 27 1998 /usr/bin/passwd

As part of your regular system monitoring practice, you should determine what files are SUID or SGID:

find / -type £ -perm +6000

and compare those files returned with a list of authorized SUID and SGID programs. The presence of a SUID or 3GID
program not authorized by a system administrator could be a warning sign of your system having been successfully attacked

and compromised.

SUID and SGID programs can be prevented from nmning at all on a filesystem-wide basis with the 'nosuid’ option for the
mount command:
mount -¢ nosuid /dev/sdd3 /mnt/datadisk

nosuid option can be added to the options listed for a given filesvstem in /etc/fstab to make it 'permane
A m)iﬁ COIlbidffi DSﬂlg Lﬂe ‘nosurd Upm,-i} whien E}Qu}"ﬂﬁ'ﬁb ity /301 O TeIOVaDie ‘ﬁLum such 48 “Or'r’J. &i
might contain SUID root programs designed to allow a malicious user to gain access to your systein as root.
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Typical Problematic Permissions

 » Files without known owners may indicate

! unauthorized access:

o Locate with: £ind / \( -nouser -o -nogroup
\y

« Files/Directories with "other" write permission
(o+w) may indicate a problem:

+ Locate with: £ind / -type £ -perm -2

« Locate with: find / -type d -perm -2
e e 1
redhate
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The first £ind command on the slide above, will locate atl files which have an owner UID ot GID that cannot be located in
cither /etc/passwd or /etc/group, respectively The presence of such files could indicate illicit activity on the part

iy usad, copied, ar distributed please emall training@redhat.com or call 1-800-454-5502 or +1-919-T54-3700.

of a cracker

The second £ind command on the slide above will locate all files on a system that have write permisson set. Although
some files may need to have this permission set, they should be 1are enough that you want to know which files have this
perimission set.

The final £4nd command on the slide above will locate all directories on a system that have write permission set. Recall
that having write permission to a directory permits a user to delete files in that directory, regardless of the access the user
may have to the files in that directory

You may want to make scans of your filesystem with these commands a part of your regular filesystem maintenance
procedure, perhaps by including them as part of a cron job that is executed in /etc/cron.daily or

/etc/cron weekly
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EXT2/3 Filesystem Aftributes

o EXTZ2/3 supports several special
attributes that affect the behavior of files

¢ Show attributes with 1sattr
. e
o Set attributes: chattr <file>

« Some attributes not currently supported
by the Linux kernel

» Some aitributes unavailable for users

2
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Understanding EXT2/3 filesystem attributes

To set attributes on files, use chattr +|-attributes <file > where the letters "AacdijsSu” select the new
attributes for the files:

atime record is not modified upon access or modification.

File can only be opened in append mode for writing. (roct only)

File is excluded in backup by dump

File data is journaled to ext3 journal (rcot only)

File is immutable. It cannot be deleted or modified (root only)

All changes to this file are written synchronously on the disk; this is equivalent to the s ync mount option
applied to a subset of the files

€2 T S S Be W TR ]

The following attributes are currently #ot supported by Red Hat Enterprise Linux{RHEL kernels:

¢ File is antomatically compressed.
s Thefile's content is zeroed upon deletion.
u  File's content is saved when it is deleted. Thus undelete is possible.

Copyright © 2005 Red Hat, Inc. 2005-03-01
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System Log Files )
- y g FHoflseet 5.

« Why monitor log files?
« Which logs to monitor?

» Logging Services:
« Many daemons send messages to syslogd
« Kernel messages are handled by klogd

9
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Monitoring log files will help detect:
¢ equipment problems such as hard disk crashes or power outages
¢ user problems such as repeated login failures

s security breaches from outside the system

Log files to monitor include:

/var/log/messages: logs most system messages
/var/log/secure: authentication messages, xinetd services

/var/log/vsftpd. log: FIP (vsftpd) transactions
/var/log/maillog: mail transactions

The information contained in /var/log/messages includes:
e date and time the message was written
+ name of the utility, program, or daemon that caused the message
* action that occurred
e execuling program's hostname

The exact information in a log file depends on the application. Many applications create their own log files which may also
need to be monitored
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o 15 1671 y feeArEe
syslogd and klogd
Configuration

f o syslogd and klogd are configured in
| /etc/syslog.conf

5;5 ¢ Syniax;

¢ facility.priority log location
e Example:

| mail.info /dev/tty8

10
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The standard system logging daemons syslogd and klogd are both configured with /etc/syslog. conf, Itis
possible to configure what kind and what amount of system messages is stored in specific log files.

The format is straightforward. The first entry specifies a semi-colon delimited list of facility priority declarations The

second field specifies the log location, which is usually a file

Facilities:

authpriv security/authorization messages lpzr printing system

cron clock daemons (atd and crond) mail mail system

daemon other daemons news news system

kern kernel messages syslog internal syslog messages

local[0~7] reserved for local use user genetic user level messages

Priorities:

debug debugging information err error condition

info general informative messages crit critical condition

notice normal, but significant, condition alert immediate action required

warning warning messages emeryg system no longer available

Example:

kern.info fvar/log/kernel
#ill log al? kernel-re lated messages ofpri var/l el
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Advanced syslogd Configuration

e Operators

facility.priority

facifify messages with equal or higher priorify
facility.=priority

facility messages with exact priorify
facility.=!priority

facllity messages excepl those with priority
facilityl, facility2.priority

priority messages from facility? and facifity2
* priority

messages with equal or higher priority regardless of facility

e Special Targets
« Comma-separated list of users

« Remoie machine (@hostname) 1
redhatQ
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Logging can be further specified with certain operators:
= log on only this exact priority
! Exclude this facility or priority
* Log all facilities/priority

Also it is possible to use advanced log locations You can specify a comma-separated list of users who will be notified or a
named pipe for use with extemnal logging programs (| /name/of /pipe). The pipe has to exist before syslogd starts

It is also possible to log to different machines. This can be achieved by defining @hostname as log location. In addition
to local log files, a central logging server simplifies log analysis. However, local logfiles should not be abandoned, since the
network or logging host may not be always accessible.

Remote and local logfile content shoutd be compared occasionally Differences between the files indicate network errors ot
tampering with one of the files.

A remote syslog daemon only accepts incoming messages if remote functionality is enabled using the —r command line
switch This and other startup options can be specified in /etc¢/sysconfig/syslog.
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Log File Analysis
"_—_———'——‘———.___,d_

« Should be performed on a regular basis

» logwatch can be installed to run by
crond every hour to report possible
issues

+ When looking for anomalies, logwatch
uses negative lists
» Discard everything normal
« Analyze the rest

12
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Log file analysis should be performed on a regular basis Since log files can grow very big on larger servers, it is nearly
impossible to lock through all the data by hand 1t is therefore practical to use log analysis tools like Logwat.ch, which is

installed by default on most systems.

Copyignt 2005 Fiod Hax, Inc

legwatch tuns daily, although on a busy server and even on many workstations, it should be run much more often,
perhaps every hour It reports any activity, except those actions that it is programmed to ignore. It is configured in

/ete/log.d.

In highly-customized environments, it is often necessary to implement custom log analysis tools. The programming
language Petl was designed exactly for this purpose. Its powerful regular expressions make it very easy to write such
programs. Many available tools in this area are programmed in Perl for this very reason.
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Monitoring Processes

« Monitor processes to determine:

« Cause of decreased performance

« If suspicious processes are executing
o Monitoring utilities

+ top
+ gnome-system-monitoer
e« sar
Qm
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Monitoring processes is key to understanding how your system behaves Processes that are taking up a large percentage of

your system resources are either written poorly, being abused, or simply not designed to run on your system. Correcting
these issues before they cripple or cause damage to your system is the heart of process monitoring.
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Process Monitoring Utilities
. Vi

»fop . AT

s view processor actlivity in real-time

e interactively kill or renice processes

« watch system statistics update through time,

either in units or cumulatively
» GUI system monitoring tools:
» gnome-system-monitor. GNOME process,
CPU, and memory monitor
» kpm: KDE version of top 1
redhat Q
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top is an invaluable tool for actively monitoring the processes running on a RHEL system. With top, you are able to
view the most CPU-intensive tasks, manipulate processes (e.g., kill) or track the system performance over time.

top updates its output every 5 seconds by default; the delay may be changed interactively with the s key. The output
consists of a header block of information showing overall system statistics, and a process block showing a list of processes
and their associated information.

The header block contatns such information as load average, number of processes, available RAM and swap space, and so
on  This information is usefitl for getting a quick picture of the system state

The process block contains information such as process ID, user who started the process, priority and nice level, memory,
CPU and frame consumption, activity time and command You can change the sort order of the list with M (sort by
memory), T (sort by time), and P {sort by CPU usage).

To show processes owned only by a particular user, use the u key followed by the user name or UID you wish to see  To
interactively kill a process, use the k key, followed by the process ID of the victim, and then the signal to send  Simply
pressing <ent.er> for the signal number will use the default of 15 (SIGTERM) To renice a process, use the r key, enter
the PID number, and then select a nice value.

gnome-system—monitor displays process information. Processes can be listed in a tree like fashion or independently.
By selecting column headers, processes can be sorted a variety of different ways. The system monitor tabalse
displays the percentage of CPU, memoty, swap space, and filesystem space in use.

kpm is a program which is similar to gnome~system-monitor. The process control features of kpm include re-nice,
kill, re-scheduling by root, and sending signals To send a signal to a process, use the "Signal" menu To re-nice a process,
use the "Process” menu.

graphical teols help system administrators monitor their system, These tools are traditional X 11 commands,
iin /usr/411R6/bin. Among them are xosview and xivad

l‘

b

Be aware that these require more resources themselves than command-line utilities (which alse consume some resources),
and thus may _not be v_ery_useﬁll in situations in which resources are already strained
2005-03-01
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System Activity Reporting

« Freguent reports, over time
¢ cron spawns sal and sa2
» sar reads and'gﬁﬁrat'é-;‘:human friendly” logs
« Commonly used for performance tuning
¢ more accurate statistics
« binary “database” collection method

 regular intervals
« Evidence of pattern establishes “normal” activity

15
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Installation of the sysszat RPM automatically configures frequent system activity reports through the cron service (see
Jetc/cron.d/sysstat). Every 10 minutes sal runs, passing options to the sadc program which takes a one second
snapshot of system activity. Each night sa2 runs sar which reads the binary “database” generated by sadc Both the
binary database and “human fiiendly” sar repotts are found in /var/log/sa.

While sadc and sar may be run interactively, the cron invoked implementation combined with the default seven (7) day
log life-cycle provides more accurate evidence of system activity patterns. Administrators often use these reports—and the
accompanying icstat and mpstat utilities—to optimize system resources. In the context of system and data security
however, these system resource usage patterns may also describe unusual system behavior when it occurs Abnormal
system activity may be the cause, or effect of a security breech

sys‘“f?fff , [/M
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Limiting Processes

o Use PAM to set resource limits for

processes:
» pam_access.so can be used to limit

a account and location

o pam_time.so can be used to limit access
by aay and time
e« pam limits,so can be used to limit

resources available to process
16
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Monitoring may turn up processes that are using more than theiz fair share of resources or you may have a need to restrict
access to the system during certain hours so that backups and other maintenance procedures can be performed  Certain
PAM moduies can be used to limit or contro! access to the system. Each of these modules has an associated configuration

filein'/etc/securitcy'

The 'pam_access . s0' module can be used to restrict access to the system from only certain terminals or types of
terminals The configuration file for this module is '/etc/security/access.conf’

The 'pam_time. so' module can be used to restrict the time of day that a user may log in to the system or run certain
commands. The configuration file for this module is '/etc/security/time . conf

The'pam limits. so’ module can be used to limit the number of processes a given user may create, the amount of CPU
time a process may consume, the default nice value for a process, and other limits. The configuration file for this module is

Vete/security/limits.conft’

Copyright © 2005 Red Hat, Inc.
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Process Accounting Tools

« history shell built-in command listing
e 1ast displays user's login history
» Process accounting

» provided by psacct package

» Activated by accton

« Potential performance impact

« ac displays user connect times from
“Tvar/log/wtmp

& < 17
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The /var/log/wemp file only maintains mudimentary accounting information. To obtain more detailed accounting
information, you will need to install the psacct package

To enable process accounting, issue the command:
accton /var/account/pacct

To disable accounting, issue the command:
accton
Note that running the comman without an argument will always disable process accounting.
The statistics gathered by the process accounting utility can be displayed with the 'Las t.comm’ utility
The 'ac' utility, which is also part of the process accounting package, prints information about users' connect times
contained in /var/log/wtmp. Some useful options include:
-p: display totals for each user
-d: display totals for each day
——complain: list ttys that do not have records
The 'sa’ utility summarizes information in'/var/account /pacct’ and displays the results to standard output. With the
—g option however, information will be written to the following files:
/var /account/savacct — contains a summary of accounting information by command
/var/account/usracct — contains a summary of accounting information by user
You should also note that since process accounting reguires that the kernel record mformation about every process that it

executes, it can negatively impact system performance. You may want to consider using process accounting only when it is
cly necessary to be able to track specifically what andwhen processes are doing. For example, if you suspect an

1on on your system has been compro it vt e

- absolut
trail for the application. Once the problem has been corfe'c

£ % 3w & o, = i F ¢ - .
an audit ted, you would disable process accounting to avoid the

uneccessary overhead on the system
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End of Unit 8

« Questions and Answers
« Preparation for Lab 8

« Goals

¢ Scenario

+ Deliverables

¢ Please ask the instructor for assistance
when needed

18
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Red Hat Training Lab Procedures RH253 Lab 3
Systemn Monitoring

Lab 8
System Monitoring

Estimated Duration: 45 minutes

To build skilis at enforcing file and file system security by locating files prone to

Goal:
security vuinerabilities.

Sequence 1: Locating vulnerable files and directories

Scenario/Story:

Search the filesystem for vulnerable files and directories

Tasks:

1 Locate SUID and SGID files and store their names in /root/stickyfiles:
find / -type £ -perm +6000 2> /dev/null > /roct/stickyfiles

2. Locate world-writable files and store their names in /root /world.writable. files:
find / ~type f -perm -2 2> /dev/null > /root/world.writable files

3. Examine /root/stickyfiles and /root/world.writable.files to see which files fall into each

category
Sequence 2: Controlling access to files

Scenario/Story:

You need to make some files available to users. However, you want to control the type of access users have to those files
Tasks:

i. Create a user named supervisor

2. Create two files in supervisor's home directory:
touch /home/supervisor/{payroll,ocld.employees}

3. Prevent the payroll file from being deleted:
chattr +i /home/supervisor/payroll

& 1o only be sppended to the ol g 2

chatty +a /home/supervisor/old.employees

dai

Copyright ©® 2005 Red Hat, inc. 2005-03-01
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Red Hat Training Lab Procedures RH253 Lab 8
System Monitoring

5. Verify that the attributes have been changed:
lsattr /home/supervisor/*

6. Try to remove the payroli file:
rm /home/supervisor/payroll

What error message do you receive?

7. Trwytoeditthe old.employees file. Do you receive an error message when trying to save your changes? Why or

why not? Does the error make sense? Give the cormand:
echo "focbar" >> /home/supervisor/cld.employees

Why does this command work?

Deliverahles:
1. The /home/supervisor/payroll file cannot be deleted.

2. The /home/supervisor/old.employees file can have records added to it, but no data can be removed from
the file

Sequence 3: Logging to a centralized loghost
Scenariof/Story:

Your boss thinks it is a great idea to have one central logging host

Tasks:
Wotk together with your neighbor

I.  First, set up syslogd to accept remote messages. Edit /ete/sysconfig/syslog:
S¥YSLOGD OPTIONS="-r -m O©

2. Restart syslogd:
service syslog restart

Now your machine will accept logging messages from other machines.

3 Setup syslogd to send some messages to another machine Append in /etc/syslog.conf the following line:
user.* @stationX

P, T
O S THACHIG.
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Red Hat Training Lab Procedures RH253 Lab 8
System Monitoring

4  Restart syslogd:
service sysleog restart
Now your machine sends messages from user programs to your neighbor's machine
5. Test the new setup by using 1ogger to generate a syslog message:
logger -1 ~t yourname "This is a test"

Does the message appear in youwt neighbor's /var /log/messages ?

Questions:

Why does this message also appear in your own /var/log/messages?

How can you prevent it?

Copyright © 2005 Red Hat, Inc. B 2005-903-01
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Securing Networks
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Objectives

« Explain packet filtering architecture

« Explain primary filtering command

syntax

RevRHZSFRHELA-1

Gapyright 2065 Red Had, .

Explain Network Address Translation

Provide examples
Show how to maintain configuration
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Agenda

« Introduce packet filtering architecture
« Describe Netfilter configuration

« Demonstrate rules by example

» Describe NAT

« Making rules persistent

3
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IP Forwarding

« Effectively makes your Linux box a router
« Usually used with two network interfaces
« Can be used with dynamic routing and fi i services
« Configure by settingﬁ?ﬁip/\m_—’"ip_fﬁi\mm
variable
e /etc/sysctl.conf

. ]mﬁ—/’;et_/{;vll/ ip forward
(motpersigtenty——"—

4
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A process creates a packet to carry data over an Internet Protocol (IP) network. Ameong the many components which make
up each packet, the “to” and “fiom” IP addresses are carried in the packet seader | If the destination host IP address is not on
the same network(or subnet) as the originating host, a router, or gateway is required Tt forwards incoming packets on one
interface to another interface based on the packet's destination address. each interface is configured with a unique IP
address. If two networks use separate media (Ethernet/X 25/PPP), packets are automatically transformed to match the other
medium’s specification. If a packet is too large to fit, it is fragmented Even these “fragments™ have a “to” and “from”
address; however, the header does not contain any information about the route, or “journey,” taken by this packet.

RevRIGSIRSELLT Coppighd ©2005 Red k. I

A Red Hat Enterprise Linux machine can be configured to serve as a router/gateway . Usually such a system will be
configured with a separate interface card for each network it is attached to. However, the RHEL kernel does not forward

packets between interfaces automaticaily. Before routing functionality will work, the net . ipv4 . ip forward ketnel
feature must be turned on:

# echo "1" > /proc/sys/net/ipvd4/ip forward

or persistantly in /etc/sysctl. conf:
e e e e

net.ipvd.ip forward = 1

A router system can also serve as a firewall, filtering traffic between networks (systems that are not routers can also run
system-specific firewalls). It may also support dynamic routing protocols such as OSPF and BGRP, which allow it to
communicate with other routers in determining the best path to send packets by

Copyright © 2005 Red Hat, Inc. ' ' 2005-03-01
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Routing

Routers transport packets between different
networks

Each machine needs a default gateway to reach
machines outside the local network

Additional routes can be set using the route
command

Permanent enfries can be placed in
/ete/sysconfig/static-routes

Dynamic routing protocols are used for greater

flexibility s
redhat Q
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The current routing table can be displayed with route:

[root@serverl /]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168 0.0 0.0.0.0 255.255.255.0 U 0 4] 0 ethO
1%2.168.1.0 0.0.0.0 255.255.255.0 [8) 0 0 0 ethl
127 0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo

0.0.0.0 182.168.1.1 0.0.0.0 UG o 0 0 ethl

Permanent static routes can be defined inthe /etc/sysconfig/static-routes file. For example, adding the line:
any net 10.0.0.0 netmask 255.0.0.0 gw 192.168.0.190 dev ethl

would (after running "service network restart")causeanew route to be added to the kernel routing table,
specifying that packets destined for the 10.X X X network be sent out eth) via the 192.168 0 190 gateway. The "any"” at the
beginning of the line means that the route is started when networking is started, not when a particular interface is. The
syntax of the rest of the line is similar to of the "zoute add" command, which can be used to create temporary static

routes. See "man route" for details.

Routing must wotk in both directions. All routers between the hosts must be configured correctly. You can use
traceroute to diaghose routing problems.

ically negotiated between participating routers.

I
LA

Dvnamic routing allows greater flexibility, baczuse routes are automat
Routes can be chosen by least cosi, lowesi latency or using oilier o

5.
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The 'quagga’ package provides a set of daemons that together implement a large number of dynamic routing protocols
Dynamic routing protocolsallow a Red Hat Enterprise Linux server acting as a router to communicate with other routers in
determining the best path to send a packet along. For example, if such a system were connected to two other routers and
traffic could reach itsdestination by going across either, the RHEL system could use information gathered from the other
routers to determine which was closer to the destinationnetwork, had a faster connection and so forth On busy or regularky-
changing networks this allows routers to handle traffic much more efficiently than with static routes. Supported protocols
include OSPF, OSPF2, RIP, RIPng and BGP. Eachprotocol is implimented by its own daemon {ospfd, ripd, etc), which
communicateswith a master daemon called zebra The zebra daemon is the enly one with the autority to modify the kernel

routing table

For more information, see /usr/share/doc/quagga-<version>/quagga.html
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Netfilter Overvie

« Packet filter architecture for 2.4 kernei
« Filtering in the kernel. no daemon

» Assert policies at layers 2, 3 & 4 of the fw‘rﬁ_
OSI1 Reference Model

« Only limited capacity to inspect packets

» Consists of neffilter modules in kernel, and the
iptables user-space sofiware

Supercedes ipchains

See http://www .netfilter.org/
p "—_"-‘---——-.————-----g rednat@ °
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Packet filtering is an operation performed by the network stack within the kernel itself. Packet filtering occurs without any
user-space daemon process.

Filtering occurs in the kernel and at Open Systems Interconnect(OSI) layer “4” and below 1t is very fast because only the

packet headers are inspected. Inspechicn of packer comtents can be wseitforthings like tests for protocol correctness,

however this usually happens at layers above layer “4”, and involve user-space processes.

Most of the packet filtering is provided by Netfiltei/IP Tables at layers “3” and “4” (networ & and protocol). However it can
also use the intetface (e g. eth0), a layer 2{data-link) attribute.

The packet filtering architecture has evolved rapidly with the Linux kernel, and has changed names in the process:

Kermnel version Packet filter

20 ipfwadm

22 ipchains

24 Netfilter(iptables)

Netfilter is an open source project in its own right, and contributes the kemel-space and user-space components.

The capabilities of Netfilter can be extended through an open process described in the net£ilter-extensions-
HOWTO at hitp://www.netfilter erg/ This normally involves creation of new kernel code (usually modules) and use-space
code (patches to iptables command). Extensions normally implement new packet match capabilities (match extensnons) ora

‘new target capabxittxes (taroet “xtpnsmns)
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Netfilter Architecture

Table
Cfiain
Policy " Rule
Match Specification Target
Base Extension Ba‘sg Extension

7
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The core capability is implemented in the ip_tables and iptable_filter kermel modules in
/lib/modules/<version>/kernel/net/ipvd/netfilter/ Extensions (target or match) usually involve

unique kernel modules

Match specifications for rules are also refereed to as selectors
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I Netfilter Tables and Chains

» Byilt-in Chains:

Filtering Paint Table
fiker nat mangle
iNPUT X X
FORWARD X X
OUTPUT X X X
PREROUTING X X
POSTROUTING X X
8
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The filtering framework consists of eleven built-in chains in the three tables as in the above diagram. The table in which a
chain 1esides relates to the role of the rules as follows

filter The main packet filtering is performed in this table.
Hat This is where Network Address Translation(NAT) occurs.
mangle This is where a limited number of 'special effects’ can happen This table is rarely used

Note the names of the lables are case-sensitive and are in lower case

Additional chains (the so-called cusfom chains) can be created at runtime. The built-in chains are always present, even if, in
some cases, they might not be used.
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I Netfilter Packet Flow

O = Inspection point
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Packet filtering takes place within the kernel at the five packet filtering points shown. Note that the filtering point names are
case-sensitive and are in uppet case

PREROQUTING This filtering point deals with packets first upon arrival (nat)

Routing Decision If a packet's destination address corresponds to the local system, then packets are routed to be
handled there, by a local process If the packet is to be delivered to another system, and packet
forwarding is enabled in the kernel (see /proc/sys/net/ipvd/ip forward)then packets are
directed in accordance with the routing table

FORWARD. This filtering point handles packets being routed through the local system (filter)

INPUT This filtering point handles packets destined for the local system, after the routing decision (filter)

QUTPUT: This filtering point handles packets after they have left their sending process, and priot to
POSTROUTING (nat & filter)

POSTROUTING This filtering point handles packets immediately prior to leaving the system.(nat)

Copyright © 2005 Red Hat,Inc. -~ ~ 2005-03-01
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Rule Matching

|« Rules in ordered list

» Packets tested against each rule in turn

+ On first match, the target is evaluated: usually
exits the chain

+ Rule may specify multiple criteria for match

Every criterion in a specification must be met

= for the rule o match (logical 'and’)

Chain policy applies if no match

-

ie
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Rules are il an ordered list. The position of a rule in the list has a bearing on when and if the rule will be used Packets are
tested against each rule (starting at the top of the list) in turn.
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Netfilter matching is on a first match basis If a packet's characteristics match a rule, then the rule's target is evaluated,
which usually means that packet checking stops. Packet filtering on some operating systems work on a last-match basis.

If a rule specifies multiple criteria in the match specification, then packets must match every one for the packet to be
considered matched by that rule

If'a built-in chain is traversed entirely and no match is found then the chains default policy applies. In the case of a custom
chain, if there is no match then control returns to the chain from which the custom chain was called.

Copyrighi © 2005 Red Hat, inc. 2005-03-01
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Rules: General Considerations

» Defaults to mostly open {ACCEPT). Mostly
closed is more appropriate
« iptables -P INPUT DROP oOr
e iptables -A INPUT -j DROP
« Criteria also apply to loopback interface
+ The example rules above will have the side
effect of blocking localhost!

« Rules, like routes, are loaded in memory and
must be saved to a file for persistence across

reboots
15
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A default installed RHEL system without any iptables rules asserted, will have empty built-in chains with a policy of
ACCEPT In this way the packet filtering facility can be present without having any effect on system resources.

Approaches to rule design can be classified as either mostly open or mostly closed. A mostly open approach allows all

packets by defauit and only blocks known-bad traffic. A mostly closed approach blocks all packets by default andonly

allows known-good A mostly closed approach to rule design is more cautious and usually considered more appropriate

There are two techniques for creating a mostly closed ruleset for a chain. One is to set the chain's policy to DROP:
iptables -P INPUT DROP

The other is to create a "catch-all" DROP ruiz at the bottom of the chain:

iptables -A INPUT -] DROP

Both techniques will cause all traffic that is not explicitly altowed to be blocked Note that this means NO network
services, including ones that listen on locathost (127.0.0.1) will work if there are no other rules in the chain. The difference
between the two techniques has to do with iptables’ behavior when the chain is "flushed" and all the rules are deleted. Since
a chain's policy is not affected by a flush, flushing a chain with a DROP policy will cause all network services to become
unavailable (very bad if you are administering the system remotely). However, flushing a chain with a catch-all DROP rule
will remove the rule so that the chain reverts to its default ACCEPT policy. This will not interrupt access to any services but
it will leave the system wide open, as if no firewall at all were running Which technique you use should be dependent upon
your level of access to the machine and the number of sensitive services being protected by the firewall.

7acket ﬁltenng rules applied using the 1ptables commands alone, are not automaticaliy re-applied on reboot(not nersastent) S

feT }n «p\:\ﬁ \r\ﬂ

they can be made persistent as descrit
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I Match Criteria (filter table)

« A rule can match many characteristics of a
packet:
« Incoming interface (-i)
« Outgoing interface(-o)
« Layer 4 protocol (-p)
« Source IP address {-s)
» Destination IP address (-d)

« The above are base capability

16
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Interface matching examples:

iptables -A INPUT -i ethd -j DROP
iptables -A OUTPUT -¢ ethl -3 DROP
iptables -A FCRWARD -i ethl -o eth2 -j DROP
Protocol matching examples:
iptables -A INPUT ~p icmp -3j ACCEPT
Address matching examples:
iptakles -A INPUT -s 127.0.0.1 -3 ACCEPT

iptables -A INPUT -d 123.123.123.1 -j DROP

Copyright ® 2005 Red Hat, Inc. 2005-03-01
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TCP Match Extensions
(filter table)

+ Additional criteria can be used as the
basis for packet matching:

+ Profocol -p

+ Source port --sport

» Destination port --dport
« TCPflags --tcp-flags

« Initiaf connection request --syn

17
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Some of Netfilter's capacity to match packets is not buili-in, but may be called by the match extension, using the —m option

to the iptables command
An example of invoking a match extension is:
iptables -A INPUT -m tcp -p tcp —-dport 80 -j DROP

In this example, the -m tcp invokes the TCP match extension, and the -p tcp calls up a feature of the extension to
match based on the TCP protocol, This is the generalized operation of match extensions, but some cases like this can be
simplified. The above command could alternatively have been cast as:

iptables -A INPUT -p tcp —-dport 80 -j DROP

thus leaving out the —m tcp. In other words, the match extension may sometimes be implicit. When in doubt, use the
former example for clarity, and security. )
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UDP and ICMP Match Extensions

« Match source and destination ports with
UDP extensions:

iptables -A INPUT -m udp -p udp —-sport 123 -j DROP

o Match ICMP types:

~p icmp -~—icmp-type destination-unreachable

18
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Match Arguments
T
. Matches may be made by:
« IP address, or host name
« Port number, or service name
« Arguments may be negated with "!'
» Inclusive port range may be specified
'0:1023'
» Masks may use VLSN or CIDR notation

19
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Host or service names are resolved at the point of rule insertion. Service names can be used in place of port numbers, Valid

names are those found in /etc/services

Logical negation can be accommodated by prefixing the match element with “I”, e g..
iptables -A INPUT -s ! 123.123.123.1 -j DROP

which is the same as:
iptables -A INPUT ! -s 123.123.123.1 -j DROP

“Dotted quad,” or Variable Length SubNet{VLSN) mask notation refers to:

192.168.0.0/255.255.255.0

“Prefix length,” or Classless Inter-domain Routing(CIDR) mask notation refers to:
192.168.0.0/24

The above two mask examples are equivalent.
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Chain Criteria

« QOutgoing interface (-o) may only be
used in the FORWARD, OUTPUT and
POSTROUTING chains

 Incoming interface (-i) may only be
used in FORWARD, INPUT and
PREROQUTING chains

» Owner match (--*-owner) may only be
used in the OUTPUT chain

redhat Q ®
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Some selectors only apply in certain situations The ability to specify the incoming interface is meaningless in the CUTPUT
chain. Similatly, the outgoing interface cannot be specified in the INPUT chain. The ability to select based on both

incoming and outgoing interface is unique to the FORWARD chain

Another available extension is the owner extension The owner match capability only applies in the QUTPUT chains, since
it is most certain who owns the local process generating the packet Even then, this extension may not match; see
iptables (8) . An example of owner matching is:

iptables -A OUTPUT -m owner --uid-owner 501 -j ACCEPT
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I Directional Filtering I
Scenario: HostA tQ HostB

SYN

A CASE 1

No filtering
Pk

Connected
SYN x iptables -A INPUT -s HostA -j DROP

I —— AN P

CASE 2

2t
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Case 1 shows normal TCP connection behavior, regardless of the TCP payload, ie examples of this could be telnet, ssh,
http, or fip traffic.

Case 2 introduces a simple filtering rule applied on HostB which drops packets based on the source address of HostA The
first packet, with the source address of HostA, matches the filtering criterion and is dropped.
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I Directional Filtering II

Scenario: HostB to HostA
HostA HostB

iptables -A INPUL -s HostA -j DROP

—_— } CASE 3

iptables -A INPUT -p -tcp --8yn -5 HosSta -j DROP

] CASE 4
Pt
]
22
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Case 3 shows the implications of the same fiitering rule as Case 2, when HostB attempts to connect to HostA using TCP,
Blocking based on source address of A prevents TCP connections initiated from either end,

Case 4 introduces an additional criterion in the filtering rule with the —syn flag, With the syn criterion in a rule, packets will
only match if the SYN flag is set, and the ACK flag is not set  So in this case B attempts to connect to A and succeeds
because the second packet, with ACK and SYN flags set, no longer matches the rule. Thus, with the syn criterion a nile can
be directional for TCP traffic (well, at least well-behaved TCP traffic, but more about that later).

Copyright © 2005 Red Hat !nc 2005-03-01
Al rights reserved. e RH253 RHEL4-1 Page 23




Connection Tracking

« Provides inspection of packet's “state”
- a packet can be tested in a specific context
« Simplifies rule design

- without connection tracking, rules are usually in
pairs(inbound & outbound}

» Implemented in state match extension
Recognized states: NEW, ESTABLISHED,
RELATED, INVALID
23
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Connection tracking is arguably the most important new feature of Netfilter over what was in ipchains The term
connection could be thought to indicate that it only relates to TCP traffic, because TCP is connection-based However this
is not the case, and the connection tracking capability also applies to {connectiontess) UDP traffic. Instead of thinking in
terms of connections (because it suggests TCP-style notions of what constitutes a connection), it is more appropriate to
think in terms of exchanges of packets. Netfilter understands how exchanges are stateful

When connection tracking is not employed, it is usually necessary to open up high ports fairly indiscriminately to provide
for retum packets With connection tracking, this approach can be avoided

Although connection tracking makes the kernel woik harder, it can often be faster overall because after a connection is
established, the chain traversal (ie the number of rules tested in a chain before a match) for remaining packets in the same

connection can be minimized T
t
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Connection Tracking Example

+ One rule to permit established connections:
iptables -A INPUT -m state \
==-state ESTABLISHED,RELATED -3 ACCEPT

« Many rules; one for each permitted service:
iptables -A INPUT -m state -—-state NEW \
-p tcp —-dport 25 -j ACCEPT

+ Lastly, one rule to block all others inbound:
iptables -A INPUT -m state --state NEW \
-3 DROP

24
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This example shows a typical use of connection tracking. The first rule allows any packets which are part of, or related to an
existing exchange to be accepted Since most packets will be part of existing exchanges, this arrangement is very efficient
The subsequent rules on the INPUT chain characterize the first packet of exchanges which are permitted. The last rule listed
above refuses all other, undefined attempits to connect. This last rule may be replaced by setting the TNPUT chain policy to
DROP. OQutbound packets are dealt with similarly in the CUTPUT chain.
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Network Address Translation
(NAT)

Translates one IP address intc another {inbound
andfor outbound})

« Allows "hiding" internal iP addresses behind a
single public iP

« Rules set within the nat table

» Network Address Translation types:

« Destination NAT (DNAT)
Set in the PREROUTING chain where filtering uses
franslated address

« Source NAT (SNAT, MASQUERADE)
Set in the POSTROUTING chain where filtering never uses

translated address 25
redhat Q
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Network Address Translation "NAT" is a netfilter feature that allows a Red Hat Enterprise Linux firewall/gateway to alter
the source or destination address of packets that pass through it. This is most commonly done to allow alltraffic going out
the gateway to appear as though it is coming from a single address. This reduces the number of routable IPs an organization
must purchase and also makes it more difficult for outsiders to leam details about the numberof machines on an internal

network the addressing scheme used therein and so forth,

Source NAT translates the source address of outhound packets, and the destination address of retum packets So the sense
of source or destination is with respect to the first packet of the exchange.

The translation performed by Netfilter deals with both addresses and with ports, ie it is possible that source address and
source port of a packet will change as the result of an SNAT transiation. This is what is referred to as Network Address and
Port Translation (NAPT).

From the iptables man page: If no port range is specified, then source ports below 512 will be mapped to other ports
below 512 those between 512 and 1023 inclusive will be mapped to ports below 1024, and other ports will be mapped to
1024 or above Where possible, no port alteration will occur.

Although translation of addresses needs to happen symmetrically in two places {outbound and return), only a single rule
with respect to the first packet is required to perform this. So with SNAT, the translation of the destination address of return
packets is dene automatically, and without an explicit rule

SNAT and MASQUERADE are subtly different, The MASQUERADE target is appropriate for use with interfaces with an

address which is assigned dynamically by DHCP, and only requires that the relevant interface be specified. On the other
hand, SNAT requires a specific address to refer packets. MASQUERADE also differs from SNAT in that with MASQUERADE,

connections are forgoften if the interface goes down.
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SNAT Examples

+ MASQUERADE
iptables -t nat -A POSTROUTING \
-o eth0 -j MASQUERADE

¢ SNAT
iptables -t nat -A POSTROUTING \
-j SNAT -—to-source 1.2.3.45

26
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The SNAT example above can be extended The following are also possible:

Rov RH2SYRHELE 1 Cepyight € 2006 e Hae,

Map to a specific source port:

iptables -t nat -A POSTROUTING -j SNAT —-to-source 1.2.3.45:1234

Map using a range of possible IP addresses:

iptables -t nat -A POSTRQUTING -j SNAT -to-source 1.2.,3,45-1.2.3.55

Map using a range of possible ports:

iptables -t nat -A POSTROUTING -j SNAT —to-source 1.2.3.45:1234-1334

These last two specified by a range will tandomly assign a vatue for that connection or socket
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DNAT Examples

+ TNBOUND

iptables -t nat —-A PREROUTING \
-p tcp --dport 80 -j DNAT \

--to-dest 192.168.0.20

s QUTBOUND (with port redirection)
iptables -t nat -A OUTPUT \
-p tcp -j DNAT \
——to~dest 192.168.0.200:3128
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Destination naf can be used to allow selective access to internal systems In the example pictured on the slide any packets
coming into the gateway on tep port 80 will be forwarded to an internal web server at 192.168.020. Responses from the

webserver will be SNATed on the way out.
The DNAT target can accept multiple --to-dest arguments. For example:

iptables -t nat -A PRERQUTING ~i ethl -p tcp —-dport 80 \
-j DNAT —-to-dest 192.168.0.20 --to-desk 192.168.0.21 \
-—to-dest 192.168.0.22
would do round-robin load balancing, In other words, the first matching request would be sent to 192 168 0.20, the next to
192 168 21, the next to 192.168 (.22, then back to 192.168.0.20 and so on  Be warned that this can cause problems if

dynamic or otherwise sever-centry content is being served.
Iptables can also change the destination port of a packet:

iptables -t nat -A PREROUTING -i -p tep ——dport 2201 -j DNAT \

—-to-dest 192.168.0.1:22

This rule would cause any packets hitting this system's port 2201 to be forwarded to port 22 (ssh) of the interal system at
192.168.0.1.
Finally, destination nat can also be done for outbound packets as well as inbound The following rule would cause all web
traffic sent out from this machine to be transparently forwarded to a proxy server at port 3128 of the machine at '
192 168 0.200:

iptables -t nat -A QUTPUT -p tcp —-dport 80 —-j DNAT \
—-to-dest 192.168.0.200:3128
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Rules Persistence

e iptables is not a daemon, but loads
rules into memory and exits
« Rules are not persistent across reboot

e sexvice iptables save will store rules
to /etc/sysconfig/iptables

« System V management may be used, and is
run before networking is configured

+ Conflicts with ipchains

28
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RHEL. provides a convenient way of saving and restoring the state of all Netfilter rules through the use of a service
management script called iptables This allows iptables to be operated like a service, even though no “listening”™

daemon is started.

Backwards compatibility with the earlier ipchains facility is provided through a system service of the same name.
However, the ipchains and iptables methods of packet filtering are mutualiy exclusive, Each facility (ipchains
and iptables) involves the use of its own set of kernel modules Each service (ipchains and iptables) depends on

the corresponding kemnel modules to operate
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Example

s Sample /etc/sysconfig/iptables

filter

INBUT DROP [573:48163

FORVARD RCCEFT (0:0} b-&)

sQUIPUT ACCERT [R41:88532]

- INPUT -i lo -j PCCEST @

-A INFUT —p top —m tep -~dport 143 - ACCEET ._:

-A INBUT -p tcp -m tep --dport 22 -3 ACCEPTL X
-A INFUT ~p tep -m tep --dport 25 -5 123.123.123.1 -J ACCEET ‘._g
—A INFUT -p tcp -m tep --dport 53 -3 ACCEPT

-A INPUT -p udp -m udp --dport 53 -j ACCEP'I} ;

-A INBUT -p udp -m udp --dport 123 -s 123.123 123 .1 ~j ACCEET L\lé

-A TNPUT —p icmp - ACCEET ~
A INFUT -p tep -m fep --dpdTE 113 -3 RETECT --Teject-with tcp-raset
COMMIT 2
redhat B¥E
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This is a sample file saved by the command service iptables save Itisasimplification for basic network
protection, as might be used on a bastion host on the internet. Some points to consider:

8 e  The default policy on the INPUT chain is DROP, while the others is ACCEPT
@ o There are no rules in the FORWARD chain, as is appropriate on a system which has only one interface and does
no packet forwarding,

There are no rules in the QUTPUT chain, allowing unrestricted outbound connections (notwithstanding other
restrictions unrelated to packet filtering).

=
L

There are no restrictions on packets arriving on the loopback interface

(=

Incoming SSH, DNS and IMAP connections are allowed from any host

Incoming NTP and SMTP connections are allowed, but only from one particular host

©

Connections for the IDENT service (also known as the AUTH service) are rejected instead of being dropped, so
that time-outs are avoided.

e

Q
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End of Unit 9

+ Address questions

« Preparation for Lab 9
« Goals
+ Sequences
« Deliverables
« Please ask the instructor for assistance
when needed

30
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Red Hat Training Lab Procedures RH253 Lab 9
Securing Networks

Lab 9
Securing Networks

Estimated Duration: 30 minutes
Goal: Learn how to build a simple firewal! with iptables.
Sequence 1: Applying simple packet filtering to a host
Scenario/Story:

A host ("stationX")requires protection by packet filtering. This host has only one network interface, so no packet

forwarding is involved.

Tasks:

Work with a lab partner, and assign each of you with the roles of stationX(192.158 0.X). and stationY
{182.168.0.Y)

1 Onboth stationX and stationY, clear any existing rules and custom chains, and confirm:

service iptables stop
iptables -nvL

2 Ensure the SSH service is running on stationX.
service sshd status
Ensure the HTTP service is running on stationyY
service httpd status

3.  Confirm exposed ports on stationX from stationy:
nmap stationX

Then confirm stationX can establish SSH connections te stationY Note: use an earlier configured user

account If none exists, then create one for each system for this lab
Do not use the root account! That's a poor practice!

4 On stationX, apply a new default policy on the INPUT chain of the filtering table:
iptables -P INPU? DROP

5. Allow local connections on stationX:

Copyright © 2005 Red Hat, Inc, 2005-03-M1
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Red Hat Training Lab Procedures RH253 Lab 9
Securing Networks

6. Allow return packets, again, on stationX:

iptables -A INPUT -m state --state ESTABLISHED, RELATED \
-3 ACCEPT

7. On stationX, allow connections to the SSH service:
iptables —~A INPUT -p tcp --dport ssh -j ACCEPT

8  Have your lab partner(stationY) confirm that only the SSH port is not exposed
nmap -v -sF -P0 stationX

This may take some time 0 complete, but give it a couple of minutes to complete. Would merely an attempt to
connect to stationX, from stationY using ssh satisfy the efficacy of the Netfilter configuration? Why?

Why not?

9.  Confirm that stationX can still establish connections to station¥Y
links http://stationY.example.com/
Confirm that stationX can still resolve host names.
dig stationY.example.com
10. Save your configuration:
gservice iptables save
And view the iptables configuration file just created:
cat /etc/sysconfig/iptables
11. Make the configuration persistent across reboots:

chkconfig iptables on

Deliverables:

1. Packet filter rules successfully limit connections to stationX for SSH services only
2. The HT'TP service on stationY isavailable to stationX.

Clean-up:

Once you have verified that you have completed the lab successfully, remove the rules you just contigured by entering the

sosmand:
service iptables stop; chkconfig iptables off
2005-03-01
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l UNIT 10

Fev RH2E3 AHELL-1

Securing Services

Gepyright & 2005 Red Hax. Inc.
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Objectives

« Analyze service activity

« Implement security policy
« within the service
« with fcp_wrappers
» with xinetd

Rev RIQS-RHEL4-1 Gogright 6 2008 Red Hat, Ine.
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Agenda

» Inspect local network services
» Configure fcp_wrappers
» Secure xinetd managed services

3
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System V Startup Control
Ip LONro.

« Determine which services are running
from SysV startup scripts or xinetd
¢ chkconfig --list
« shows which services shouid run.
« cannot be used to get a list of running services

+ Disable all unneeded services

4
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A host is configured to provide a limited range of services. All other services should be disabled for security reasons.
chkoconfig —--1list provides a list of all services that are started via System V scripts or xinetd.

Example:
[root@serverl /]# chkconfig --list
anacron Q:off l:0ff 2:on 3:0n 4:0mn 5:0n 6:o0ff
apmd O:off l:o0ff Z2:on 3:on 4d:on 5:on 6:o0ff

f-.1

xinetd bhased services:
finger: con
talk: off

[..]

To disable a service, use chkconfig <service-name> off

Keep in mind that chkcon£ig only maintains the System V links in /etc/rc.d/rcX.d andthe xinetd
configuration. It does not start or stop the services or control the behavior of other services chkconfig does not work

with services started via rc. local o1 inittab

L-l.§> [,v’ﬂﬁfﬂ )
Ldd _dsflad what gfa{ﬁag,v&w w $E/ g;/ 7o At

2005-03-01
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Securing the Service

« Service-specific configuration
+ Daemons like httpd provide special security
mechanisms

« General configuration
« All programs linked with Libwrap . sc use common
configuration fileg
« Because xinetd is linked with 1ibwrap. so, its
services are effected
« Checks for host and/or remote user name

&
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Many daemons provide their own set of security mechanisms These mechanisms are usually far more advanced than the
simple functionality that fcp_wrappers provides On the other hand, is it much easier to use one cental location for your
service security policy. The libwrap. so library, more commonly referred to as tcp_wrappers, provides host-based
access control lists for various network services The library, executables, and documentation are distributed in

tcp WrAPPers-<version> ¥pm.

When a client connects to a "tcp wirapped"” service, the access control lists /etc/hosts.allow and
/etc/hests. deny are examined. The server will then either choose to accept or drop the connection, depending on the
control list configuration. Policies can be specified for individual services, and are usually configured in terms of the

client's IP address.

All processes controlled by xinetd automatically use 1ibwrap.so The tcpd wrapper is no longer needed to protect

these services

Many RHEL services are compiled with 1ibwrap. so dynamically linked Use the command 1dd to display a list of
libraries dynamically linked to a particular program. Standalone daemons linked with 1 ibwrap . so include:

s sendmail

e slilapd

sshd

stunnel
xinetd

gdm

gnome- se551on

Cmnng e o

Lnoi L

@

s portmap

Copyright© 2095 Red Hat fnc 2005-03-01
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tep_wrappers Configuration

« Three stages of access checking
» Is access explicitly permitted?
« Otherwise, is access expiicitly denied?
« Otherwise, by defauit, permit access!
« Configuration stored in two files:
» Permissions in /fetc/hosts . allow
« Denials in fetc/hosts. deny
+ Basic syntax:
daemon list: client list [:options] 6
redhat@
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/eto/hosts.allowand /etc/hosts . deny each have two or more colon-separated fields The first field specifies a
comma-delimited list of executable names (nof service names), possibly with the wildcards ALL and EXCEPT The second
field contains a comma-separated list of client specifications, using IP address, hostname, "trailing dot" networks, "leading
dot” domains, or network/netmask pairs. Again, the keywords ALL and EXCEPT are recognized.

When parsing the files, Libwrap. so implements a "stop on first match” policy: as soon as a daemon/client configuration
line is matched, the configuration line is implemented, and then no further action oceurs. A matching line in

/etc/hosts . allow would allow the connection. A matching line in /etc /hosts. deny would deny the connection.
First, /etc/hosts.allowis examined. Ifaccess is not explicitly allowed, /etc/hosts . deny is examined. If
access is not explicitly denied, the connection is allowed, by fault of omission. that is, the connection request meets no rule

criterion.

Changes to the access files are effective immediately for all new connections

Copyright® 2005 Red Hat, In¢... 2005-03-01
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Daemon Specification

« Daemon name:
"« Applications pass name of their executable

» Multiple services can be specified
« Use wildeard ALL to match all services

« Limitations exist for certain daemons
» Advanced Syntax:

daemonfhost: client list

7
redhat b
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The first field specifies a comma-delimited list of daemons tep_wrappers usually takes argv[0] (the name of the process
without path) as the daemon name

Rew RHZEIRHEL 41 Gepyrigha & 2005 Red Hex, loc.

Examples:
in.telnetd: 182.1¢8.0.1
sshd, gdm: 192.168.0.1

If your host has more than one network interface and you want to implement different policies for them, use the following

syntax:

in.telnetd@192.168.0.254: 1%2.168.0.
in.telnetd®192 168 .1.254: 192.168.1.

To block access to RPC-based services like NFS or NIS, block the underlying portmap. Unlike xinetd-managed
services or gdm, for which changes to the access control lists take place immediately, it takes a brief interval of time for
changes to rules concerning portmap to take effect. Remember that both NEFS and NIS rely on the portmap daemon.

Copyright © 2005 Red Hat, Inc. 2005-63-01
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I Client Specification

+ Host specification

» byIP address (192.168.0.1, 10.0.0.)
by name (www.redhat.com, .example com)
e by netmask (192.168.0.0/255.255.255.0)

+ by network name

8
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Client Specification
s by IP-address
¢ Full or partial TP addresses
¢ Rightmost components are treated as zero if omitted
e Example: 192.168.1. (all hosts within the class C network 192 .168 .1.0)
¢ by network / netmask
& Specify the complete network address plus netmask.
® Netmask must be in the long format

e FExample:192.168.0.0/255.255.255.0

¢ by host name
& Performs a reverse lookup every time a client connects P
# Is not always supported

e FExample: .example. com (al] hosts in the example . com domain)

¢ by network name
e network names from /etc/networks or NIS. : . ;

® Does not work together with usemarmes,

. e Example: @mynetwork

vopyr:ght@i!ﬂ% Red Hat Enc 2005-03-01
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Advanced Syntax

o Wildcards
e ALL, LOCAL
+ KNOWN, UNKNOWN, PARANOID
+ EXCEPT operator
+ Can be used for client and service list
« Can be nested

3
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Wildeards
ALL always mat.ches _ )
LOCAL all hosts without a dot in their name
UNKNCOWN all hosts or users that cannot be looked up
e .
KNOWN all hosts o1 users that can be determined

PARANOID matches all hosts where lookup and reverse lookup do not match
!-'__'_-—-—-—-

EXCEPT Operator
The EXCEPT operator can be used in daemon and client lists to exclude some hosts from your match. It can be nested For
example, consider the following:

hosts.allow
sshd: ALL EXCEPT .cracker org EXCEPT trusted.cracker.org

hests.deny
sshd: ALL

Because of the catch-all rule in hosts deny this ruleset would allow only those who have been explicitly granted access to
ssh into the system In hosts.allow we grant access to everyone except for hosts in the cracker . org domain, but to this
rule we make an exception: We will allow the host trusted. cracker. orgto ssk in despite the ban on

cracker.ordq.

Caopyright © 2005 Red Ha! fnc. 2005-03-01
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Options
« Syntax

daemon list: client list [:optionl
« Spawn
+ Can be used to start additional programs

« Example: in.telnetd: ALL : spawn echo \
“login attempt from %c to %s” | mail =-s \

1option2 1

warning root
» Special expansions are available (%c %s)

+ DENY
+ Can be used as an option in hosts .allow
« Example: ALL: ALL: DENY
10
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The version of tcp_wrappers included with Red Hat Enterprise Linux supports the extended options documented in the
hosts options(5)manpage One of the more commonly used options is spawn, which closes the connection and

executes an external program when the rule is matched

The options utilize special % replacements Commeon replacements are:

%c client information (user@host)

%3 server information (server@host)

2k the client's host name ( IP address if name unavailable)
Sp server PID

The % expansions which are supported are documented in the hosts_access(5) man page. Use the command man 5
hosts access so youdo not get the hosts_access(3) man page by mistake

Copyright ©® 2005 Red Hat !nc o 2005-03-01
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Example

Consider the following example for the machine
192.168.0.254 on a class C network:
# /etc/hosts.allow

vaftpd: 192.168.0.
in.telnetd, portmap: 192.168.0.8

# /ete/hosta.deny

ALL: .cracker.org EXCEPT trusted.cracker.org
vaftpd, portmap: ALL

pop3d: 1%2 .168.0. EXCEPT 192.168.0.4

1"
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Observations:
1. Only stations on the local network can £tp to the machine
Only station8 could NES-mount a directory from the machine (remember that NES relies on por tmap)

2
3 Allhostsin cracker .org, except trusted. cracker . org, are denied access to any tep-wrapped services
4

Only the host 192,168 . 0. 4 is able use pop from the local network

Questions:
1 What stations from the local network can receive a telnet connection to this machine? AL
2 Can machines in the cracker org network access the web server? A/: = Tc / ¥ ;Zf/%/(/; My T S 5 /j /

. . . . A7
What services are available to a system from someother.net? What's “wrong” with these rules from the /W [y&

erspective of a security policy? — ‘ p -
PTG OLAATN RN oty covess  Some g EAViCES
A more realistic example would be to do something iike the following using a mostly closed approach:

/etc/hosts.allow
vsftpd : 192.168 .0.
in.telnetd, sshd : .example.com 1%2.1¢8 2.5

/etc/hosts.deny
ALL : ALL

The above example denies access to all services for everyone, except those which are explicitly allowed In this case fip
access is allowed to all hosts in the 192,168 0 subnet while telnet and ssh access are allowed by everyone in the
example com domain as well as host 192,168 2.5, This is a better a method for tightening down a system. Biisa

more diract approach and is much caster to

Copyright © 2005 Red Hat Inc 2005-03-01
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Securing xinetd-managed

services

« xinetd provides its own set of access
control functions
« host-based
«» time-based
o fcp wrappers is still used
s xinetd is compiled with fibwrap support

« If 1ibwrap . so allows the connection, then
xinetd security configuration is evaluated

12
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xinetd offers its own mechanism in addition to the security provided by rep_wrappers xinetd can implement host and
simple time-based protection Since xinetd is linked with libwrap.so, /etc/hosts.allowand

Jetc/hosts . deny are still authoritative

Copyign & 2005 Red Hat Inc.

First zcp_wrappers is checked. If access is granted, xinetd's security directives are evaluated. If xinetd accepts the
connection, then the requested service is called and its service-specific security is evaluated.
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xinetd Access Control

o Syntax
» Allow with only from = host pattern
« Deny with ne_access = host pattern
+ The most exact specification is authoritative

o Example
only from = 192 .168.0.0/24
no_access = 192.168.0.1
13
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xinetd access control is implemented with two directives, only fromand no access. If neither directive is specified
for a service, the service is avatlable to anyone. If both are specified for a service, the one that is the "better match" for the
address of the remote host is autheritative. In some cases, what the "better match” is may be ambiguous, so it may be a

good idea to only use one of these directives when possibie

Example:

service telnet
{

disable = yes
flags = REUSE

socket_type = stream

wait = no

user = root

only from = 1%2.168.0.0/24
no_access = 192.168.0.1

server = /usr/sbin/in.telnetd

log_on_failure += USERID
]

This will block access to the te lnet service to everyone except hosts from the 192,168 . 0. 0/24 network, and of
those, 192.168. 0.1 will be denied access. '

Copyright © 2005 Red Hat, Irc ) 2005-02-01
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I Host Patterns

» Host masks for xinetd may be:

+ Numeric address (192 .168.1.0)
« rightmost zeros are treated as wildcards
« network name {from /etc/networks)
» hostname or domain (.domain.com)
« IP address/netmask range (192 168.0.0/24)

14
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o  Numeric Address
# Full or partial IP addresses.
® Rightmost zeros are treated as wildcards
e Example: 192.168 1.0 (all machines within the class C network 192 168.1.0)

* By network name

® network names from /etc/networks or NIS.

e Does not work together with usernames.

o Example: @mynetwork
» by host name

* performs a reverse lookup every time a client connects.

¢ Example: .example. com ( all hosts in the example  com domain)
¢ P-address / netmask

® Must specify the complete network address and netmask

¢ Example: 182 168.0.0/255.255.255.0 192.168. 0_.‘ 0/24

Copyright ® 2005 Red Hat Inge oo 2005-03-01
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I Advanced Security Options

« Access by time
» Syntax: access times = 9:00-18:00
« pam_time. so for more advanced scenarios
+ Number of simultaneous connections
s Syntax: per_source = 2
« Cannot exceed maximum instances

15
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xinetd features additional security functions. Tt is possible to restrict access to a service to certain times

Example:

service telnet

{
access_times = 08:00-16:00

server = fusr/sbin/in.telnetd

}

per source limits the number of simultaneous connections per IP address This number may not exceed the total
number of instances.

Example:

service telnet

{

wait = no
instances = 60
=5

per source
server

[

Jusr/sbin/in. telnetd

2005-03-01
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End of Unit 10

+ Address questions

¢ Preparation for Lab 10
« Goals
» Sequences
« Deliverables

« Please ask the instructor for assistance
when needed

Rev RHISIUEL 4 1 Copyright & 2005 Fted Hat, loc.
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Red Hat Training Lab Procedures RH253 Lab 10
Securing Services

Lab 10
Securing Services

Estimated Duration: 30 minutes
Goeal: To build skills in restricting user access to the system by using icp_wrappers and
xinetd.

Sequence 1: Restricting services for certain hosts

Scenario/Story:

Certain hosts on your network and from one specific network are compromised To prevent possible attacks against your
machine you decide to block access to certain critical services

Tasks:

Configure your system fo fulfill the following criteria {you will need to work with a couple of other students for testing )
Note: you will need to install the felnef-server and openssh-server packages if 'you have not already done so.

I ssh should be available to every host in the local subnet, but no other networks.

2. telnet should be available to exactly three of your neighbors, but no one else

3 No setvices are accessible from cracker . org (how might you find the appropriate IP address range?)

If you have difficulty fulfilling these criteria, one possible solution appears on the following page.

Copyright © 2005 Red Hat, Inc, 2005-03-01
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RH253 Lab 10

Red Hat Training Lab Procedures
Securing Services

One Solution:

Assume that you are testing yow configuration vsing neighbors at stationX.example com,
stationY.example.com, and stationZ.example.com

1. Install telnet-server:

rpm -Ovh /mnt/serverl/RedHat/RPMS/telnet-server®
chkconfig telnet on

Install openssh-server:

rpm -Uvh /mnt/serverl/RedHat /RPMS/openssh-server*

chkconfig sshd on
service sshd start

2 /etc/hosts.deny:
sshd : ALL EXCREPT 192 .168.0,

3 Jetc/xinetd.d/telnet:
only from = 192.168.0.X 192,168 .0.Y 192.168.0.2

4 Jetc/xinetd.conf:
no access = 192.168.1.0/24

In order to determine the IP addresses for cracker org, you could use host and give the following command:
host -1 cracker.org serverl.example.com

This procedure queries the nameserver serverl example.com for the zone information associated with cracker org. From
the IPs returned, you could gather that they were all in the 192 168.1 0 subnet indicated above. If only life were so simple!
Very often nameservers will have that particular capability (zone transfers} disabled for all hosts except slave servers
Providing the ability to list an entire domain makes life much too easy for people who wish to compromise your security

Copyright © 2005 Red Hat, Inc. 2005-03-1
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Objectives

» Understand fundamentai encryption

protocols

« Describe encryption implementations in
Red Hat Enterprise Linux

« Configure encryption services for
common networking protocols
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Agenda

« Introduction to data encryption
» Contrast encryption methods

« Red Hat encryption implementations
+ OpenSSH
« RPM

3
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The Need For Encryption

¢ Susceptibility of unencrypted traffic
« password/data sniffing
« data manipulation
« authentication manipulation
« equivalent to mailing on postcards
¢ Insecure traditional protocols
» telnet, ftp, pop3, efc. :insecure passwords
« sendmail, nfs, efc:insecure information
rsh, rcp, elc.: insecure authentication
Q 4
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While early networking protocols have provided an indispensable infrastructure, secure authentication and privacy were
often not part of their design. As a result, today's networking implementations often provide inadequate protection for the

people who use them.

The mathematical field of number theory has provided cryptographic algorithms, protocols, and techniques which provide
various forms of networking security, including secure authentication, assurance of data integrity, and privacy.
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Cryptographic Building Blocks

¢ Random Numbers

¢ One Way Hashes

» Symmetric Algorithms

» Asymmetric (Public Key) Algorithms
s Public Key Infrastructures

o Digital Certificates

o Implementations:
e openssl, gpg

5
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Encrypted communication protocols are often assembled from a collection of cryptographic techniques in a building block
fashion. A protocol will usually provide a selection of one of several similat algorithms to fill a particular role. For
example, public key encryption (used for email and other things) uses symmetric encryption for the bulk of the work A
sefection of symmetric algorithms (such as 3DES, CASTS3, Blowfish, and others) is available for use in this sort of

encryption.

Rene AH253-PHELA-1 Copyricht © 2005 Red Hat, Iz

An understanding of these underlying cryptographic building blocks is important to understanding higher level protocols
The various building blocks will be examined in the next few pages, including a discussion of commonly-used algorithms

and examples of useful applications

Red Hat Enterprise Linux(RHEL) ships with two different implementations of cryptographic services:

e Gnu Privacy Guard, or gpg,which is used to implement file-based encryption: ensuring file integrity,

encrypting email messages, etc.
openssl, which provides cryptographic libraries that are used in conjunction with network communications,
such as ss1-enabled services and ssh The openssl command provides a command line interface to many of

the services provided by the openss/ library .
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Random Numbers

¢ Pseudo-Random Numbers and Entropy Sources
« keyboard and mouse events
¢ block device interrupis

¢ Kernel provides sources
¢ /dev/randon:
» best source
» blocks when entropy pool exhausted
e /dev/urandom:
« draws from entropy pool until depleted
« falis back to pseudorandom generators

¢ openssl rand -base6d
P [ ] redharg ’
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Many cryptographic routines rely on random numbers, which are notoriously difficult to generate using computers.
Generally, computers use "pseudo-random” random number generators, which are often seeded with integers In order to
improve random number generation, the kermel collects an "entropy pool” based on user events, such as mouse movements,
keyboard hits, and disk /0 operations. The state of the entropy pool is maintained in the file /var/lib/random-seed

between boots, as implemented by the random service script

Two character devices allow access to the kernel's random number facilities.

/dev/random will generate random numbers exclusively from the collected entropy pool. If the entropy pool
is exhausted, the process will block until the pool is replenished (ie, the mouse is moved - try cat
/dev/random, then move your mouse).

/dev /urandom will use the entropy pool until it is exhausted, and then resort to a fallback pseudo-random
algorithm. While reads from /dev /urandom will not block, the random numbers are not as statistically well-
formed as those provided by /dev/random (though they are still thought to be cryptographically strong.) o

The openssi library also provides a random number generator, accessible through the openssl rand command.
openssl rand also accepts 2 —~base 64 option which uses base64 encoding 1o generate printable ASCH text

Copyright © 2005 Red Hat, Inc. - 2005-03-01
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One-Way Hashes

« Arbitrary data reduced to small “fingerprint”
= arbitrary length input
» fixed fength output
« If data changed, fingerprint changes ("collision free")

« data cannot be regenerated from fingerprint ("one way")
« Common Algorithms
« md2, md5 mdc2, rmd180 sha shal

o Common Utilities
» mdSsum [ -~check )
« openssl, gpg

« pm -V ’
redhat Q
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One-way hashes are used to confirm the integrity of information using simple strings known as fingerps ints, or message
digests. The contents of a given block of data (generally a file) are used to generate a small fingerprint, which can easily be
recorded for later use The integrity of the data can later be verified by regenerating the fingerprint, and comparing it to the
stored form  f the data has changed in any way, the generated fingerprint is statistically guaranteed to change as well
Additionally, the original contents of the data cannot be deduced from the fingerprint, thus the name "one-way hash "

One-way hashes are commonly used to ensure file integrity. For example, the rpm command makes use of the MD35 hash
to ensure the integrity of RPM package files and the files installed on your system.

One-way hashes are also used to secure passwords. A password entered at login is hashed and compared with the user's
hashed password stored on the system. If the two hashes match, the password is correct.

Some command line utilities allow you to generate and confirm one way hashes directly, such as sum (CRC-32), md5sum
(MD35), and shalsum. Additionally, the openssi library provides access to several hashing aigorithms {MD2, MD3,

MDC2, RMD160, SHA, and SHA1).
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I Symmetric Encryption

» Based upon a single Key
{ ' used to both encrypt and decrypt
LA .
o Common Algorithms
" « DES, 3DES, Blowfish, RC2, RC4, RC5, IDEA,
— CASTS
« Common Utilities

» passwd (modified DES)
« gpg (3DES, CASTS5, Blowfish)

s openss 1
8
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Symmetric encryption routines provide basic privacy. A single key {generally a short passphrase} is used to encrypt data in
a way that the "plaintext" cannot be deduced from the encrypted "ciphertext." The same key is also used to decrypt the

ciphertext back into plaintext.

Symmetric encryption algorithms can also be used to generate a one-way hash. This is used to secure passwords The
user's password, with some characters of random "salt" prepended, is used to encrypt a fixed block of text (generally all
zeros). The result, with the same salt prepended, is stored as the "encrypted form" of the user's password. When the system
wants to verify a user-supplied password, it prepends the appropriate salt (stored along with the encrypted password), then
petforms the encryption again. If the result matches the stored value, the user is authenticated The user's password (the

symmetric key) is never directly stored on the system.

By default, Red Hat Linux uses a strong MD5 based algotithm to secure passwords. This method allows passwords to be
256 characters long. A weaker method based on a DES variant ("crypt") is supported for compatibility purposes. The
methoed used can be selected with authconfig, and both are implemented through PAM modules.

gpyg and openss1 also provide access to symmeiric encryption profocols. Because of its speed, symmetric encryption is
often used internally in asymmetric protocols

Copyright © 2005 Red Hat, Inc. ! 2005-03-01
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Asymmetric Encryption |

» Based upon public/private key pair
« What one key encrypts, the other decrypts

« Protocol I: Encryption without key synchronization
« Recipient

» generate public/private key pair: Pand S
« publish public key P guard private key
+ Sender
s encrypis message M with recipient public key
« send P(M) to recipient

» Recipient
» decrypts with secret key to recover; M = S{P(M))
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Asymmetric, or public key encryption, relies on two complementary keys: the public and private keys What one key
encrypts, the other key can decrypt The public key is made publicly available, generally through some sort of directory
service The private key is carefully guarded, since the security of many protocols depends on the private key's owner

having sole possession of it.

Cryptographic protocols are traditionally discussed using the fictional participants Alice and Bob. Assume that Bob has
already generated a public/private key pair, and has published his public key. If Alice wanted to send Bob a private
message, she would encrypt the message using Bob's public key, which she looked up from the appropriate key directory
(ot had Bob send to her ) She would then send the enciypted message to Bob. Only Bob has the complementary private key

to decrypt the message, so only Bob is privy to its contents.

T'his first of two basic protocols based on asymmetric encryption overcomes a fundamental problem with symmetiic
encryption: for two parties to cominunicate, they must first agree on a common symmetric key.
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I Asymmetric Encryption 11

| < Protocol lI: Digital Signatures

* Sender
+ generate public/private key pair: P and 8
» publish public key P, guard private key S
« encrypt message M with private key S
« send recipient S(M)

+ Recipient
» decrypt with sender's public key to recover M = P(S{M}))

« Combined Signature and Encryption
redhat Q *

| » Detached Signatures
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Asymmetric encryption also allows for digital signatures. Consider again the fictional participants Alice and Bob Alice
has a document she would like to send to Bob; she would like to assure Bob that the message came from her, and that no
one has manipulated if in transit. Assuming she has genetated an appropriate public/private key pair, she would encrypt the
message with her private key. Upon receipt, Bob would decrypt the message with Alice’s public key. If the message
successfully decrypts, then Bob is assured that Alice sent the message, and he has received it unmodified.

Rew RAz82-RHEL+1 Copyright © 2006 Red Het, loc.

A combination of asymmetric I and 11 is often employed. Alice would first sign (encrypt) the document with her secret key,
and then encrypt it with Bob's public key Upon receipt, Bob would perform the complementary operation, first decrypting
the message with his private key, and then Alice's public key. The message has the advantages of both encrypted delivery

and digital signatures

A related protocol is known as a "detached signature” Rather than encrypting the document directly, Alice generates a
hash of the document using a well known one-way hash algorithm such as MDS5. She then encrypts the hash with het
private key, and sends Bob both the original document and the encrypted hash. Bob can use the document directly, but if he
would like to test its authenticity, he can generate his own hash of the document, and compare it against the encrypted hash

that Alice sent to him
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Public Key Infrastructures

o Asymmetric encryption depends on
public key integrity

« Two approaches discourage rogue
public keys:
« Publishing Key fingerprints
« Public Key Infrastructure (PKl)

« Distributed web of trust
« Hierarchical Certificate Authorities

« Digital Certificates M
redhat Q
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The distribution of public keys is a fundamental weakness in asymmetric encryption schemes  In addition to Alice and Bob,
we now introduce a malicious character, Mailet, whose wayward actions must be guarded against

When Alice wants to send a message to Bob, she looks up Bob's key from a public key directory. However, if Alice is
unfamiliar with Bob, or more importantly, unfarniliar with the public key directory, she has no guarantee that the key she
received, clearly labeled "Bob's key" in the directory, was actually generated by Bob. Mallet may have just as easily
generated a public/private key pair, and, in an attempt to impersonate Bob, published his public key as "Bob's key"

Fingerprints

One approach for Bob to ensure that he is not impersonated is for Bob to generate a fingerptint (one way hash) of his public
key, and include it copiously in all his communications (including it in his email signatures and on his business cards).
When Alice obtains "Bob's Key" from a public key server, she can then compute her own fingerprint and compare it against

the well known value

Public Key Infrastructures

A more secure approach wouid be for Bob to have a third party that Alice trusts sign his public key. When Alice obtains
Bol's key, she can verify the signature of the trusted third party Swnce she trusts the third party to sign keys only for
legitimate owners, she can trust that the public key belongs to Bob  Such a signed public key is referred to as a Cemﬁcate

and the trusted third party is referred to as a Certificate Authority.
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Digital Certificates

o Certificate Authorities
» Digital Certificate
« Owner: Public Key and Identity
« Issuer: Detached Signature and !dentity
« Period of Validity
e Types
« Certificate Authority Certificates
o Server Certificates
» Self-Signed certificates

12
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Certificate Authorities play the role of trusted third parties for the purpose of associating identities with their legitimate
public keys. We now add the fictional character Trent to take the role of the trusted third party. Assume that Trent has
generated his own public/private key pair, and signed his own public key. The self-signed public key is referred toas a
"Certificate Signer's Certificate”, or "Certificate Authority Certificate”. Trent is now ready to act as a Certificate Authority

(Ca)

Bob is a retailer who would like (previously unknown) customers to be able to exchange sensitive information with him in a
secure mannet. He first generates a public/private key pair. He then convinces Trent of his identity, and provides Trent
with his public key. Trent will combine his own identity, Bob's identity, Bob's public key, and a period of validity. He will
then create a one-way hash of the information, and then encrypt this hash with his own private key, thus creating a detached
digital signature. The combined information and detached signature compose a digital certificate, which Trent gives to
Bob. Trent is referred to as the "issuer" of the certificate, and Bob as the "owner” of the certificate

Ry RHES3-RHEL41 Gopyight & 2005 Red Hl, I,

Alice is a potential customer who would like secure communications with retailers such as Bob Knowing that she is going
to want Trent to authenticate such retailers for her, she has already obtained Trent's "Certificate Authority Certificate”
Standard web browsers, such as Netscape, come with such CA certificates built in

Alice now connects to Bob's web site. Bob will give Alice his cettificate  Alice will verify Bob's certificate by extracting
the issuer's detached signature, and verifying it with the CA certificate that was already in her possession Effectively,
Alice is trusting the CA's word that this is in fact Bob that she is talking to  With Bob's identity established, Alice and Bob
can now use public key encryption technigues to exchange information securely.
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Generating Digital Certificates

e X.509 Certificate Format
+ Generate a public/private key pair
¢ Define identity
e Two Options:
e Use Certificate Authority
« generate signature request (csr)

« send csrfo CA
« raceive signature from CA

o Self Signed Certificates

» sign your own public key 13
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Currently, the Intemet has standardized on a certificate format known as X.509. The X.509 format associates a public key
with an identity, and is generally only valid for a given time period The identity can be composed of arbitrary name/value
pairs, but is currently generally composed the following minimum set: Country, Province or State, Organization Name,

Common Name, and Email
The first step is to generate a public/private key pair, which can be done with the openssl command (assuming a 1024-
bit key):

cpenssl genrsa —out serverl.key.pem 1024
Next, in order to generate a certificate signature request (osr), an identity must be established. The following command
will read in the generated key pair, prompt for identity information, and generate a request:

openssl req -new -key serverl.key.pem -out serverl.csr pem

The request would then be sent to a Certificate Authority, who would (we hope} take additional steps to verify the identity
of the requester. The CA would then return to you a signed certificate, which could be saved in a file such as

server.crt.pem
Alternatively, a "self-signed” certificate could be generated, by using the —x509 switch (note the change in name of the
output file):

openssl req -new -key serverl.key.pem -out serverl.crt.pem -x509
For a self-signed certificate, the owner is also the issuer. Such certificates are appropriate for root level CA''s, or in
situations where encryption is desired by authenticated identity is not necessary.
Red Hat provides a Makefile to assist with the creation of certificates. From within the directory
/usr/share/ssl/certs, we may generate a self-signed certificate by simply entering:
Running ma ke without a “target,” or argument will display a usage statement.
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OpenSSH Overview

« OpenSSH replaces common, insecure
network communication applications

» Provides user and token-based
authentication

« Capable of tunneling insecure protocols
through port forwarding

» System default configuration (client and
server) resides in /etc/ssh
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The OpenSSH project provides support for the secure shell protocol, a mechanism for providing secure authentication,

remote execution, and remote login capabilities In addition to the capabilities that the OpenSSH packages provide
themselves, other packages, such as rsyue and rdist, can use secure shell as their transpott mechanism.

Rev BrzS3 RHEL+1 Copyight ©2005 Rod Hat, Ine.

If a system does not need to provide remote shell access, but does need shell access to other hosts, then install the openssi,
openssi and openssh-clients packages at a minimum, and add the openssh-askpass and open-askpass-gnome packages if you
are running X. In order to provide remote s sh access to other systerns, install the openssh-server RPM, which provides

sshd. The OaskpassC] packages are used in conjunction with ssh-agent in an X session.

Below is a lst of the RPM packages and what they provide

openssh: ssh-keygen, scp

openssl: cryptographic libraries and routines required by openssh
openssh-clients: ssh, slogin, ssh-agent, ssh-add, sftp

openssh-server: sshd P
openssh-askpass: X11 passphrase dialogue Y

openssh-askpass—-gnome: GNOME passphrase dialogue

uopynght@mus Red Hat Inc, 2005-03-01
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OpenSSH Authentication

» The sshd daemon can utilize several
different authentication methods
» password (sent securely)
« RSA and DSA keys
» Kerberos
« s/key and SecurelD
« host authentication using system key pairs
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sshd provides several options for authentication besides user-provided passwords Some of these, such as Kerberos, s/key,
and SecurelD, provide mechanisms for expiring tokens or one-time passwords Public/Private key pairs are another option,
and these provide a means for logging into remote hosts or executing remote commands without needing to provide a
password while at the same time using a secure mechanism for restricting this capability Key pairs may also be used to
establish host identities for a somewhat more secure approach than hosts equiv.
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Public/Private key authentication, ssh v2 compatible configuration (default in Red Hat Enterprise Linux):
Create a DSA key pair, setting an empty passphrase:

ssh-keygen -t dsa

Transfer SHOME/ . ssh/id_dsa .pub to the remote host, appending it to $HOME/ . ssh/authorized keys ifit
already exists, or renaming it to authorized keys if it does not.

ssh to the remote host without entering a password (or passphrase)

Public/Private key authentication, ssh vl compatible configuration:
Create an RSA key pair, setting an empty passphrase:

ssh-keygen -t rsa

Transfer SHOME/ . ssh/id rsa.pub to the remote host, appending it to $HOME/ . ssh/authorized keys ifit
already exists, or renaming it to authorized keys ifit does not.

Copyright © 2005 Red Hat, Inc 2005-02-01
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The OpenSSH Server

| « Provides greater data security between
| networked systems
« private/public key cryptography
« compatibie with earlier restricted-use
commercial versions of SSH
« Implements host-based security through
libwrap.so
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The secure shell daemon (sshd) is installed with the openssi, openssh, and openssh-server RPMs

openssi provides certificate management -- a public/private-key technology -- and cryptographic libraries and routines
required by epenssh, the "common” or base RPM of the openssh software. openssh-server provides services for providing
secure services to other systems via clients such as ssh and scp. The structure of secure conmections is the agreement
between the client and server through ssh. Once this agreement is reached, subsequent connections are "pre-authenticated,”

or "trusted "
To establish this trust relationship, the authentication process and data transmission between the client and server is

encrypted This encryption is based on an exchange of public keys Data that is encrypted with these keys can only be
decrypted with matching private keys held by only the other machine. The size of these keys is configurable, but should not

be set so small that they are easily cracked

The apenss! and openssh packages are compatible with proprietary versions of the software available from third-party
vendors.

RHEL openssh software is compiled with }ibwrap support. If you are using /etc/hosts.allow and
/etc/hosts. deny to provide additional host-based authentication, be sure to include a line similar to the following in
/etc/hosts.allow: o

sshd: IP addr of host(s)

Copyright ©-2005 Red Hat, Inc. - 2005-03-01
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Service Profile;: SSH

e Type: System V-managed service
e Packages: openssh{,-clients,-server}
s Daemons: sshd

s Scripts: sshd

s Ports: 22
e Configuration: /ete/ssh/*, SHOME/ .ssh

Related:; openssl, openssh-askpass,
openssh-askpass-gnome
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l OpenSSH Server Configuration

« SSHD configuration file
« /etc/ssh/sshd_config
« Options to consider
s Protocol only w3
e ListenAddress
+ PermitRootLogin
s Banner
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Several options are available to customize SSHD's cperation. The configuraten file (/etc/ssh/sshd_config) shipped
with RHEL has most of its entries “commented.” These commented entries are the default configuration which might
require modification to meet your security policy. Note, for example, that X11Forwarding has two entries. That
commented is the software default Red Hat installs a server that forwards X11 connections back to the connecting client
SSHD is configured by default to listen for two protocols, SSH2(DSA) and the older SSHI(RSA) SSH1 has inherent
security 1isks and is only provided for compatibility with older systems. It should be avoided whenever possible. SSH2 is
the “preferred” protocol as configured by the "Protocol 2, 1" option. To disable SSHI protocol, change the option to
read:

Protocol 2
By default $SHD is configured to listen on port 22. You can configure SSH to listen on multiple interfaces and multiple
ports This below configures a system to listen on tcp port 22 on a speific interface:

ListenAddress 192.168 .0.250:22

By default root is allowed to login via ssh  To disable this feature, set “PermitRootLogin no” Some
administrators want to disable logging in as root with a password, but allowing root to log in using public-key
authentication. To enforce this policy, set the option "PermitRootLogin without-password”. A malicious user

will not know that the passwerd option has been disabled for root
if you set "PermitRootLogin forced-commands-only”, root can execute commands on a remote system using
public key authentication only.

It is a good idea to warn users of your policies as they make a connection to your system, perhaps that their connection is
being logged. The example below would display the contents of /etc/issue.net when a connection is made, before

:uthentication starts.

sanner /ete/issue.net
2005-03-01
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The OpenSSH Client

+ Secure shell sessions
s ssh hostname
e ssh user@hostname
e ssh hostname remote-command

» Secure remote copy files and directories o }
e scp file userfhost:remote-dir - C;}’{a 5!
» scp -r userfhost: remote-dir localdir
e Secure ftp provided by sshd

» sftp host
¢ Sftp -C user@host
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Several common, and notoriously insecure applications may be replaced with ssh and scp  To suggest that telnet and fip
are popular applications to the current network management administrator brings certain scorn.  While well known, and at
times, useful, these applications pass authentication information and data through similarly well known ports and through
these ports as "clear text" or unencrypted packets. Once the "trust” has been established between participating ssh
systems, all data is encrypted. What's more, the initial authentication is encrypted Also, where rsh, rep and rlogin ate
intended te obviate the authentication requirement (through the use of plain text files SHOME/ . rhosts and
/etc/hosts. equivonthe client and server), the data passed between such authenticated systems is unencrypted. With
ssh-based communications, both authentication and application transmission is encrypted

ssh is fairly simple to use. The user name that is sent to the server by default when one issues an ssh command is the local
user name, but it is possible to override this default using the yser@ syntax or the -1 user switch When an ssh connection
is made for the first time to a remote system, an entry will be appended to the local - /. ssh/known_hosts file that
consists of the hostname plus the remote host’s public ssh key. This key validates the host, in a sense: if the key changes,
or if one has connected to a host that is not the original remote host, but now has that name, then ssh will exit with an
error. scp uses a syntax much like that of ssh It is possible to scp entire directories, and it is & more secure mechanism
for transferring files than £tp or rcp. There are a few rules about the - option that bear mention:

scp -r lecaldir/ host:remote-dir would copy the contents of Jocaldir into remote-dir, but there would not be
a remote-dir/div (a copy from the remote host would woik the same. )

scp -r localdir host:remote-dir would copy both localdir and its contents to remote-dir on the remote host if
it existed, but would behave like the previous example if the remote directory did not exist {a copy ﬁ'om the remote host

would work the same.)
sftp -C user@host would, using optional compression, log into Aost with a username of user, and present apassword
_ ..nmmpt and an 1nterac£1ve ﬁp style session . . S
Note: system—mde default client configuration is set in /etc/ssh/ssh _config.
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Protecting Your Keys

¢ ssh-agent

« manages key passphrases
e ssh-add

« collects key passphrases

20
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An sshpublickey (e g -/ .ssh/id_dsa.pub) may be used for anthentication in place of a simple plaintext password
either by "exporting” your public key to a remote host, o1 by calling the ssh-agent at login While this use of keys is
convenient, it transfers the authentication vulnerability back to the "physical” key. s sh keys created without a passphrase
are as vulnerable as the older, less secure "r-commands" (xsh, r1ogin) if access to the exporting host or local account is
compromised Just as "forgetting” your house keys in a taxi-cab, so too a forgotten laptop or ssh-enabled PDA exposes

your data and identity to someone who is not you!

Rov RH253-RHEL41 Copyripht © 2005 Rod Hak, Inc.

Combining the use of an ssh passphrase with ssh-agent makes authentication both more secure and more convenient.
Yes, you must enter your passphiase--use another key for another lock—to gain access to your things, but the passphrase
must be typed only once per session. With the s sh-add program, you "import" your keys and their passphrases for that
session. This method provides you a more secure "virtual key-ring" for that session only.

Example for use within display-managed X sessions

Generate your SSH DSA and, if needed RSA v2 keys with passphrases!

ssh-keygen -t dsa
ssh-keygen -t rsa

The default Red Hat X11 configuration starts ssh-agent (see /ete/X11/xinit/xinitrc and
/ete/X11/xdm/Xsession) With this agent “listening” through the wrapped session, prepare your account
configuration to run the /usr /bin/ssh-add program at login (i.e. GNOME's Session Properties and Startup Programs
tool) ssh-add will call the GUI tool /usx/libexec/openssh/gnome-ssh- askpass and prompt for the

"ﬂ%sphmse(s) that wﬂ] be used by ssh- agent for this session.
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Applications: RPM

« Two implementations of file integrity

« Installed Files

« MD5 One-way hash

e rpm ~--verify package name (or -V)
« Distributed Package Files

+ GPG Public Key Signature

* RPM-GPG-KEY

s rpm --checksig package file name

2
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Red Hat's rpm uses two encryption techniques to help maintain file integrity.

The first technique is implemented within the RPM database. When you install an RPM, an MD35 hash of every installed
file is catalogued You can compare the files currently on your system against their original form (as installed from the

RPM) with:
rpm ~-verify package name

Files that differ from the their original RPM versions will be reported as having a differing MD5 fingerprint. This can be
used as a debugging aid and security check for your trusted base of libraries and binaries

Second, Red Hat signs all RPM package files that it distributes with a gpg-generated private key. The compilementary
public key is distributed in the file RPM-GPG~KEY, found in the base directory of the distribution and
/usr/share/rhn. This public key must be added to a user's ¥ pm and gpg public key ring with:

gpg —-import RPM-GPG-KEY
rpm —--import RPM-GPG-KEY

Once added, a user can verify that a RPM package file was in fact packaged by Red Hat, and has not been modificd during
distribution, with rpm --checksig package file name. Checking the signature of package files obtained from

the Internet is particularly advised
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End of Unit 11

¢ Address questions

¢ Preparation for Lab 11
» Goals
« Scenario
e Deliverables

» Please ask the instructor for assistance

when needed
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Red Hat Training Lab Procedures RH253 Lab 11
Securing Data

Lab 11
Securing Data

Estimated Duration: 45 minutes

Goal: Gain familiarity with encryption-based utilities

Sequence 1: Creating a certificate for IMAPS

Scenaric/Story:

IMAP is a very useful protocol, but it lacks encryption. The dovecot package distributed with RHEL includes the ability to
use IMAP over SSL This requires the creation of a PEM format certificate

Tasks:

1. Observe the credentials associated with the dovecot . pem certificate installed by the dovecot package.

cd /usr/share/ssl/certs
openssl x509% -subject -nocut < dovecot.pem

subject= /C=-
/ST=SomeState/L=SomeCity/O=SomeOzrganization/0U=ScmeOrganizationallnit/CN=lccal

host.localdomain/Fmail=root@localhost. localdomain

These are "bogus” values (output in a single line, despite the above) that are put in so that a key will be in place.

We need to generate a new key with our information.
2 Generate a new dovecot . pem certificate

rm dovecot.penm
make dovecot.pem

You will the be prompted for identity information. Enter the appropriate response for the first five, but don't enter

anything yet for the sixth value For example:

Country Name {2 letter code) [GB]:US
State or Province Name ({(full name) [Berkshire]:Tennessee

Locality Name (eg, city} [Newbury]:Knoxville
Organization Name (eg, company) [My Company Ltd]:Red Hat, Inc.
Organizational Unit Name (eg, section} []:GLS

The sixth prompt is for the Common Name of your server This should be the name your clients use to

connect o your server.

Conyright © 2005 Red Hat, Inc. 2005-03-01
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Use the name of your imap server as the Common name: stationX example com.

Common Name (eg, your name or your server's hostname) [] :stationX.example.com
Email Address []:root@stationX example.com

3 Observe the credentials of the newly created certificate
openssl x509 -subject -noout < dovecot.pem

subject= /C=US/ST=Tennessee/L=Knoxville/0O=Red Hat,
Inc. /0U=GLS/CN=stationX.example.com/Email=root@station¥ example.com

Move the dovecot . pem file to the /usr/share/ssl/private directory:

cp /usr/share/ssl/certs/dovecot pem /usr/share/ssl/private

4. Enable IMAPS and test your server

Edit the /etc/dovecot . conf file and add imap imaps tethe protocols line,

service dovecot start (or restart)
mutt -f {student@stationX.example.com}

Notice that you are presented with information about the machine you are connecting to, This allows you to verify the
server's certificate manually since we are using a self-signed server certificate. Clients are usually unable to verify self

signed certificates.

Deliverables:

1 You are using SSL as a transport for IMAP.

Copyright © 2005 Red Hat, inc. 2005-03-01
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Sequence 2: Using SSH for Encrypted Communications

Scenario A

alice and bob are users on possibly different stations who would like to establish account equivalency In other words,
alice would like to be able to access bob ' s account without needing to issue a password, and vice versa You will use

ssh to provide this equivalency

This sequence will refer to stationX, which contiaines the user alice, and stationY, whick comtains the user bob.
When perfor ming this lab, you will need to adjust the steps so the hostnames reflect your situation I you are working with
apariner stationX and stationY would be the respective machine names of vou and your pavtner. If you are using
a single machine. both hostnames may be replaced with localhost

1 Have roct onbob' s machine ensure that the sshd daemon is running

[root@stationY]$ service sshd start
[root@stationY]$ service sshd status

2 Ifalice knows bob' s password, she can use ssh to access his account Note that all transactions with bob ' s
account are encrypted, including the password exchange. As alice, run the following commands, supplying bok ' s

password when appropriate.

[alice@stationX]$ ssh bob@stationY 1s /tmp
[alice@stationX]$ ssh bob@stationY

[alicedstationX]$ scp bob@stationY:/etc/services
[alice@stationX]$ scp -r bob@stationY:/ete/xinetd. d .

3 Assuming that alice and bob would like a more secure authentication scheme, have alice generate an ssh
public/private key pair. Note that ssh-keygen should be invoked with the —+ command-line switch, so that keys
appropriate for the DSA algorithm are generated. Have alice exarmine her private key {1d_dsa) and public key

(id_dsa.pub).

[alice@stationXj$ ssh-keygen -t dsa
[alice@stationX]s 1s ~/.ssh
[alice@stationX]$ less -/.ssh/id dsa
[alice@stationX]$ less -~/.ssh/id dsa.pubk

Choose default options for key locations. Also choose a mull passphrase by pressing <ENTER> when prompted

4. Have alice mail bob a copy of her public key. Have bob save a copy of the public key as the file
-~/ .ssh/authorized keys.

[alice@stationX]$ mail -s "my key" bob@stationY < -/.ssh/id dsa.pub

{bob@stationY]$ mail

Mail version 8.1 6/6/93. Type ? for help.
"/var/spocol/mail/bob”: 1 message 1 new

>N 1 alice@stationY.exa Sun Sep 24 23:00 71/3947 "my key"

& w alices key

EEE NP R Trmrr® [ 3lmrs +4 % 1
IEsEs K8y JRew Tl1le;

0]
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[bob@stationY]$ mkdir -~/.ssh; chmod 700 ~/.ssh
[bob@stationY]$ cat alices_key >> -~/.ssh/authorized keys
[bob@stationY]$ chmod 600 ~/.ssh/authorized keys

5. Assuming all picces are in place (i.e, bob now has a copy of alice' s public key in his list of authorized keys),
alice should now be able to access bob ' s account without needing to supply a password.

falicefistationX]l$ ssh bobfstationY id
501 {bob) gid=501(bob) groups=501 (bceb)

[alice@stationX]$ ssh bobRstationY tar cvzf - /home/bob > \
/tmp/bob.stationb. tgz

If things are not properly configured, s sh will fall back to password authentication, and prompt alice fora
password. There are several steps you can take to help debug the situation. First, examine /var/log/messages
and /var/log/secure on the server for helpful information. Second, use the -v command-line switch with the

ssh client This will output useful debugging information.

6. Perform the equivalent configuration for bob, so that he has accessto alice ' s account

Scenario B

If someone should find a way to get alice 's private key, they would be indistinguishable from alice. A passphrase
associated with alice 's key would prevent this confusion, but then "she” (you) must enter a passphrase for the
commands above in Task #6. ssh-agent/ssh-add allows us to enter a passphrase only once per "session " (Note: the

following

Have alice generate a new key, this time with a passphrase, When asked if you want to overwrite id_dsa answer yes.

1
Use a passphrase of your own choosing ... of at least 6 characters.

[alice@stationX]$ ssh-keyvgen -t dsa
2 Send bob a copy of your newly generated public key Refer to Task #4 in Scenario A if you need help.

As alice, enter the commands in Scenario A, Task #5 Netice that now you are prompted for the passhrase for
/home/alice/.ssh/id_dsa

4 Start the ssh-agent running by typing the command:

[alice@stationX]$ssh-agent
SSH AUTH SQCK=/tmp/ssh-BEKcxu452C/agent.4520; export SSH_AUTH SOCK;

SSH_AGENT PID=4521; export SSH_AGENT_PID;
echo Agent pid 4521;
[alicelstationX]s

If this command fails try: eval 'ssh-agent' or ssh-agent bash.

Provide your ssh-agent with the key for /home/alice/.ssh/id_dsa You will be required to.enteryour ..

passphrase s0 ssh-agent cai access the key,
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falice@lstationX]$ ssh-add
Enter passphrase for /home/alice/.ssh/id dsa: <enter your passphrase>

Identity added: /home/alice/.ssh/id dsa (/home/alice/.ssh/id_dsa)

5  Asalice, enter the commands in Scenario A, Task #5 Notice that now ssh—agent is able to reply to the
challenge provided by stationY No passphiase is required

Note: if alice is logged in at a RHEL graphical user interface{(GUI), then the previous Scenario will play out as
described However, if all she has is a text terminal session, then before executing ssh~add in Task #4, first mn;

[alicelstationX]$ ssh-agent bash
This will "wrap" the bash shell with the ssh-agent utility

What makes the RHEL GUI so SSH fiiendly? The desktop sessions are similarly "wrapped" as the bash shell is in the
previous command example. In fact, as described in the Unit notes, by selecting from the "Red Hat Menu"-
>Preferences->More Preferences->Sessions->Start Up Programs, and selecting the "Add" button the following dialog
is displayed. Enter the path to ssh-add as shown, then save and close the dialog.

™

W LasRinns

Programs |

|| Session Optionis | Cu Stanup.

Addifional startup Emgram

||| startup Command: |just
Tl
LEoy

fwi o
S S

Drder: %EE;

L

4 Help

Logout alice and login again After the initial "splash screen” is displayed, a dialog will display asking for alice's
SSH passphrase. All SSH connections spawned from processes within this X11 session will be provided the
passphrase. . you can even skip Step #4 above
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Scenario C

alice has established public key authenticated shefl access to boh' s account  She would now like to securely access
the (plaintext) web server that is running on bob ' s machine.

1 Ensure that a webserver is running on bob ' s machine If not, as root on bob' s machine, install and start the web
server.
[aliceRstationX]$ links http://station¥/

2. Using ssh, have alice connect to bob's account, and as a side effect, establish an encrypted tunnel between
alice's port 12345 (or any other unused port) and bob ' s webserver (port 80).

[alice@stationX]$ ssh bob@stationY -L 12345:station¥Y:80
(and fi om another terminal )
[alice@stationX]$ links hittp://localhost:12345

alice should see the same web page in both step 1 and step 2 In step 1, however, data traveled from the webserver
toalice's links client in plaintext, and were subject to packet spiffing In step 2, packets traveled from the web
server, throughbob's ssh daenon, across the network in ciphertext to alice's ssh client, and then deciphered

and passed to alice’s links dlient

Deliverables:

1. Users bob and alice are using SSH secured communications.
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Appendix 1

Software Installation

In this course, you will be asked to configure software that may not be installed on the system. Below are a few simple
methods to locate and install required packages.

Using NFS (may use the "*" wildcard in RPM name)

mkdir /mnt/serverl
mount -t nfs -0 xo serverl:/var/fitp/pub/ /mnt/serverl

rpm -Uvh /mnt/serverl/RedHat/RPMS/<package-name>
Using FTP (may use the "*" wildcard in RPM name)
rpm -Uvh ftp://serverl/pub/RedHat/RPMS/<package-name>

Using HTTP (may NOT use the "*" wildcard in RPM name)

rpm -Uvh http://serverl/pub/RedHat/RPMS/<package-name>

Always verify that intended installations were successful, especially when using the wildcard character!
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