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l Welcome

Please let us know if you have any special needs while at our training
facility.

Far use only by a sludent enrolled in a Red Hat training course laught by Red Hat, ine or a Red Hat Cerfified Traning Partnar, No part of this publication may ba photocopied,
duplicated, storedin a retriaval system, or otherwise reproduced without prior written consent of Aed Hat, Inc I you bkelieve Red Hat training materials are baing improperly used

copied, or distributed please email <craining®@redhat coms o phone toll-free (USA) +1 (868) 626 2994 or +1 (919) 754 3700,

Phone and network availability

Please only make calls during breaks Your instructor will show you which phone to use, Network access
and anatogue phone lines may be available; your instructor will provide information about these [acilities
Please turn pagers to silent and cell phones off during class

Restrooms

Your instructor will notify you of the location of these facilities

Lunch and breaks

Your instructor will notify you of the areas to which you have access for lunch and for breaks
In case of Emergency
Please let us know if anything comes up that will prevent you from attending.

Access

Each facility has its own opening and closing times. Your instructor will provide you with this
information.

Allrights reserved. ‘Welcome! Page xi



Participant Introductions

Please introduce yourself to the rest of the class!
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Copyright

* The contents of this course and all its modutes and related materiais, including handouts
to audience members, are Copyright @ 2006 Red Hat, Inc.

* No part of this publication may be stored in a retrieval system, transmitted or reproduced
in any way, including, but not limited to, photocopy, photograph, magnetic, electronic or
other record, without the prior written permission of Red Hat, Inc.

* This instructional program, including all material provided herein, is supplied without any
guarantees from Red Hat, Inc. Red Hat, Ihc. assumes no liability for damages or legal
action arising from the use or misuse o contenis or detaiis contained herein.

* If you believe Red Hat training materials are being used, copied, or otherwise improperly
distributed please email training @ redhat com or phone toll-free (USA) +1 866 626 2994
or+1 919 754 3700

Faor use only by a student enrolled in a Red Hat tralning caurse taught by Red Hat, Inc or a Aed Hat Certified Traning Partner, No part of 1his publication may e photocopied,
duplicated, stored in a retrieval system, or otherwise repraduced withaut psior wiitten ¢onsent of Red Hat, Inc. If you believe Red Hat training materials are baing improperly used
copied or distributed please email <training@redhat com> or phone toll-free (USA) +1 (868} 626 2984 or +1 [919) 754 3700
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Red Hat Enterprise Linux

* Enterprise-targeted operating system

* Focused on mature open source technology

* 12-18 month release cycle
» Certified with leading OEM and 1SV products

» Purchased with one year Red Hat Network subscription and support
contract
« Support available for seven years after release

« Up to 24x7 coverage plans available

Faor use oniy by & student enrofled in 2 Red Hal trmining course taught by Red Hel. Inc or a Aed Hat Certified Traning Fartner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or otherwise repraduced without prior wrilten consent of Red Hat, Inc. [f you believe Red Hat training materfals are being improperly used
copied or distribuied please emali ctraining@radhat coms= or phone toll-fras {USA) +1 (866) 626 2894 or +1 (518} 754 3700,

About Red Hat Enterprise Linux

The Red Hat Enterprise Linux product tamily is designed specifically for organizations planning to

use Linux in the production seitings. Al products in the Red Hat Enterprise Linux family are built on
the same software foundation, and maintain the highest level of ABI/API compatibility across releases
and errata. Extensive support services are available: a one year support confract and Update Module
entitlement to Red Hat Network are included with purchase. Various Service Level Agreements are
available that may provide up to 24x7 coverage with gnatanteed one hour response time. Support will be

available for up to five years after a particular release

Red Hat Enterprise I inux is released on a twelve to eighteen month cycle. It is based on code developed
by the open source community and adds performance enhancements, intensive testing, and certification on
products produced by top independent software and hardware vendors such as Dell, IBM, Fujitsu, BEA,
and Oracle The longer release cycle allows vendors and enterprise users to focus on a commonn, stable
platform and to effectively plan migtation and upgrade cycles. Red Hat Enterprise I inux provides a high
degree of standardization through its support for seven processor architectures (Intel x86-compatible, Intef
Ttanium 2, AMD AMD64/Intel EM641, IBM PowerPC on eServer iSeries and eServer pSeries, and IBM

mainframe on eServer zSeries and 5/390).
Currently, on the x§6-compatible architecture, the product family includes:

Red Hat Enterprise Linux AS: the top-oi-the-line Red Hat Entezprise Linux sotuetion, this product supports
the ‘Iarges_t x86-compatible servers and is available with the highest levels of support.

Red Hat Enferprise Linux ES: for entry-teve! or mid-range departmental servers Red Hat Enterprise
Linux ES provides the same cote capabilities as AS, tor systems with up to two physical CPUs and up to 8
GB of main memory.

Copyright © 2006 Fie‘d_ Hai, g, — — - — . e e i e HH033‘HHEL472“2006{}221' ..
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Red Hat Enterprise Linux WS: the desktop/client partiier for Red Hat Enterprise Linux AS and Red Hat
Enterprise Linux ES on x86-compatible systems Based on the same development environment and same
software core as the server products, Red Hat Enterprise Limix WS does not include some network servet
applications. It is ideal for desktop deployments or use as a compute node in a HPC cluster environment

Copyright © 2006 Fed Hat, Inc. A RH033-RHEL4-2-20060221
All rights reserved Introduction Page xvi




Red Hat Network

* A comprehensive software delivery, system management, and
monitoring framework
« Update Module: Provides software updates
* Included with all Red Hat Enterprise Linux subscriptions

= Management Module: Extended capabilities for large deployments
* Provisioning Module: Bare-metal installation, configuration management, and

multi-state configuration rolilback capabilities

Far use only by a student enrclied in a Red Hat training course tavght by Red Hat, Inc. or a Red Hat Certiied Traning Partner. No part of this publicaticn may be photocopied,
duplicated, stored in a retrieval system, or otherwise reproduced withou? prior written consent of Red Hat, Inc. If you believe Red Hat training materials are being improperly used,
copied, or distributed please emal <training@redhat .com> or phone toll-free {USA) +1 (365) 526 29594 or +1 (918} 754 3700

Red Hat Network

Red Hat Network is & complete systems management platform. It is a framework of modules for easy
software updates, systems management, and monitoring, built on open standards. There are currently four
modules in Red Hat Netwok; the Update Module, the Management Module, the Provisioning Module,
and the Monitoring Module. '

The Update Module is included with all subscriptions to Red Hat Enterprise Linux. It allows for easy
software updates to all your Red Hat Enterprise Linux systems

The Management Module is an enhanced version of the Update Module, which adds additional
functionality tailored for large organizations These enhancements include system grouping and set
management, multiple organizational administrators, and package profile comparison among others, In
addition, with RHN Proxy Server or Sateilite Server, local package caching and management capabilities

become available.

The Provisioning Module provides mechanisms to provision and manage the configuration of Red

Hat Enterprise Linux systerns throughout their entire life cycle. It suppotts bare metal and existing

state provisioning, storage and editing of kickstart files in RHN, configuration file management and
deployment, mulii-state 1ollback and snapshot-based recovery, and RPM-based application provisioning
if used with RHN Satellite Server, support is added for PXE bare-metal provisioning, an integrated
network tree, and configuration management profiles.

RHO33-RHEL4-2-20060221---
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Red Hat Desktop

* High-quality, full-featured client system based on Red Hat Enterprise

Linux
« includes desktop productivity applications

* Available in packages of 10 or 50 units for mass deployments of
desktop systems

» Clients entitled to RHN Management Module

+ Package may also include RHN Proxy Server or Satellite Server

For use only by a student enrolled in a Red Hat training course taught by Red Hat, Inc or a Red Hat Certified Traning Partner. No pan of this publication may be photocopied,
duplicated, stored in a retrieval system, or otherwlse reproduced withaut prior written consent of Red Hat, Ine. If you believe Red Hat training materfals are being improperly used,
copled, or distributed please emall <trainingdradhat com> or phone toll-free (USA) +1 (866) 626 2934 or +1 (918) 754 3700

Red Hat Desktop

Red Hat Desktop is the latest addition to the Red Hat Enterprise Linux product family. It provides a
high-quality, full-featured client system suitable for user in a wide range of desktop deployments. Red
Hat Desktop includes integrated third party applications including Adobe Acrobat Reader and plugin,
Macromedia Flash plugin, Citrix ICA client, Java (IBM and BEA) and plugin (IBM}, and Real Player.
Red Hat Desktop shares the same primary product features as the rest of the Red Hat Enterprise Linux
family, including a twelve to eighteen month release cycle and one year of bundled software updates and

suppoit (annually renewable for the life of the product).

Red Hat Desktop provides mechanisims to help manage and secure large desktop deployments. It is
available in packages of either 10 or 50 units for mass deployment of consistently managed clients.
Client systems are bundled with Red Hat Network Management Module entitlements for improved
manageability In addition, packages may include either Red Hat Network Proxy or Red Hat Network
Satellite Server (with a Red Hat Enterprise Linux AS, Premium Edition entitlement) to ensure the highest

levels of manageability and security.

Red Hat Desktop is currently available for client systems based on either the Intel x86 or the AMD
AMD64/Intel EN64T processor architecture with a single CPU and up to 4 GB of main memory.

Copyright @ 2006 Red Hat, inc. RH033-RHEL4-2-20060221
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Red Hat Applications

* Open source applications provided separately from Red Hat Enterprise

Linux
» Include a range of support options
* Installation media and updates provided through Red Hat Network
« More information on specific products at
http://www . redhat . com/software/rha/

For use only by & student enrolted In a Red Hat irafining caurse taught by Red Hat, Inc. or a Red Hat Certitied Traning Partner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or clherwise reproduced without prier writtan consent of Red Hat, Inc If you believe Red Hat training materials are being improperly used

copied, or distril please email dhat .zam> of phone tell-free {USA) +1 (868) 626 2994 or +1 (979) 754 3700,

Red Hat Applications

Red Hat offers a number of additional open seurce application products and operating system
enhancements which may be added to the standard Red Hat Enterprise Linux operating system As with
Red Hat Enterprise I inux, Red Hat provides a range of maintenance and suppott services for these add-on
products. Installation media and software updates are provided through the same Red Hat Netwotk
interface used to manage Red Hat Enterprise Linux systems The Red Hat Applications product family
includes software for high availability clusters of Linux systems, sofiware development, and management

of web content

For more information on specific products which are currently available, please visit
http://www redhat.com/software/rha/

- Copyright ©2006 Red Hat, Inc.~ — = = = S e - RHO33-RHEL4-2-20060221 -
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The Fedora Project

» Read Hat sponsored open source project

* Focused on latest open source technology
* Rapid four to six month release cycle
* Available as free download from the Internet

= An open, community-supported proving ground for technologies which
may be used in upcoming enterprise products

* Red Hat does not provide formal support

Far use anly by a studant snrolled in a Red Hat training coursa taught by Red Hat, Ine. or a Aed Hat Certifled Traning Partner. No part of 1his publication may be photacopisd,
dupiicated, stered in a retrieval system, or otherwise reproduced without prior writter: conseni of Red Hat, Inc if you believe Red Hat training materials are being improperiy ussd

capied. or distributed please email <training@redhat. ¢om> or phone toll-free (USA) +1 (866) 526 2984 or +1 {918) 754 3700

Abour the Fedora Project

The Fedora Project is a community supported open source project sponsored by Red Hat intended

to provide a rapidly evolving, technology-driven Linux Distribution with an open, highly scalable
development and distribution model. It is designed to be an incubator and test bed for new technologies
that may be used in later Red Hat enterprise products The basic Fedora Core distribution will be available

for free download from the Internet

The Fedora Project will produce releases on a short four to six month release cycle, to bring the latest
innovations of open source technotogy to the community. This may make it attractive for power users
and developers who want access to cutiing-edge technology and can handle the 1isks of adopting rapidly
changing new technology. Red Hat does not provide formal support for the Fedora Project.

For more information, visit http://fedora redhat .com

Copyright © 2006 Red Hat, Inc. RHO33-RHEL4-2-20060221
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Classroom Network

Names IP Addresses
Our Network example com 192.168.0.0/24
Our Server servert.example.com 192.168.0 254
Qur Stations stationX example.com 192.168.0 X
Hostile Network cracker.org 192.168.1.0/24
Hostile Server servert.cracker.org 192.168.1 254
Hostile Stations stationX.cracker.org 192.168.1.X
Trusted Station trusted cracker.org 192.168.1.21

8

duplicated, stored in a refrieval system, or otherwise reproduced without prior written consent of Red Hat, Inc If you believe Red Hat tralning materials are being Improperly used
copied. or distributed please email <trainingdredhat coms or phone toll-ires {USA) +1 (B66) 626 2994 or +1 {918) 754 3700

. ----COhyﬁght@-QﬂOG Red Hat, ING, - o oo o o e - RHO33-RHEL4-2-20060221
Al rights reserved. Introduction Page xxi




I Objectives

* A Red Hat Enterprise Linux user who can be productive in using
and customizing his or her own Red Hat Enterprise Linux system for
common command-line processes and desktop productivity roles

For use only by a student enrclled in a Red Hat fraining course taught hy Red Hat, Inc. or a Red Hat Cerlified Traning Partner. No part of this publication may be photecapied,
duplfcated, stored in a retrlsval system, or otherwise repreduced withaut prior written consent of Red Hat, Inc. If you believe Aed Hat training materials are being improperiy used
copied or disiributed please email <training@redhat com=> ¢r phene toll-free (USA) +1 (865) 526 2994 or +1 (919) 754 3700

A person who has completed RH0O33 will have practiced the basic skills required to be a productive Red
Hat Linux user These skills include:

+ File and directory operations

= Understanding users and groups

+ Standard I/O and pipes

*  String processing

» Managing processes

»  bash shell operations '
= The graphical environments in Red Hat Enterprise T inux

+ Printing and Mail

» Basic networking tools f? (G tKﬁ, <€
+ The vi editor

¢ System tools

* Red Hat Linux installation

RHO33-RHEL4-2-20060221
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Audience and Prerequisites

* Audience: Users new to Linux and UNIX; users and administrators
transitioning from another operating system

* Prerequisites: User-level experience with any computer system; use of
mouse, menus, and any graphical user interface

10
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Unit 1

Overview
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I Objectives

Upon compietion of this unit, you shouid:

* Understand UNIX/Linux history and principles

* Be familiar with Open Source licenses

* Understand the significance of Red Hat Enterprise Linux
* Be able to use Linux’s graphical environments
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UNIX History

+ First version created in Bell Labs - 1969
* AT&T licenses source code for low cost
» Trademarks UNIX name, "UNIX" name closely held
» licensees must create new name for their operating systems

» Many UNIX "flavors" emerge

Far use only by a student enrolled in & Red Hat training course taught by Red Hat, Ine or a Red Hat Certitied Traning Pariner. No pan of this publication may be photecopled,
duplicated, stored In a retrieval system, or otherwise repraduced without prior written consent of Red Hat, Inc. it you believe Red Hat training materials are being improperiy used,
copied or distributed please emaif <training@redhat com> or phone toll-free (USA) +1 (866} 626 2094 or +1 {919) 754 3700

Bell Labs

UNIX was originally developed for internal use at AT&T by researchers Ken Thompson and Dennis
Riichie AT&T licensed the source code, widely allowing many compantes to medify and produce
UNIX-like operating systems Because AT&T held the UNIX name, other companies had to create
their own names to brand the modifications and additions they had made: AIX from IBM, HF/UX from

Hewlett-Packard, SunQS {later Solaris) trom Sun, and IRIX from SGI

UNIX flavors

These many flavors of UNIX operate in a similar manner. At the shell prompt, most offer the same
standard utilities and commands, although the parameters a command uses may vary from system
to system. One can compare UNIX to cars; there are many different makes and models of cars, but
fundamentally they all work and are operated the same way, though there are minor ditferences
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UNIX Principles

* Everything is a file {(Including hardware)

* Configuration data stored in text

* Small, single-purpose programs

* Avoid captive user interfaces

= Ability to chain programs together to perform complex tasks
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Everything is a file

UNIX systems have many powerful utilities designed to create and manipulate files The UNIX security
model is based arcund the security of files By treating everything as a file, a consistency emerges. You
can secure access to hardware in the same way as you secure access to a document

Configuration data stored in text

Text is a universal interface, and many UNTX atilities exist to manipulate text, Storing contiguration
in text allows an administrator to move a configuration from one machine to another easily. There are
several revision control applications that enable an administrator to track which change was made on a
patticular day, and provide the ahility o roll back a system configuration to a particular date and time.

Small, single-purpose programs

UNTX provides many small utilities that perform one task very well. When new functionality s required,
the general philosophy is to create a sepatate program - rather than to extend an existing utility with new
features

Avoid captive user inferfuces

Interactive commands are rare in UNIX Most commands expect their options and arguments ta be typed
on the command line when the command is launched. The command completes normally, possibly
producing output, or generates an error message and quits Interactivity is reserved for programs where it
makes sense, for example, text editors (of course, there are non-interactive text editors too.) .

Ability to chain programs together to perform complex tasks

foranother, This gives

A core design feature of UNIX is that the cutpul of one program can be the mpat’
the user the flexibility to combine many small programs together to perform o larger, more complex lask.
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GNU Project/ FSF

* GNU Project started in 1984

» Goai: Create a "free" UNIX clone
« By 1990, nearly all required userspace applications created

» gcc, emacs, etc /‘/L S//é |
* Free Software Foundation
* Non-profit organization that manages the GNU project

f iofm[&f < ol 4~
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Whar is free software?

The term "free software” may have a different meaning than you expect The term doesn't refer to the cost
of the software, buf the tfact that end user has the freedom to modify and change the program. The GNU

web site reads, in part:
To understand the concept, you should think of "free speech”, not "free beer "

"Free software” refers to the users' freedom to run,copy, disiribute, stody, change and
improve the software More precisely, it refers to four kinds of freedom, for the users of the

software:
The freedom to run the program, for any purpose (freedom 0)

The freedom to study how the program works, and adapt it to your needs (freedom 1}. Access
to the source code is a precondition for this

The freedom to redistribute copies so you can help your neighbor (freedom 2).

The freedom to improve the program, and release your improvements to the public, so that
the whole community benefits (freedom3) Access to the source code is a precondition for

this.

A program is free software i users have all of these freedoms.Thus, you should be free to
redistribute copies, either with or without modifications, either gratis or charging a fee for
distribution, to anyone anywhers.

{http://www.gnu org/philosophy/free-sw.html)
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GPL - GNU General Public License

* Primary license for Open Source software
Y P

* Encourages free software
* Enhancements and changes to GPL software must also be GPL

» Often cailed "copyleft"

» "All rights reversed”
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Open Source Licenses

Most of the utilities and applications included with Red Hat Linux are also covered by the GPL. One
major exception is the X Window System, which has its own Terms and Conditions. The text of the GPL

can be found at hitp://www gnuo.org/copyleft/gpl html
A few applications have their own licensing agreements, which must be agreed to before they can be used.

Software developers (and others) who use code from BSD will need to agree to abide by the terms of the
Berkeley Software Distribution. Visit http://www bsd.com for more information

All of the software contained in Red Hat inux is free for end users. Howevet, if you are going to be
developing commercial applications, or wish to redistribute some of the software in the distribution, read

the appropriate licenses and agreements first. . ¢
¢ at qéLL— boxt a7 SC ,Sljﬂﬁ/c/
§&LH<C‘3 CQC/ &
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Linux Origins

* Linus Torvalds
* Finnish college student in 1991

* Created Linux kernel
e Linux kernel + GNU applications = complete, free, UNIX-like OS
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The beginnings of Linux
Linus Torvalds anpounced [inux in the comp os minix newsgroup in August, 1991:
From: tbrv_alds@klaava.Hclsinki.FI (Linus Benedict Torvalds)
Newsgroups: comp 08 minix
Subject: What would you like to see most in minix?
Summary: small poll for my new operating system

Message-11: <1991 Aug25 205708 9541 @klaava Helsinki FI>

Date: 25 Aug 91 20:57:08 GMT
Organization: University of Helsinki

Hello everybody out there using minix -

I'm doing a (free) operating system (just a hobby, won't be big and professional like gnu) for
386(486) AT clones This has been brewing since april, and is starting to get ready. I'd like
any feedback on things people like/dislike in minix, as my OS resembles it somewhat (same
physical layout of the file-system (due to practical reasons) among other things)

I've currently ported bash{1 08) and gce(1.40), and things seem to work This implies that I'll
get something practical within a few months, and I'd like to know what features most people
would want. Any suggestions are welcome, but I won't promise I'll implement them :-)

Linus (torvalds@kruuna helsinki fi)

. PS.Yes - ir's free of any minix code, and it has a mulii-threaded fs. It is NOT portable {uses
386 task switching eic), and it probably never will support anything other than AT-harddisks,

“as that's all I have :-( /</((_ /
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Why Linux?

* Fresh implementation of UNIX APls

* Open Source development model

» Supports wide variety of hardware

» Supports many networking protocols and configurations

* Fully supported
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Linux is a UNIX-like O5

Linux is as similar to UNTX as the various UNEIX versions are to each other. Conceptually, anything that
can be done with another version of UNIX can be done with the Linux operating system, although the

means may vary slightly.
Multi-user and multi-tasking

Linux is a multi-user and malti-tasking operating system That means that more than one persen can be
togged on to the same Linux computer at the same time. (Of course, each user needs his own terminal )
The same user ¢ould even be logged into their account from two or more terminals at the same time.
Linux is also multi-tasking: a user can have more than one process (program) executing at the same time

Wide hardware support

Red Hat I inux supports most pieces of modein x86-compatible PC hardware. In the eatly days of Linux,
hardware support was limited; today, Linux support has become a checklist item for hardware vendors.
Fully supported

Red Hat Linux is a fully supported distribution. Red Hat Inc. provides many support programs for the
smallest to the largest companies

RHO33-RHEL4-2-20060221
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Red Hat Enterprise Linux

* A distribution of Linux
= Custorn version of a recent Linux kemel
« Utilities and applications
« Installation and configuration software

» Support available
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copied or distr please email <
Whar is Red Hat Enterprise Linux?

Red Hat Enterprise Linux (RHEL) is a collection of sofiware packages, including network services,
applications and installation and configuration software, all based around a rigorously tested, recent
version of the Linux kernel. Such software collections are called "distributions" of Linux

One of Linux's strengths lays in its versatility There are hundreds of active Linux distributions, each of
which survives by adding value to the base operating system for a particular niche audience

Red Hat adds value for Enterprise customers through packaging, engineering, and quality assurance . Red
Hat backs up Red Hat Enterprise Linux with comprehensive technical support and a complete range of
services, training, and consulting Because of the enormous number of RHEL systems in use around the
world, Red Hat acts as a standardizing force in the diverse Linux community
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Recommended Hardware Specifications

* Pentium Pro or better with 256 MB RAM or
* 64-bit Intel/AMD with 512 MB RAM

« 2-6 GB disk space

* Bootable CD

 Other processor architectures supported

+ [tanium 2, IBM Power, IBM Mainframe
10
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What you will need to Run Red Har Enterprise Linux

Linux can run on very modest hardware such as 386 processors with only a few MB of RAM. Red Hat
Enterprise Linux, however, is optimized for more powerful hardware. The code shipped on RHEL is
compiled for Pentium Pro or better processors {as well as some other enterpiise-level architectures)
and will not 1un on older CPUs. While it might run on relatively limited hardware, RHEL will perform
opiimally on systems with faster processors, more RAM, and larger/faster disk drives.

In some cases, warning or error messages may appear during the install process telling the user that
the hardware setup is either unsupported (due to limited RAM size for instance) or just not compatible
Incompatibility is typically caused by processors for which Red Hat's code has not been compiled, such as

an original Pentium or older processor.

For systems incorporating the X Window System GUI, a mouse is also required and systems that are part
of a network will need a network card and/or 2 modem

The recommended hardware required by RHEL is relatively minimal, but it is important to consider the
task at hand. While a 800 MHz Pentium IIT machine {(which meets the minimum requirements) could
function quite nicely in a small office environment, a large scale operation serving hundreds or thousands

of users will certainly require more powertul hardware.
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I Local Logins

* Text-mode login at virtual consoie

* Graphical login
"
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Logging in

Access to a system requires authentication The most common method used to authenticate a user is a
login process, by entering a valid user name and password When logging in at the system console, you
are presented either a text-based or graphical login In either case, you'll be presented with a prompt for
your login name, followed by a prompt for your password. If either is entered incorrectly, your login will
be rejected. If both are entered correctly, you will be logged in

What you see next will depend upon a number of things If your system is text-based, you will have a
command prompt, probably ending in a dollar sign ($) For example:

localhost login: bob

Pagsword:

Last login: Mon Sep 15 19:30:46 on :0
[bob@localhost bobl$

Notice that your password is not displayed when typed

On systems that boot directly into The X Window System, what you see depends on the display manager
being used. The default display manager for Red Hat Linux is gdm, the GNOME Display Manager

- Copyright © 2006 Red Hat, inc: - AHO33-RHEL4-2-20060221 - - =
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Virtual Consoles

» Multiple non-GUI logins are possible through the use of virtual
consoles

* There are by default 6 available virtual consoles

¢ Available through Cir-Alt-F[1-6]

« If X is running, it is available as Ctr-Al-F7

12
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Virtual Consoles

The virtual consoles enable a user to have multiple logins even when not using an X window system.
They provide full screen, non-GUI access to the system The virtual console available through Cirt-Alt-F7

runs the X window system when X is running

You can scroll at the virtual consoles by using Shift- Pglp and Shift- PgDin. Be aware that the scroll
huffer is stored in video memory, so if you change virtual consoles, the scroll buffer will be lost.

Copywright © 2006 Hed Hat, inc.
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The Xorg GUI Framework

» Modern, free implementation of XFree86
» Highly flexible framework for displaying graphical applications and

environments
» Completely network-transparent client/server architecture

* System can be configured to present a graphical login screen on

Cir-AI-F7 e 57( y 67( )

ian may be
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The X .Org system is the foundation for the graphical user interface(GUI) on Red Hat Enterprise L inux.
It is based on the older Xfree86 framework, in use on most flavors of Unix, and maintained by the X
Consottium at http://www x org. The goals of X Org include a faster and more open development model
than Xfree86, support for a wide variety of video cards and input devices and the development of a
highly modular and flexible graphical framework for Unix and Linux More information on the project is

available at http://xorg freedesktop.org

It is important to understand X's relationship to what you see on the screen. X does not define how
anything should look or behave. Instead, X focuses on providing a standard way in which applications,
called X clients, may display, or "write” on the screen The X server is the program that speaks through
your video hardware . Any application that wants to communicate through the display is an X client.

The visual effects of a mouse cursor {an arrow, or pointing hand) selecting a link on a web page are X
client activities that spawn X server events that inform the web browser to send an HI'TP request to

the link’s target(or "anchor”). You do not really see the X server, but X clients. X provides the data /O
infrastructure for X clients, like a the human nervous system, it sends messages when "touched” by client

activity

Originally designed as a client and server application suite, X11 nses UNIX-domain or FCP/IP
networking for its operation, where one setver provides many clients--both hardware(hosts and displays)
and software(applications and widgets)--a protocol through which to pass data Expressed in this

design are two layers: a device dependent, hardware layer, and a device independent software layer.

The hardware layer manages the coordination of mouse and keyboard(input} and video card and
display(output). The software layer provides an API as the basis of uniform visual characteristics and

rendering across varied platforms. The combination of both layers provides X chem applicaticns greater
Alsooan K plient running of ond Sysiem candispiay a0

Chardware and operaling system mdependence
any X server running on any operating sysiem, if sutficient access is crmni;d On a single workstation.

the X clients and X server still communicate via the X protocol, but instead of using TCP/IP, they use

Copyrlght@EOOS Red Hat'lng — — = — - P . S L HHOBS-HHEL¢-2~26060221 .
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a high-speed Unix domain socket. For each managed display, this socket is /tmp/ . X11-unix/X#
(where #1is O to the greatest number of permitied connections)
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The Xorg Graphical Environments

* Collections of applications that provide a graphical working
environment with a consistent look-and-feel
* GNOME - The default desktop environment

» KDE - Environment based on the Qt toolkit
14
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Consistent User interfuces

GNOME (GNU Network Object Model Environment) is a user-friendly desktop environment that allows
usets to easily configure and use their computers GNOME includes a panel along the bottom of the

screen for launching applications and displaying information. GNOME also includes a set of applications
and desktop tools. GNOME is a set of standards and conventions that can be used by applications so that

they can comrnunicate and be consistent with each other.

KDE is another user-friendly desktop enviionment provided with Red Hat Linux It's easy to configure
both GNOME and KDE on your Red Hat I inux workstation, and to switch between the two desktops

depending on your preference
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I Starting Xorg

* Nothing needed if system boots to a graphical login. Just authenticate.
* |f system boots to a virtual console login, Xorg must be started
manually

¢ Run starix to manually start Xorg
15
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Consistent User interfaces

GNOME (GNU Network Object Model Environment) is a usei-friendly desktop environment that allows
users to easily configure and use their computers. GNOME includes a panel along the bottom of the
screen for launching applications and displaying information. GNOME also includes a set of applications
and desktop tools GNOME is a set of standards and conventions that can be used by applications so that
they can communicate and be consistent with each other

KDE is another user-fiiendly desktop environment provided with Red Hat Linux It's easy to configure
poth GNOME and KDE on your Red Hat Linux workstation, and to switch between the two deskiops
depending on your preference
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I Changing Your Password

» Passwords should be changed after first login
* In Gnome: Applications->Preferences->Password

"4 * From a terminal: passwd
16
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Choosing a good password

When you first receive your account, a password will be provided so you can log on. You should
immediately change your password! Remember that Linux passwords are case-sensitive.

Valid passwords should adhere to the following rules:
» at least 6 but no more than 255 characters

+ contain at least one non-zlphanumeric character

+ not be based on a dictionary word

+ not be the similar to the current password

+ not be similar to the login id

Before the password can be changed, the cutrent password must be supplied. Of course, any password will
not be displayed You will have to enter your new password twice to ensure that you didn't make a typing
mistake.

Your password can also be changed trom within the Red Hat desktop. From the Applications menu, select
Preferences->Password

If you enter an invalid password, the system will return an eiror message and allow you to try again
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End of Unit 1

» Questions and Answers

* Summary
* UNDX/Linux History
* The GNU General Public License
¢ Red Hat Enterprise Linux

17
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Unit 2

Running Commands and Getting Help
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Objectives

Upon completion of this unit, you should:
* Know how to execute commands at the prompt

* Be familiar with some simple commands
* Be familiar with help resources in Red Hat Enterprise Linux
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Running Commands

* Commands have the following syntax:
* command cptions arguments

* Each item is separated by a space

* Options modify a command's behavior

« Single-letter options usually preceded by -
¢ Can be passed as -a-b -¢ or -abc
* Full-word options usually preceded by --

* Example: --help
* Arguments are filenames or other data needed by the command

» Muitiple commands can be separated by ;
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Interrupting command execution

If you enter a command and don't get a prompt back, the command may be busy executing or may be
waiting for input

To interrupt a command taking too fong to execute, type Clrkc.

Occasionally you might enter & command without an azgument that expects input to come from the
keyboard. In this case, type Ctri-¢ Lo terminate the command (More on this in Unit 8 )

Running multiple commands

You can separate multiple commands on the same line with semicolons. When the first command finishes,
the next one will execute

[student@stationX -1% mkdir backups; cp *.txt backupa/

""""""Copyright © 2006'Red Hat, fric.” -
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l Some Simple Commands

* date - display date and time
» cal - display calendar

For use only by a student enrclled in a Red Hat training course taught by Red Hat, Ing. or a Red Hat Certified Traning Partner. No part of this pubfication may be ghotocopied,
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date prints the system time and date. The format is configurable via an optional formatting string (see
options with date --help) The example below demonstrates this feature

[student@stationX -1$ date

Sun May 5 14:57:05 EDI 2002

[student@stationX -]% date +"Today is %A, %B %d,
Today is Friday, January 06, 2006

It is 12:05:41 PM, ESI.

%Y.%nIt is %r, %Z.°"

cal prints an ASCII calendar of the current month. When given a single numeric atgument, cal will give a
calendar for the given year. Use a four digit year, however, as the command cal 06 will give a calendar for

the year 06, not the year 2006,

Given a month and year as arguments, cal will display the calendar for that particular month. For
example:

[student@stationX ~1% cal 9 2010
September 2010
Su Me Iu We TIh Fr Sa
1 2 3 4
5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30

T1y displaying the calendar for January, 1752
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Getting Help

* Don't try to memorize everything!
* Many levels of help

* whatis

s command --help

+ man and info

* /usr/share/doc/
Red Hat documentation
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For all its advantages, one disadvantage of the command-line interface is the large number of commands
and argnments that the user must take advantage of to use it well. A common mistake made by people new
to the command line is to assume that this requires every little argument to be committed to memery.

In order to be proficient one needn't become a walking database of Linux arcana (though that does tend to
come with time) In fact, while committing regularly-used commands and arguments to memory is always
hetpful, the key to effectively using a command-line operating system is the ability o use the available

resources to quickly look up arguments and techniques that you don't know by heart The following slides

will discuss several such resources
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The whatis Command

» Displays short descriptions of commands
+ Uses a database that is updated nightly
 Often not available immediately after instal

$ whatis cal

cal (1) - dispiays a calendar
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In your explorations of a Red Hat Enterprise Linux system you will periodically encounter a "mystery
command”; that is, 2 command that looks interesting though you are not entirely sure what it does

One way to find out what a command does is, of course, to run it but this can be risky. The whatis tool
provides an easier (and safet) way of getting a quick explanation of what another command does

whatis accepis the name of another command as its only argument It then searches for the given
command name in a database of short descriptions If it finds a match, the description is printed to your
screen Along with the description, whatis prints the command's name and a number in parenthesis. This
number represents the "chapter” of the Linux Manual where more thorough documentation can be found
Forthcoming slides will explain the Linux Manual and the associated man command in more detail

The database that whatis uses is {re)generated automatically every night. This means that on
newly-installed systems whatis will not work at first because the daiabase does not yet exist. The
impatient can generate a database withont waiting for the automatic update by asking an administrator to

log in and run makewhatis as root.

Copyright © 2006 Red Hat, Inc. RHO33-RHEL4-2-20060221
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The --help Option

* Displays usage summary and argument list
» Used by most, but not all, commands

$ date --help

Usage: date [OPTION] .. [+FORMAT] or:

date [-u|--utec]|--universal]l [MMDDhhmm[[CC]IY¥][. g9]]
Dispiay the current time in the given FORMAT,

or set the system date.

..argument list omitted..
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Tust knowing what a command does isn't always enough In order to use a command etfectively you

need to know what options and argaments it accepts and what order it expects them in (the syntax of the
command) Most commands have a --help option This causes the command to print a description of what
it does, a "usage statement that describes the command's syntax and a list of the options it accepts and

what they do

At first glance, usage statements may seem complicated and difficult to read However, they become
much simpler to understand once one is familiar with a few basic conventions:

» Anything in straight braces { []) is optional
* Anything followed by . . . represents an arbitrary-length list of that thing
« If'you see multiple options separated by pipes (| ) it means you can use any one of them

= Text in straight brackets (<) represents variable data S0 <filename> means "insert the filename
you wish to use here”. Sometimes, as in the example in the slide, such variables are simply written in

all caps

So, looking at the first usage statement for the date command:

date [OPTION]... {[+FORMAT]

e wpe thar dare oo Gk nm anonsl Her riene £ T o O VIR RPN SR B NP
WE hCE Lh_r.'.i dale can take an Gl{)ll(}i’lég tisr of OIS < {CPTION] ... FIHIowed Oy an upuuﬁui format

string, prefixed with a +, that defines what you want the date ro look like ({+EFORMAT] } Since both of
these are optional, you will note that date will work even if it is not given options or arguments (it will
.. print the current date and lime using its default formar}.
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Reading Usage Summaries

* Printed by --help, man and others
» Used to describe the syntax of a command
= Arguments in [] are optional
e Arguments in CAPS or <> are variables
» Text followed by .. . represents a list
¢ x|y|z means "xoryorz"

e -akc means "any mix of -a, -b or -¢”

For use orly by a student enrolled In a Red Hat training course 1aught by Red Hat, Inc. or a Aled Hat Certified Traning Partner No part of this pubiication may be photocopled,
duplicated, stored in a retrieval system, or otherwise reproducad without prior written consent of Red Hat, Ine If you belfeve Red Hat training materials are being impreperly used,
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The man Command

* Provides documentation for commands

» Almost every command has a man "page"
* Pages are grouped into "chapters”

« Collectively referred to as the Linux Manual
» man [<chapter>] <command>

For use only by a student enrolied in a Red Hat training course taught by Red Hat, Inc. or a Red Hat Cerlified Traning Pariner. No part of this publication may be photocopled,
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Almost every command (as well as most configuration files and several developer's libraries) on a Red
Hat Entetprise Linux system has an associated man page, which provides more thorough documentation
than the --help option. Man pzges notmally contain sections discussing the following aspects of a

command's usage:

» Tts NAME and a short description of what it does

« A SYNOPSIS of its usage, including available switches
« A longer DESCRIPTION of the command's functionality

+ A swilch-by-switch listing of its OPTIONS

» Any FILES associated with this cornmand
» Any known BUGS in the command
« EXAMPLES, showing how to use the command

» A SEE ALSO section for further reference

The collection of all man pages on a system is called the Linux Manual The Linux Manual is divided into
sections, each of which covers a particular topic, and every man page is associated with exactly one of
these sections. The sections are:

Manual sections

1 | User commands 4 | Special files 7 | Miscellaneous
2 | Systemn calis 5 | File formats 8 | Administrative commands
6. Games : :

3 [ Lihrary calls

Often, Linux commands, calls, and files are reierenced by a name lotlowed by manual seclion number in
-parentheses. For example, passwd (1), which is accessed by running man 1 passwd, refers to the user
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command passwid, whereas passwd (5), accessed by running man 5 passwd, refers to the file format
for /etc/passwd.
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Navigating man Pages

* While viewing a man page
« Navigate with arrows, Pglp, PgDn
» /text searches for text

* n/N goes to next/previous match
* g quits
* Searching the Manual
* man -k keyword lisits all matching pages

* Uses whatis database
10

Far uge only by a student enrolled in a Red Hat training eourse taught by Red Hat, Inc. or 2 Red Hat Certified Traning Partner. Ne part of this publication may be photocopied,
duplicated, stored in a retrieval system, or atherwise reproduced withowt priar written consent of Red Hat, Inc. It you beiieve Red Hat training materials are being improperly used,
copled, or distribuled please email <training@redhat com= or phone toll-free (USA) +1 (866) 626 2994 or +F (919) 754 3700,

Knowing how 1o efficiently navigate and search a man page will save you enormous amounts of
frustration and make you a much more effective Linux user. To search for text in a man page, simply

type a forward slash {/) followed by the term you are looking for and press Enfer. This will highlight
ever instance of the searched-for word and take yowr cursor to the first found instance Pressingn and N
will move you forward and backward one match, respectively. When you are done viewing using man,
press g to quit Later in this class you will learn about a command called less, which is used for displaying
and navigating large amounts of text one page at a time and uses the same commands for moving and ‘
searching. This similarity is not coincidental In fact, when you view a man page, man tiansparently uses

less to display the page
Bui what if you don't know the name of the command you are locking for? You can do keyword searches

and list all commands whose short descriptions match the specitfied keyword using man'’s -k option. Note
that this uses the whatis database, discussed earlier, and so will not be immediately available after a fresh

install.
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The info Command

» Simifar to man, but often more in-depth
* Run info without args to list all page
* info pages are structured like a web site
= Each page is divided into "nodes"
* links to nodes are preceded by *

* info [command]
11
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Many commands, notably the GNU utilities, include an info page to supplement, and in somne cases
replace, their man pages While man pages are usually written as a quick references, rather than thorough
introductions to commands, info pages are often much more verbose and go into more detail (though

sometimes they are just copies of the corresponding man page).

The structure of an info page is similar to that of a website. When the info page for a command is opened,
the reader is presented with the fop node of the info page. The top node usually contains a summary of
what the command does followed by a main menu Each item in the menu is a link to another node of the

page Links are denoted by a preceding asterisk (*).

If you 1un info with no arguments you will be presented with a list links to the top nodes of every
available info page.
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Navigating info Pages

* While viewing an info page

* Navigate with arrows, Pglp, PgDn

» Tab moves to next link

* #nter follows the selected link
n/p /u goes {o the next/previous/up-ong node
» 5 text searches for text (default: last search)

* g quits info
12
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To follow a link within an info page, simply position your cursor over the link and press Enfer. You can
navigate using the arrow keys or jurnp from link to link with the Tabkey At the top of your screen you
will see text indicating the name of your current node, the next and previous nodes in the tree and the node
directly "above" the current one, usually the node you linked from. You can reach these by pressing the n,

D Ot u keys respectively.

To search the text of the current node, press the s key, type the term you are looking for and press Enter.
The next time you type s, yon will see that the last term you searched for is selected by default, so to
search again simply press Enfer If you prefer the navigation keys used by man, such as /, n and N, you
can start Info with the vi-keys argument.
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Extended Documentation

* The /usr/share/doc directory
» Subdirectories for most installed packages
« Location of docs that don't fit elsewhere
* Example configuration files
+ Html/pdf/ps documentation

* License details
13
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Applications often include documentation that does not it the length or the format of a man or info page
While sometimes this will be as simple as a copy of the software's license, it can also contain sample
configuration files, tutorials and even entire books extending the documentation of the application.
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Red Hat Documentation

» Available on docs CD or Red Hat website
* |nstallation Guide
¢ Intro to System Administration
» System Administration Guide
+ Reference Guide
* Security Guide
« Step-by-Step Guide

s, .and more
14
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Red Hat Enterprise [ inux includes a great deal of documentation outside of the material provided by
individual applications. These docs are available in html format and as RPM packages on the RHEL
Documentation CD and at Red Hat's website: http: //www.zedhat com/docs/.

They cover a range of topics from introductory levels to advanced and, unlike more general
documentation available on the Internet, are written specifically for Red Hat Enterprise Linux.
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End of Unit 2

» Questions and Answers
s Summary

* Running Commands

¢ (Getting Help

15

For use only by a student enrolled In a Red Hat training course taught by Aed Hat, Inc or a Red Hat Certitied Traning Pariner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or atherwise reproduced without prior written consent of Red Hat, Ine I you befieve Red Hat training materials are being improperly used
copled, or distributed please emall <training@redkat com> or phone tofl-free (USA) +1 (B66) 626 2994 or +1 (319) 754 3700

Copyright © 2006 Red Hat, Inc ' " RHO33-RHEL4-2-20060221
Allrights reserved. Unit 2 Page 34




Lab 2
Getting Help with Commands

Become familiar with the resources available to you for answering

Goai:
questions about Red Hat Enterprise Linux commands

Estimated Duration: 10 minutes

System Setup: A working, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of student
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Sequence 1: Using the Help Tools

Instructions:

1.

Look at the command-line options tor the man command What man option can be
used to search the name of every manual page for a keyword and list the matches (the

same behavior as whatis)?

What man option can be used to search the name and shott description of every
manual page for a keyword and list the matching pages?

What man option can be used to search the entire text (not just the names and short
descriptions) of the manual for a keyword, displaying the matching pages one at a

time?

Suppose you wanted to view the man page for the basename function of the C
programming language, as opposed to that of the basename command How might you

do that?

HINT: C functions are discussed in chaptet 3 of the manual

What command-line options might you use to cause Is to display a long listing of files
with human-readable size descriptions (ie 6 8M instead of 6819467)7

HINT: You will need two command-line options
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6. Given the usage description below, which of the following would be a syntactically
valid invocation of the command foo?

foo -x|-y -[abcde] FILENAME...

1. foo-x -y -a one.txt
2. foo
3. foo -y -abc one.txt two.txt

4. foo -abc one.txt two.txt three.txt
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Sequence 1 Solutions

1
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man -f keyword returns a list of all man pages that contain keyword in the name,
which is the same thing that whatis keywoxd would do.

man -k keyword will list all manual pages that contain kevwozrd in the name o1
short description.

man -K keyword will display every man page that contains keyword For each
matching page the title will be displayed and you will be asked whether or not you

would like to read it.

man 3 basename would display the man page for the basename {) function from
chapter 3 of the Red Hat Enterprise Linux manual. Just running man basename
would have displayed the page for the basename command, since it appears before

bagename (} in chapter 1.

Is -lh £ilename would display a long listing (-1) with human-readable (-h) sizes.

This usage summary requires exactly one of -x or -y, followed by zero or more of -a,
-b, -c, -d or -e followed by one or more filenames. Thus,

foo -y -abc one.txt two.ixt

is the correct form of the command
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Unit 3

Browsing the Filesystem
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Objectives

Upon completion of this unit, you shouid:

* Know important elements of the filesystem hierarchy
* Be able to copy, move, and remove files

* Be able to create and view files

* Know how to manage files with Nautilus
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Linux File Hierarchy Concepts

* Files and directories are organized into a single-rooted inverted tree
structure

* Filesystem begins at the root directory, represented by a lone /
(forward slash) character.

* Names are case-sensitive

* Paths are delimited by /

Faor use only by a student enrolled in a Red Hat tralning course taught by Red Hat, Ine. or a Red Hal Certified Franing Pariner. No part of this publication may e phetocopied,
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Filesystem Basics
These Linux file hierarchy concepts will be expanded upon in the pages that follow

« Files and directories are organized into a single-rooted inverted-tree structure, including distinct
physical volumes such as floppy disks, CD-ROMSs and multiple hard drives.

¢ The base of the inverted-tree hierarchy is known as root ot / - the top of the file structure.

« A forward slash sepaiates elements of a pathname, for example /usr /bin/X11/X

+ Names in the Linux file hierarchy ate case-sensitive.

» Each shell and process on the system has a designated current or working directory.

» .. refers to the parent directory of any particular directory - one level up in the file hierarchy
+ . refers to the current directory.

+ Files and directories whose names begin with a . are fiidden -- that is, they are not displayed by
default in tilename listings

« A user's path is a list of directories that are searched for commands typed at the command line.
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Some Important Directories

* The home directories

¢ /root, /home/username
* The bin directories

* /bin, /usr/bin, /usr/local/bin

s /sbin, /usr/sbin, /usr/local/ebin
* Foreign filesystem mountpoints

* /mediaand /mnt
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Important locations in the Red Hat Enterprise Linux Filesystem

Every user on a Red Hat Enterprise Linux system has a home directory. This is a directory owned by

the user, over which she has complete control. All of the user's personal files go here, as well as any
user-specific configuiation files In some cases, entite applications can be installed here if they are only
for use by that user When a user iogs in, she begins in her home directory Root's home directory is
/rcot. Most non-root home directories are in the /home tree, usually named after the user. So the home

directory for user jane would be /home/jane/

Programs are often referred to as executables or binaries on a Red Hat Enterprise Linux system. Some
binaries are meant for day-to-day use by all users while others, called system: binaries, are used for
system administration and are often restricted to use by the root user The essential binaries necessary

to hoot and maintain the system reside in /bin for regular binaries and /sbin for system binaries
Non-essential binaries, such as graphical environments, web browsers, office teols and so forth, are
installed in /uszr /bin and /usr/sbin The reason for this split is to minimize the size of the oot
partition On a newly installed system there will also be /usr/local/binand /usr/local/sbin
directories, but they will be empty Third-party software installed by the administrator, such as software
compilted from source code, will usually go in these directories This makes it easier to back up software
that is not part of Red Hat Enterprise Linux when wiping and re-installing a system.

When removable medis, such as a cdrom or floppy disk, is icaded the filesystem on the media is mounfed

into a subdirectory of /media. For example, a cdrom would usually be mounted under /media/cdrom

and you would access that directory whenever you wanted to read a file from the cdrom. Before ejecting
/media/cdrom would have to be unmounted Filesystems that are on non-removable media but are not

- part of the Red Hat Enterprise Linux hierarchy are usually mounted under /mnt. For example, if your
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system dual booted with another operating system like Fedora Core, then the other O8's partitions could
be mounted under /mnt /fedora/

To learn more about the filesystem hierarchy, visit the Filesystem Hierarchy Standard web site at
hitp/fwww pathname com/fhs
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Other Important Directories

* /etc holds system config files

* /tmp holds temporary files

* /boot holds the kernel and bootloader

» /var and /srv hold server data

* /proc and /sys hold system information
» The lib directories hold shared libraries

s /1ib, /fusz/1ib, /usr/local/lib
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Important Locations (continued)

The previous slide discussed some of the directories most immediately refevant to the Red Hat Enterprise
Linux user However, there are a number of other directories worth noting, especially as one moves

toward administrating the system.

It is important to remember that on a Red Hat Enterprise Linux system almost everything is configured by
variables set within plain-text configuration files Most of these files are stored in the /et¢ directory and
its subdirectories In general only root may modify these files. Users can often override system defaults
with configuration files stored in their home directories.

The /cmp directory is world-writable. In other words, any user can add files to this directory 1t is usually
used by applications for storing temporaty data. Once a day the system automatically deletes any files
over seven days old in /tmp and its subdirectories

The first component of Red Hat Enterprise Linux to be loaded at boot time is a special program called
a boot loader. The boot loader is in charge of loading the core of Red Hat Enterprise Linux, called the
kernel, into memory. The boot loader, kernel and supporting files such as the boot loader's configuration

files, are stored in /boct

The /vaz directory contains regularly-changing system files such as logs, print spools and email spools.
It is also used for files being made available by services For example, if you run a web server the html
files being made available will usually reside in a subdirectory of /var /www. In the future, server data ¢
such as this may be moved to the /srv directory so that /var only contains logs, spools and so forth

One very valuable resource for learning more about a Red Hat Enterprise Linux system is the /proc
directory. The files in this directory do not take up space on any disk. Instead they are generated in RAM
_and updated in real-time to represent information about processes, hardware properties and kernel settings.
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The /sys directory contains similar information Using /proc to investigate processes will be discussed
in detail later in this class.

The lib directories contain [ibraries that provide shared code used by many Linux applications. These
libraries make developing and updating software easier. The three 11 directaries are similar 1o the three

ust directories

I Copyr:ght@ ZOOSRe'dHal, frge— = R - . "“HH033~HHEE4-2-20060221'
All rights reserved n - Unit 3 Page 45



l Current Working Directory

* Each shell and system process has a current working directory(cwd)
s pwd
+ Displays the absoclute path to the shell's cwd
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Current working divectory

The current working directory is the directory in which you are currently working When you type pwd at
the command line, the absolute path to your cutrent working directory is displayed. For example:

[student@stationX games]$ pwd
/ugr/local /games
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File and Directory Names

+ Names may be up to 255 characters
» All characters are valid, except the forward-slash
+ it may be unwise to use certain special characters in file or directory names
« Some characters should be protected with quotes when referencing them
« Names are case-sensitive
» Example: MAIL, Mail, mail, and mAiL
+ Again, possible, but may not be wise
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copied. or distri please emall ctraini
Filenames

By default, file names may be up to 255 characters {different restrictions may apply, depending on the
particular configuration of your system)
File names generally consist of letters of the alphabet, numbers, and certain punctuation matks. Al other

characters, except the / character, are valid, but it is often unwise to nse certain special characters in file
names Among the characters to avoid are: > < 2 * "and quotation marks, as well as spaces, tabs and

other non-printable characters

To access a file whose name contains special characters, enclose the {ilename in quotes. For example:

[student@stationX -1}$ 1ls -1 "file name with spaces.txt”

-rw-rw-r-- 1 student student 0 Dec 14 21:48 file name with spaces.txt

Absent the quotes, you would be asking the system to list four different files

File names are case-sensitive This means that FILE is different from £file and File Again, although it
is possible to create these files, it may be unwise to do so, as it may confuse you later
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I Absolute Pathnames

* Absolute pathnames begin with a forward slash
* Complete "road map" to file location
» Can be used anytime you wish to specify a file name
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Using Absolute Pathnames

The location of a directory or file can be specified by either of two methods: by its absoluze pathname or
its relative pathname.

An absolute pathname begins with a slash {/) It contains the name of each directory that must be
traversed from the root file system, in ordes, to reach the object being named, for example:

/usr/share/doc/HIML/index . html

The file we are referencing, index htm1l, is contained within a directory named ETML, which is in
turn contained in a directory nammed doc, which is contained in the directory share, which is contained in
directory usr, which is contained in the root (/) directory.

The absolute pathname specilfies a toad map' from the roat of the file tree to its location in the file system
This 'road map' is valid regardless of the cutrent directory
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I Relative Pathnames

* Relative pathnames do not begin with a slash
» Specifies location relative to your current working directory
» Can be used as a shorter way to specify a file name
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Using relative pathnames

A relative pathname does not begin with a slash. It contains the name of each dircctory that must be
naversed {rom the current directary to reach the object being named. The first component of the pathname
smigst exist in the current directory for the pathname Lo the object to be valid. A filename by itself is a
relative pathname; that is, the file must be in the current directory for its reference to be valid

The special directory name . . refers to the parent of the current directory, and can be used as part of a

pathname.

Some examples of relative pathrames, relative to particular directories, follow  In each case, the file being
referenced is /usr/share/doc/HTML/index. html .

Current Directory Relative Path to index  html

fusrfshare/doc/HTML/ index.htmi

/ustfshare/doc/ HTML/index himl

fusi/share/ doc/HTML/index heml

fust/ share/doc/HTMI/index html

/ ust/share/doc/HIML/index html
fusr/share/doc/HT ML/en/ /index html
fust/share/doc/mautilus-2.1 91/ JHTML/index html

All rights resarved. ’ © % Unit 3 Page 49




Changing Directories

* ¢d changes directories
« To an absolute or relative path:

* cd /home/joshua/work

* ¢d project/docs
= To a directory one level up:
*cd
= To your home directory:
» cd
= To your previous working directory:

e cd -
10
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Getting around with cd
The shell prompt displays the last component of the directory name, for example, student lo represent
/home/student. To move from directory to directory on the system, use cd.

The only arguinent to the ed command is either an absolute or relative pathname, or a shortcut
representing the directory to which you wish to change

cd . . will switch you to the parent of your current directoty.
od can also be used with no argument to move to your home directory.

The tilde (-} is an abbreviation for 'home directory’ Used by itself, it represents your own home directory
Used as a prefix to another user's login ID, it represents that user's home directory

A dash (-) represents your previous working directory. It's a handy shorteut to use to switch back and .
forth between two directoties. P
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Listing Directory Contents

* Lists the contents of the current directory or a specified directory
* Usage:

+ Is [options] [files_or dirs]
11
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Listing directory contents with Is

1s without arguments lists the file and directory names in the current directory

[etudent@stationX -15 1s
work i

Is -a includes so-called "hidden" files and directories whose names begin with a dot:

[student@stationX -1s 1l -a
.bash_history .bash logout .bash profile work

Is lists another file or directory if given as an argument:
[student@stationx 18 1a /

bin dev home 1ib misc opt root tftpboot usr

boot etc initrd lost+found mnt proc shbin tmp var

Use 1s -1 for a more detailed "long" listing:

[student@stationX -]1% la -1 /usr
total 204

drwxr -X¥-X 2 root root 61440 Jul 29 1¢:07 bin
drwxzr-Xr-x 2 root root 4096 Feb 6 1996 dict
Grwxr-Xr-x 3 root root 4086 Jul 28 09:00 doc
drwXr-Xr-x 2 root root 4096 Feb 6 19%6 etc

..output truncated. . .

Is -R recuises through subdirectories, listing their contents too. Is -d lists directory names, not their
contents. It has no effect when lilenames are passed as arguments. This option is also useful with -k

[student@stationX -13 ls -1d /usr
drwx_r~xrwx 18 root root 4096 Feb 24 11:36 fusr

The Is command has many other options, And all options can be used in combination with other Is
options
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Copying Files and Directories

* cp - copy files and directories

* Usage:
» cp [options] file destination

* More than one file may be copied at a time if the destination is a
directory:

o cp [oplions] filel file2 dest
12
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Copying files with cp

cp must always be given least two arguments When two arguments are given:
The first argument is interpreted as the source file Either an absolute or relative pathname is acceptable.

The second argument is interpreted as the destination Again, use either a relative or absclute pathname. If
it names an existing ditectory, a copy of the source file is placed in that directory with the same name as
the source. Otherwise, the destination is interpreted as a file name, and a copy of the source file is created

with that destination name

When more than two arguments are given, all arguments but the last are interpreted as source files. The
last argument is interpreted as a destination directory Copies of the source files are placed, with their
oiiginal file names, in the destination directory.

A few common options include:
-i | (interactive): ask before overwriting a file
-r | (recursive): recursively copy an entire directory tree
-p | (preserve): preseive permissions, ownership, and time stamps

Example:

[studentestationX ~1$ lg /home/student

testfile
[student@stationX ~]$ cp ~student/testfile /tmp/student test file

[student@stationX ~}35 1lg /tmp

student_test file

Copyright © 2006 Red Hat, inc. AH033-RHEL4-2-20060221
Unit 3 Page 52

All rights reserved




Copying Files and
Directories: The Destination

* if the destination is a directory, the copy is placed there with the same
name
» |f the destination is a file, the copy overwrites the destination

» {f the destination does not exist, the copy is created with that name
13
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The destination affects ¢p's behavior

When copying a single file to a destination, cp first checks to see if a directory exists with the destination
name, If it does, a copy of the source file is placed there with its original name . If not, the destination is
assumed to be a new file name, and a copy of the source file is made with the destination name

To illustrate, suppose my current directory is /twmp, and I want to make a copy of file3 txt ina
subdirectory of my home directory named backups

[studente@stationX ~15 ls -1 file3.txt

—IW-Y¥W-X--— 1 student student 2633 Feb 22 14:58 file3 txt
[student@stationX -1% cp file3.txt -/backups
[student@stationX -]$ ls -1 -~/backups

~YW-ITW-T--— 1 student student 2633 Feb 22 14:58 /home/student/backups

I've created a file in /home/ st udent called backups, instead of doing what I intended.

The destination directory is actually called backup  but I specified backups incorrectly. To ensure the
copy is done the way I intend, T'll append the destination directory name with a slash. This indicates that
it is absolutely my intention that the destination is a directory, and that a copy of the source file should be
placed there If the destination directory does not exist, the slash will cause the command to fail with an

CITOL message.

[student@station¥X ~1% cp file3.txt /home/gtudent/backup/
[student@stationX -]$% ls -1 /home/student/backup/

-rw-rw-z-- 1 student student 2633 Feb 22 15:03 file3.txt
[student@stationX -]1$ cp file3.txt /home/student/copies/

¢p: cannot create regular file "/home/student/copies/file3 . txt':
No such file or directory
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I Moving and Renaming Files and Directories

* mv - move and/or rename files and directories
* Usage:
s mv [options] file destination
* More than one file may be moved at a time if the destination is a directory

* mv [options] file1 file2 dest
14
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Moving files with my

mv must always be given at least two arguments Aside from a couple of switches, mv and ep function
identically -- the only difference is that ep results in matching identical files; with mv, the source

disappears, leaving only the destination file(s).

When two arguments are given:

The first argument is interpreted as the source file. It may o1 may not be prepended with a relative or
absolute path name

The second argument is interpreted as the destination It may or may not be prepended with a relative or
absolute path name If it names an existing directory, the source tile is moved to that directory with the
same name as the source. Otherwise, the destination is interpreted as a file name, and the source file is
moved and/oi renamed to that destination name

When more than two arguments are given:

All arguments hut the last are interpreted as source files They may or may not be prepended with a
relative or absolute path name

The last argument is interpreted as a destination directory. It may or may not be prepended with a relative
ot absolute path name. The source files are moved, with their original file names, to the destination

directory.
Exampie:

[student@stationX ~1$ 1ls ~student

testfiie

[student@stationX ~]1$ mv ~-student/testfile /tmp/student_tesgt file
Istudent@station¥ ~]% ls ~student

[student@stationX ~]1§ 1ls /tmp/

RH033-RHEL4-2-20060221
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student_test_file
.. .other output omitted. .
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Moving and Renaming Files and
Directories: The Destination

« If the destination is a directory, the source is moved there with the

same name
« |f the destination is a file, the source overwrites the destination

« If the destination does not exist, the source is renamed
15
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The destination affects my's behavior

When moving a single file to a destination, mv first checks to see if a directory exists with the destination
name If so, the source file is moved to that directory If not, the destination is assumed to be a new file
nartte, and the source file is renamed to that destination name Like cp, to ensure that the destination is
intetpreted as a directory name and not a file name, append it with a slash:

[studentestationX -]% mv procedure.txt.bak2 /home/student/procedures/
If the destination directory does not exist, the stash will cause the command to fail with an error message.

To rename a directory, or to move a directory and all its contents to another location, just use the mv
command as if you were moving files If the destination directory exists, the source directory is moved
into that destination directory, with the same name, as a new subdirectory.

If the destination directory does not exist {but the destination pathname is valid), the source directory witl
be moved to the destination directory with the new name

[student@stationX -]$ 1ls -1
total 4 Adrwxy -x- -~ 2 student student 4096 Sep 2 18:1¢ foo
[student@stationX -15 mv foo bar

{studente@stationX -15 1s -1
total 4 drwxr -x--- 2 student student 4096 Sep 9 18:16 bar
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Creating and Removing Files

* rm - remove files

» rm [oplions] <filename>...
» -j (interactive)
¢ -r (recursive)
¢ -f (force)

« touch - create empty files or update file timestamps
16
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Removing files with rin

rm removes files One or more files can be targets for removal By default, rm will not remove

directories The -r option tells ym to remove files recursively and thus it will delete directories and their
contents.

To remove a directory and all files and subdirectories it contains, suppressing and ignoring warnings about

removing write-protected files and directories, use rm -rf. Be very careful not to erase needed files with
this option! If necessary, rm command can be made interactive with -i

There is no way to undo the effects of rm, except to restore from a backup.

Examples:
Remove a directory and all its contents
[student@stationX -~1% rm -r include

Use -r in combination with -i to recurse through the named directory and to query whether or not each file
should be removed The file will be removed if the user types y o1 ¥.

[student@stationX -1$ rm -ri include

rm: descend into directory “include'? ¥

rm: descend into directory “include/readline’'? y

rm: remove regular file ~“include/readline/readline.h'? ¥y

..output truncated. ..

Use -f to suppress warnings about write-protected files, In the example above had used rm -rf instead of
rm -ri, the directory tree would have been deleted with no further prompting.

Creating and modifving files with touch

RHO33-RHEL4-2.20080227
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touch updates a file's timestamps. For example, if the last time you accessed a tile was at 10:02 pm and
you touch the file at 10:45 pm, the file will show its last access at 10:45 pm If you touch a file that does
not exist, an empty file will be created

Copyright © 2006 Red Hat inc. RHO33-RHEL4-2-20060221
All rights reserved Unit 3 Page 58




I Creating and Removing Directories

+ mkdir creates directories
* ymdir removes empty directories

* rm -r recursively removes directory trees
17
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Directory management

Directories are created with mkdir For example, to create a directory called work:
[student@staticnX 1§ mkdir work

To remove an empty directory, use rmdir. For example:

[student@station¥ -]15% rmdir work

rmdir will only remove empty directories. To remove a directory and its contents, use rm -r.
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Using Nautilus

» Gnome graphical filesystem browser
* Can run in "Spatial or Browser" mode
» Accessed via...
» Dasklop icons
* Home: Your home directory
= Computer: Root filesystem, network resources and removahle media

+ "File Browser" option on Applications menu
18
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Browsing the filesystem graphically

Nautilus is a graphical filesystem browser provided as part of the Gnome graphical environment. While
managing files from the command line can be more versatile and powerful, many people consider a
graphical interface more intuitive Nautilus can run in one of two modes, each of which has a stightly

different interface.

"Spatial” mode is designed to be the most intuitive for new users and the simplest in terms of user
interface clutter. Windows have a very basic layout with no toolbar and when a directory is double-clicked
it opens in its own window. A menu in the lower-left of each window allows the user 1o list and select
parent directoties of the one being currently displayed Typing Cirl-Shift-w closes all parent windows

"Browser' mode is a more tradition file manages interface with a side pane on the left that can display

file details, a filesystem tree, or even notes the user has taken about the contents of a directory What is
displayed in the sidebar can be selected from a dropdown menu. Folders open in the same window instead
of creating new ones and the user navigates using the standard back, forward and up icons available in

most graphical file managers.

Nautilus can be accessed in a number of ways. The two most common are via desktop icons or & menu
option. The desktop icons labeled Computer and, for example, Joe's Home each open a Nautilus window
in spatial mode The Home icon opens a window that displays the user's home directory. The Computer
icon opens a window that presents the user with an ordered view of available filesystem resources. This
includes the Filesystem icon, which opens a window displaying the root directory, the Network icon,
which allows the usez to browse the local network for shared disks, and an icon for each removable-media

filesystem, such as those on cdroms, floppy disks and USB drives.

Nautilus can be started in browser mode by selecting File Browser from the Applications menu in the
- upper-right comner of your Gnome desktop. If vou would like Nautilus to always start in browser mode,
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even when accessed via the desktop icons, open a Nautilus window, select Edit->Preferences from the
menus, go to the Behavior tab, check Always open in browser windows and click Ok
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Moving and Copying in Nautilus

* Drag-and-Drop

+ Left-button: Move on same filesystem, copy on different filesystem

» Ctrl-Left-bution: Always copy

» Alt-Left-bution: Ask whether to copy, move or create symboelic link (alias)
* Context menu

» Right-click to rename, cut, copy or paste
19
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Managing files graphicaily

To drag and drop files, you would rormally use the left-button If the destination is on the same filesystem
as the source, it will move the file/directory. It the destination is on a ditferent filesysten, it will copy the
file/directory. To force it to always copy, hold down the Ctrl key while dragging with the left button. To
have nautilus ask whether to copy, move or create a symlink (an alias to the source file that doesn t take up
extra space ont the diive), hold down the Akt key while diagging.

If you click on an object in Nautilus with the right mouse button you will be presented with a "context
menu" presenting actions you may wish to take on that item. The exact contents of the context menu will
change depending on what is being clicked (the "context" of the click). For files or directories the context
menu will include options to copy, cut {move) or rename the selected object If you cut or copy a file

or directory and then right-click on your desktop or a directory then the context menu will have a paste
option. Selecting this option will copy or move (depending on whether the source file was copied or cut
from its original location) the previously selected object {or objects) into the directory
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| Determining File Content

» Files can contain many types of data
» Check file type with file before opening to determine appropriate
command or application to use

« file [options] <filename>...
20
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Using the file command

The contents of any given file might be ASCII (plain text, HIML, executable shell scripts, C program
source code, mailbox-format text) ot binary {compiled executables, compressed data, images, and sound

samples).
Binary file types use an extended character set Some of these characters are also used to display speciat
characters, sound an error beep at the terminal, clear or flash the screen, or even lock the terminal display

Before displaying the contents of a file in a terminal window, it is often wise to check its file type with
file. The file type reported will help determine the appropriate command or application to use to access the

tile

file prints its best guess of the type of data contained in a file whose name is given as an argument It
bases its guess on a comparison of the contents of the file and the patterns and offsets in its reference file,

/usr/share/magic Some file types, as reported by file:

File Name File Type

bookmarks html HTML document text

carrental ps PostScript document text conforming at level 3.0

procmailre .nospam ASCII English text

snifob perl script text executable
xfonts txt ASCII mail text

Girl Next Door mp3 MP3, 128 kBits, 44 1 kHz, IStereo

pan-0.10.0.91 .tar bz2 bzip2 compressed data, block size = 300k

JPEG image data, JFIF standard 1.01, resolution (DPI), "File

picz jpg
written by Adobe Photoshop”, 72X 72

rpmfind-1.7-1.1386 .rpm | RPM v3 bin i386 rpmfind-1 7-1
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xsel ELF 32-bit L SB executable, Intel 80386, version 1 (SYSV),
dynamically linked (uses shared libs), stripped
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Viewing an Entire Text File

* Syntax:

« cat [options] [<file>...]
« Contents of the files are displayed sequentially with no break

* Files display "concatenated"
21
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Dumping files with cat

cat opens the files given as its arguments and displays their contents to the terminal.

To see how cat works, try running cat /ete/profile

Unless you can read very fast, you probably noticed a problem with the output scrolling off the top of the
page too quickly cat is most useful for viewing short files; other commands, such as less, are more suited

to viewing larger files.

Some useful options to use with eat:
-A | Show all characters, including control characters and non-printing characters
-s | "Squeeze” multiple adjacent blank lines into a single blank line
-b | Number each (non-blank) line of output
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Viewing Text Page by Page

+ iess [options] [filename]

* Scroll with arrows/PgUp/PgDn

* Useful commands while viewing:
* /text searches for fext
* n/N jumps to the next/previous match
* v opens the file in a text editor

* less is the pager used by man

22
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Navigating text with less

Space
b
Enter
K

g

G

/ Eext

4.0 =2

moves ahead one full screen

moves back one full screen

moves ahead one line

moves back one line

moves to the top of the file

moves to the bottom of the file

searches for text

repeats the last search

repeats last search, but in the opposite direction
quits

opens the file in a text editor (vi by defauit)
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End of Unit 3

* Questions and Answers

* Summary
» The Linux filesystem hierarchy
* Command-fine file management tools
* The Nautilus file manager

23
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Lab 3
Browsing the Filesystem

Goal: Become familiar with the functions, syntax, and use of several
essential file and directory manipulation commands.

Estimated Duration: 30 minutes

System Setup: A wotking, instatled Red Hat L inux system with an unprivileged uset
account named student with a password of student.
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Sequence 1: Directory and File Organization

Scenario: A few files have accumulated in your home directory, and you have
decided that it is time to organize things. You plan to create several new
subdirectories, and to copy and move youi files around to fit into your new
scheme. Additionally, you have several files that are not needed at all, which

must be deleted.

Deliverable: A more organized home directory, with files placed into the appropriate
subdirectories

Instructions:
1 Loginonttyl ( Cir-All-F1 ) as user student with the password of student.

2. Immediately after logging into the system, you should be in your home directory.
Verify this using the "print working directory” command.

[student@stationxX -1$ pwd
/hone/student

3. Check to see if you have any files in yow home directory using each of the following
commands:

Is
Is-a
Is -al

Why do the first and second command retuin different numbers of files?

What is the size of the largest file and the largest directory currently in your home
directory as reported by the third command?

4. You will now use touch to create the files needed for this sequence. The details of
how the expansion used in the following command works will be covered in a later
Unit. For now, simply type the following line exactly as you see it (with the curly
braces {} included, and an underscore chatacter between the first two groups of sets):

[student@stationX -1% touch {report,graph} {jan,feb,mar}
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5. Use the Is command to examine the results of the last command. You should find that
it created the following six new, empty files in youi home dizectory.

[student@stationX ~]S5 1s _
graph feb graph jan graph mar report feb report jan report

These files represent the data files that you will use in the remainder of this sequence.
If for some reason you do not see these files, ask the instructor for assistance; without
these files, the remainder of this lab wiil not work.

6. Inorder to organize your files you must first create some new directories. Use mkdir
to creaic a few directories. As you change directoties, below, be sure to check that your

working directory is as expected

[student@stationX ~]15 mkdir Projects
[etudent@stationX ~]$ mkdir Projects/graphs
[student@stationX ~]1$ cd Projects
[student@stationX Frojectsg]l s mkdir reports
[student@stationX Projects]s ed reports
[student@stationX reports]$ mkdir ../Backups

Use 1s to examine your work:

[student@stationX reportsis ed
letudent@stationX -]s ls -1

total 4

~¥YW-rw-r-- 1 student student 0 Sep 30 21:08 graph feb
-rw-rw-r-- 1 student student 0 Sep 30 21:08 graph jan
-rw-rw-r-- 1 student student 0 Ser 30 21:08 graph mar
drwxrwsr-x 5 student student 4096 Sep 30 21:09 Projects
~rw-rw-r-- 1 student student 0 Sep 30 21:08 report feb
-rw-rw-r-- 1 student student 0 Sep 30 21:08 report jan
-xrw-rw-r-- 1 student student G Sep 30 21:08 report marx

[student@stationX ~]$ ls Projects
Backups graphs zreports
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7 Begin by moving all of the graph files into the graphs subdirectory of the Projects
directory Do this in two steps: in the first step, move one file; in the second step, move

two files:

[student@stationX -]$ mv graph jan Projects/graphs
[student@stationX ~]% mv graph feb graph mar Projects/graphs
[student@stationX -]1$ ls -1 Projects/graphs/

total 0

~-rw-rw-r-- 1 student gtudent 0 Sep 30 21:08 graph feb
-rw-rw-r-- 1 student student 0 Sep 30 21:08 graph jan
-rw-rw-r-- 1 student student 0 Sep 30 21:08 graph mar

8. Next, move two of the "report” files into the reports subdirectory of the Projects
directory. Move the files in one command:

[etudent@stationX -]$ mv report jan report feb Projects/reports
[student@stationX ~]$ ls -1 Projects/reports

total ©
~IrW-YW-I-- 1 student student 0 Sep 30 21:08 report feb
~IW-IW-I-- 1 student student 0 Sep 30 21:08 report jan

9. Remove the remaining report file:

[student@stationX -]$ rm report mar
[student@stationX -1% 1ls
Projects

10, Change into the Backups directory and copy the January files into this directory.
Copy one using an absolute pathname and the other using a relative pathname:

[student@stationX -]5 c¢d Projects/Backups
[student@stationX Backups] pwd /home/student/Projects/Backups

[student@stationX Backups] cp ../reports/report jan .
[student@stationX Backups] cp
/home/student/Projects/graphs/graph jan
[studentestationX Backups] 1ls -1

total ©
~TW-YW-X-- 1 gtudent student 0 Sep 30 21:20 graph jan
-ITW-YW-Y -~ 1 student student 0 Sep 30 21:20 repeort jan

The trailing dot is the destination: the present working directory.
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Sequence 2: Managing Files with Nautilus

Scenario: A co-worker, Bob, would like to see a copy of your graphs. You will take

advantage of the /tmp directory to make these files available to him using
Nautiius. The instructions below use Nautilus' "Spatial” mode and the
copy/paste method for copying files. Nautilus is a very flexible tool and there
are multiple ways to approach most problems If you have time left over after
completing this sequence, try discovering some of these other methods For
example, you can try doing the sequence again using Nautilus’ "Browser”
interface to see which vou prefer. To launch the Nautilus browser, select
Filesystem Browser from the Applications menu. Be sure to take advantage
of the filesystem tree feature if you do this (select Tree from the dropdown in

the left sidebar).

Deliverable: Bob can now access copies of your graphs by retrieving them from

/tmp/Stuff for Bob

instructions:

1

Copyright © 2006 Red Hat inc.

Double-click on the student’s Home icon on yow desktop This will open a Nautilus
window displaying your home directory.

Double-click on Projects, then graphs. Note that each directory opens in a new
window.

With the graphs window selected, press Cirl-Shift-w to close the parent directory

f

windows.

Press Cirl-a to select all three graphs.

Press Cirl-c to copy the files A message will be displayed at the bottom of the window
informing you that three items have been copied.

Press Cirl-l (the letter 1, not the number 1) to display the Open Location dialog Type

/ tmp (note that you can use tab-completion) and press Enter to open a new window
displaying /tmpg.

Press Cirl-Shift-n or right-click on the window background and select Create Folder to
create a new directory.

Type in Stuff for Bob as the new directory's name and double-click the directory
to open it

Press Ctrl-vto paste your graphs into /tmp/Stuff for Bob.
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10 Press Cirl-gto close all Nautilus windows
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Sequence 1 Solutions

3 Is returns fewer files than Is -a because the -a option includes files whose names
begin with a period Such files ate usually used for stoting configuration information
and are not included in directoty listings by default.

The fifth column of Is -I's output displays the file's size.
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Unit 4

The bash Shell
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I Objectives

Upon completion of this unit, you should:

» Know how to use command-line shortcuts
* Understand command-iine expansion

* Be able to inhibit command-line expansion
* Know how to use history and editing tricks
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bash Introduction

+ "Bourne Again Sheil"

« Successor to sh, the original Unix sheli

* Developed for the GNU Project

*» The de facto standard Linux shell

» Backward-compatible with Bourne shell {sh} - the original {standard)

UNIX shell.

For use only by a student enrclied in a Red Hat traiting course taught by Red Hat, Inc. or a Red Hat Ceniified Traning Pariner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or otherwise reproduced without prior written consent of Red Hat, Ine It you believe Red Hat training materials are being impraperly used,
copied, ar distributed please email <tralning@redhat com» or phone toll-free (USA) +1 (866) £26 2994 or +1 (919) 754 3700

bash

The name "Bourne Again Shell” is consistent with many of the humorous naming conventions adopted by
the GNU project "GNU", for instance, is a recursive acronym that stands for "GNU's Not Unix"
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bash Heritage and Features

* Bourne Again Shell (bash)
« Implements many of the best features from earlier shells: sh, csh, ksh, tcsh
* Command line completion
* Command line editing
* Command line history

= Sophisticated prompt control

For use only by a student enrofled in a Red Hat training course raught by Red Hat, ine. or 2 Red Hat Certitied Traning Partner. No part of this publication may be photocopied,
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Command Line Shortcuts
File Globbing

» Globbing is wildcard expansion:
+ * - matches zero or more characiers
» ? - matches any single character
* [a-z] - matches a range of characters
* [*a-z] - matches all except the range

For use only by a student enrolled in a Red Hat training course laught by Red Hat, inc or a Aed Hat Certified Traning Partrier. No part of this ion may be

duplicated, stored In 2 retrieval system, or otherwise reproduced withaut prior written consent of Red Hat, Inc i you believe Red Hat training materials are being improperly used,
copied, ar distributed please email <trainingdredhat, com= o phone 1oll-free (USA} +1 (B6E) 626 2004 or +1 (919} 754 3700

Globbing

When typing commands, it is often necessary to issue the same command on more than one file at the
same time, The vse of wildcards, or metacharacters, allows one pattern o expand to multiple filenames
by a process called globbing. For example, if a directory contains the following files: joshua  txt
James.txt alex txt Angelo.txt gonk.mp3 zonk.mp3

Typing the following command:
[student@stationX -~1$ rm *mp3
is the same as typing:

[student@stationX -1$% rm gonk.mp3 zonk.mp3

The result is that all files in the directory that have names ending in mp3 (in this case, just the two listed)
will be removed
In addition 10 wildcards, 1anges of characters ¢an be specified within stzaight-braces (?[? and 7]7) Red

Hat Enterprise Linux uses UTF-8 encoding of characters, which means that each capital letter comes
directly after the corresponding lower-case letter. As a result, a command like

[student@stationX -1% 1ls [a-jl*.txt
would list alex . txt, Angelo. txt and joshua . txt bul not James . tXt.

echo can be used to test the expansion of metacharacters before using therm in a destructive command like

I

Istudent@stationX ~]15 echo ?o¥
joshua.txt = gonk.mp3. zonk . mp3

RHG33-RHEL4-2-20060221%
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Command Line Shortcuts
The Tab Key

» Type Tab to complete command lines:
* For the command name, it will complete a command name
» For an argument, it will complete a file name

* Examples:

$ xte<Tab>
s xterm
s ls myf<Tab>

$ lg myfile, txt

Far use only by a student enrolled in 2 Bed Hat training eourse taught by Red Hat, Inc. or a Red Hat Certified Traning Partner. No part of this publication may be photocopied,
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File and command completion

The tab key can be used to complete either a comumand name or a file name. To complete a file name,
type in the command and begin typing a file name. When you think you have typed in a unique set of
characters, hit the tab key. If you succeeded in issuing a unique set of characters, the tab key will complete

the file name for you For example:
[student@stationX -1% la myf<Tab>

If the only file in the present working directory beginning with myf is myfile . txt, then this file name
will appear on your screen:

[student@station¥X -]1% ls myfile.txt

In both cases, if there are multiple possible matches, a second tab will list the possible matches. For
example:

[student@stationX -1 1=

dove eagle pelican penguin
[studente@stationX ~]% cat p<Tab>
pelicaﬁ penguin
[student@stationX ~1$ cat pe

‘Note that the tab key added the e, which is common to both choices. You may then add an extra character :
ta specify the particuiar item that vou want listed. The tzb key can also be used 1o complete command
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names, using the same procedure Try issuing two <Tab> keys on a command line before typing any
characters
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Command Line Shortcuts
History

» bash stores a history of commands you've entered, which can be used

to repeat commands
+ Use history command to see list of "remembered" commands

$ history

14 od /tmp

15 1s -1

1l cd

17 cp /etc/passwd
18 wvi passwd

output truncated

For use only by a student enrolled In a Red Hat training course taught by Red Hat, Inc. or a Red Hat Certified Traning Partner. No part of this publication may be photecapied,
duplicated, stored in a retrievat system, or cthenwise repreduced without prior written consent of Aed Hat, Ing I you believe Red Hat training materials are being improperiy used
copfed, or distributed please emall <kraining@redhat .com> of phone toll-free {(USA) +1 (B66) 626 2994 or +1{919) 754 3700

History

In addition to the basic command recall with the arrow keys, the bash history mechanism supports a
variety of advanced ways of retrieving commands from the history list.

1 repeats last command
lehazr | repeats last command that started with char
Inum repeats a command by its nimber in history cutput

To view past commands with the history numbers, use the history command.

Other slightly more advanced history tricks include:

1?abe repeats last command that contains (as opposed to ?started with?) abe
I-n repeats a command entered n commands back

Use ~old”*new to repeat the last command with old changed to new, for example: ‘

[student@stationX ~]13$ c¢p filter.c /usr/local/src/project
[student@stationX ~]1¢% “filter”frontend
cp frontend.c fusr/local/src/project
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More History Tricks

*» Use the up and down keys to scroll through previous commands
» Type Ctrl-rto search for a command in command history.

* (reverseg-i-search} "

» To recall last argument from previous command:
» Esc,. (the escape key followed by a period)
* Aft-, (hoid down the alt key while pressing the period)

Far use only by a student enrolled in a Red Hat training course taught by Red Hat, Ins ora Red Hat Certified Traning Pantner. Na part of this publication may be phetocopied,
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History

Using your history is a great productivity-enhancing tool. Linux usets who develop a habit of using their
history can streamline and speed their use of the shell. Try playing with the keystrokes listed above

You can ignore repeated duplicate commands and repeated lines that only differ in prepended spaces by
adding the following to your .bashrc

[student@stationX -] export HISTCONTROL=ignoreboth
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Command Line Expansion
The tilde

 Tilde ( ~)
* May refer to your home directory

$ cat -/.bash profile
* May refer to another user's home directory

$ ls ~julie/public html

Far use only by a student enrclied in a Red Hat training course taught by Red Hat. Inc. or a Red Hat Certifiad Traning Partner. No part of this publication may be photocepled,
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Tilde Expansion

The titde (~) expansion [eature is borrowed from the C Shell and makes it easy to reference files and
directories inside your or someone else's home directory, The ~ character, called a tilde, expands to your
own home directory, o1, if followed by a user name, by that user's home directory.

For example, the string - / bash_profile means ’the .bash profile inmy home directory?,
whereas ~-sally/ bash_profile means the .bash profile in sally's home directory?. An

advantage is that you do not need to know sally's home directory to reference a file within it, useful in
environments where home directories exist in non-standard locations
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Command Line Expansion
Variable and String

* Parameter/Variable: $

» Sybstitute the value of a variable in a command line

$ ed $HOME/public html

e Curly braces: { }
» A string is created for every pattern inside the braces regardiess if any file exists

$ rm hello.{c.,o}
10
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Words on the command line preceded by a doilar sign are considered to be variables; the shell will replace
the string with the value of the variable before calling the appropriate command For example:

[etudent@station¥ -]% cd $HOME/public_ html

Before the cd command is called, the shell will expand $HOME to its appropriate value In this case,
$HOME expands to the user's home directory Thus, for user sally, the command will expand to:

[student@stationX -~1$ ed /home/sally/public_btml
To see a list of variables and their valoes, run the set cormand

Curly braces expand to create string patterns they describe Commas separale the various string patterns
and an initial comma means that the null string is one of the requested paiterns. For example:

[student@station¥ -15 echo {a,b}

ab

[student@stationX -]1§ echo x{a,b}

xa xb

[student@stationX ~1$ cp file.txt{,-save}
cp file txt file txt-save

Curly braces are useful for generating patterned strings For example:

[student@stationX ~1¢ mkdir -p work/{inbox,outbox, pending}/{normal,urgent, imp

[student@stacionX ~]1$ 1ls work
inbox outbox pending

AHG33-AHELS-2-20060221
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[studente@stationX -]13% 18 work/inbox
important normal urgent

Without the carly braces, the mkdir command above would take almost two hundred keystrokes to
execute
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Command Line Expansion
Command and Math

« Command Output - ~~ or ()

» Substitute output from a command in a command line

4 echo "Hostname: “hostname™"
» Arithmetic - §[ 1]

» Substitute result of arithmetic expression in a command line

¢ echo Area: $[ $X * 5Y ]
11
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Command substitution

Use of the backquotes is called command substitution. In command substitution, the command in
backquotes is executed and the output of the command is placed on the command line as if the user had
typed it in An aliernative syntax for the backquotes is $() The example in the slide above could have

been written as:
[student@stationX -1% echo "Hogtname: §(hostname)®

The traditional (Bourne shell) method of doing arithmetic at the shell command line is to use expr and
command output substitution:

[student@stationX -1% echo Area: “expr $X \* 5y~

Arithmetic substitution

The use of the expr command requires careful syntax, including putting the backslash betore the asterisk
and ensuring that each element within the evaluation is a separate shell word An alternative method

for performing simple mathematical fuactions is the use of the $ [ 1 syntax Using this syntax, it is not
necessary to use backslashes before the asterisk, nor does spacing within the square brackets matter, thus

making the syntax significantly easier:
% echo Area: [ $X * 8Y ]

Basic arithmetic evaluations are recognized:

+ | addition
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subfraction
* | multiplication
division
**% | exponentiation
modulo {remainder after division)

More complex evaluations are described in the ARITHMETIC EVALUATIONS section of the bash man
page
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Protecting from Expansion
Backslash

» Backslash ( \ ) makes the next character literal

$ echo Your cost: \$5.00
« Used as last character on line to "continue command on next line”

$ echo "This long string will be echoed \
> back as one long line"
This long string will be echoed back as one long line

12
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Escaping characters

Protecting characters from expansion with the backslash (\) is very important for some operations, such as
when using find to print filenames that match a pattern:

[atudent@stationX -18 find / -name foo*

In this case the * is expanded by the shell, If the pattern matches a single filename in the current directory
{such as foobar or foofiam), the expanded name will be passed to find as a parameter Thus, the find
command witl reurn only files with that specific name, instead of files with the pattern £oo*

To find all file and directory names that begin with foo, "escape” the wildcard character to pass it intact to
find

[student@station¥ -]13 find / -name fool\*
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Protecting from Expansion
Quotes

* Quoting prevents expansion
= Single quotes ('} inhibit all expansion
* Double quotes ("} inhibit all expansion, except:
« & {dollar sign) - variable expansicn
* ~ {backquotes) - command substitution
* \ (backslash) - single character inhibition

* | (exclamation paoint) - history substitution
13

For uge anly by a student enrelled in a Red Hat training course taught by Red Hat, Inc or a Aed Hat Certified Traning Partner. No part of this publicatien may be photocopled,
duplicated, stored in a retrieval system, or otherwlse repraduced without prior written congsent of Red Hat, Inc. If you believe Red Hat training materials are being improperly used
copied or distriguted please email <training@redhat. com> or phone toll-free (USA) +1 (866) 626 2894 or +1 (819) 754 3700

Inhibiting expansion with guotes

The use of the backslash to inhibit shell expansion of the comumand fine can be burdensome if many
characters need to be escaped. For example:

[student@stationX -]1$ echo \*\*\%* SALE \#*\#*\#*

Not only is this displeasing to the eye, but it also invites typing errors. To inhibit multiple characters from
being expanded it is useful to use either single or double quotes:

[student@stationX ~]3% echo '"**% ZALE ¥*%%!

The difference between using single and double guotes is that single quotes will inhibit just about all
command line expansion, whereas double quotes will inhibit some expansion, but allow othets As a rule

of thumb, double guotes inhibit file name generation expansion, but not other types

In many cases, using either single or double quotes will yield identical results. For example, this will yield
the same resolts as the single quoted example above:

[student@stationX ~]$ echo ?*** SALE #*#**?

But consider in the following examples Very different strings can result from different quotes:

[student@stationX -]$ echo "The current date is “date™™
The current date 1is Sat Apr 27 17:45:25 EDI 2002
[ztudent@stationX -]1$% echo 'The current date is “date™!
The current date is “date’”
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Command Editing Tricks

» Ctrl-a moves to beginning of line
*» Cir-e moves to end of line
* Ctri-u deletes to beginning of line
 Clrl-k deletes to end of line

» Cir-arrow moves left or right by word
14
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Command line editing

Combining cormand line editing with history is great way to easily modify previousty-run commands
The default key bindings in bash are the same as those in the text editor emaes; vi-style bindings are also
available for use
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gnome-terminal

* Applications->System Tools->Terminal
» Graphical terminal emulator that supports multiple "tabbed" shells
» Cirl-Shift-t creates a new tab
» Ctr-Pglip/PgDn switches to next/prev tab
» Cirl-Shift-¢ copies selected text
» Clrl-Shift-v pastes text to the prompt

15

For use only by a student enrolied in a Red Hat training course taught by Red Hat, Inc. or a2 Red Hat Certified Traning Partner. No part of this publication may he photocopied,
dupfcated, stored in a retrieval system, or otherwise repraduced without pricr writter consent of Red Hat, Inc i you believe Red Hat iraining materials are being improperly used,
copied or distributed please email <training@redhat coms or phone tell-free (USA) +1 (BE6) 626 2984 or +1 (918) 754 3700

Copyright © 2006 Red Hat. Inc RHO33-RHEL4-2-20060221
Al rights reserved Unit 4 Page 92




End of Unit 4

* Questions and Answers
» Summary
« Command expansion: § ()
« Arithmetic expansion: $ {1
» History recall: | string, ! num

= |nhibition: * ', \
16
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Lab 4
Exploring the Bash Shell

Goal: Become familiar with the functions, syntax, and use of several
essential file and directory manipulation commands . Practice
combining these commands together in useful ways to accomplish

common user tasks.

Estimated Duration: 45 minutes

System Setup: A working, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of
student
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Sequence 1: Directory and file organization

Scenario: Once again files have managed to accumulate in your home directory and

you have decided that it is time to organize things. This time you will use
your knowledge of the bash shell to perform more complex file management

tasks.

Deliverable: A more organized home directory, with files placed into the appropriate

subdirectoties, and some files backed up to /tmp/archive.

Instructions:

1

Copyright © 2008 Rad Hat Inc
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Log in on ttyl as user student with the password of student

Immediately after logging into the system, you should be in your home directory.
Veritfy this with pwd.

[studente@stationX -]S$ pwd
/home/student

Note that you can also tell you ate in your home directory by noting the ~ in your
command prompt.

You will now use touch to create the files needed for this sequence. The details of how
the expansion used in the following command works will be covered in a later Unit.
For now, simply type the following line exactly as you see it (with the curly braces

{} included, and an underscore chatacter between the first few groups of sets). Have
another nearby student, or the instructor verify the accuracy of your command before

you press entet:

[student@station¥ -~13 touch &
{report,memo,graph} {sep,oct,nov,dec} {a,b,c} {1,2,3}

Use the Is command to examine the results of the last command. You should find that
it created 108 new, empty files (you don't need to count) in your home directory. These
files represent the data files that you will use in the remainder of this sequence. If for
some reason you do not see these files, ask the instructor for assistance; without these

files, the remainder of this lab will not work
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5. In order to organize your files you must first create some new directories Use mkdir to
create some subdizectories directly inside your home directory:

[student@stationX -~]$ mkdir a reports :
[student@stationX ~]15 mkdir september october november december
Again, use Is to examine your wotk.

6. Create some additional subdirectoties inside one of your new directories using the
following commands.

[student@stationX -1% cd a reports

to change to the directory Then:
[student@stationX a_ reports]$ mkdir one two three

Use Is to venify that you have three new directories named one, two, and three undet
your a_reports subdirectory.

7. Begin by moving all of the "b" reports out of your home directory and grouping them
by month, When working with complicated wildcard patterns, it is a good idea to

pre-verify the operation to ensure you are operating on the correct files, One way to do
this is to replace your command with a harmless command using the intended wildcard

pattern

[student@stationX a reportsls cd
[student@stationX ~]$ 1s -1 *dec b ?

You should see the 9 "december”, "b" files listed Move one of them to the december
directory:

[studentestationX ~]S5 mv graph dec b 1 december

Now move the 1est of them them with:

[student@stationX -]$ mv *dec_b ? december

List the contents of the december subdirectory to verify the move operation was
successful:

[student@station¥X ~]3% ls -1 december

total 9
~¥wW-rw-¥-- 1 student student 0 Oct 16 22:17 graph dec_b 1

AHO33-RHEL4-2-20060221
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-rw-rw-r-- 1 student student 0 Oct 16 22:16 graph dec b 2
-rw-xrw-r-- 1 student student 0 Oct 16 22:16 graph dec_ b 3
-rw-rw-r-- 1 student student 0 Oct 16 22:16 memo_dec_b 1
-rw-rw-r-- 1 student student 0 Cct 16 22:16 memo_dec_b 2
-rw-rw-r-- 1 student student 0 Oct 16 22:16 memo_dec_b 3
-rw-xw-r-- 1 student student 0 Oct 16 22:16 report _dec b 1
-rw-rw-r-- 1 student student 0 Oct 16 22:16 report dec b 2
-rw-rw-r-- 1 student student 0 Oct 16 22:16 report dec b 3

8. Move all of the rernaining "b" reports into their respective directories:

[student@stationX -~]3% mv *nov_b ? november
[student@stationX ~1% mv *oct b ? october
istudent@stationX -]1$ mv *sep b 7 september

8 You will now collect the "a" reports into their respective corresponding numbered
directories. Notice the use of - as shorthand for "your home directory”. The
combination of the wildcard and the pattern specifies all files that end in _a1l in your

home directory.

[student@stationX -]15 cd a_reports
[studente@stationX a reports|$ mv ~/*_a 1 one/

The "september” "al" files are old and no longer needed. Use echo to make sure you've
created a pattern that matches only these files, then delete them, and verify that the

other "al" files were moved propeily:

[student@stationX a reports]s cd one

[student@stationX onelS echo *sep*

[student@stationX onels rm *sep*

[student@stationX onel$ la

graph dec_a_1 graph oct_a 1 memo nov_a 1 report dec_a_l
report cct a 1 graph nov a 1 memo_dec a 1 memo oct a 1
report nov_a 1

10 Move the final "a_2" and "a_3" reports into their respective directories To make
life interesting, we'll move them from the cuirent directory, using both relative and
absolute pathnames . First, use pwd to identity the current directory:

[student@stationX cnel$ pwd
/home/student/a_ reports/one

Verify the pattern that references the "a_2" files with echo, then move them using
~ absolute pathnames:

o1

5022
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[student@stationX onel]$ echo /home/student/*a 2*

[student@stationX onel$ mv /home/student/*a 2%
/home/student/a reports/two

Even though your current directory is /home/student/a_reports/one, you
can move files from /home/student to /home/student/a reports/two
because you specified the files' pathnames - in this case, absolute pathnames

Now move the "a_ 3" files using relative pathnames. Again, first verify the paitern
references the correct files.

[student@stationX onel$ echo ../../*a 3%
[student@stationX onel$ mv ../../*a 3* ,./three

11, Retwrn to your home directory, and use Is to verify that the only files remaining in this
directory are the "c" files (ie. graph_dec_c<¢_1,graph _dec_c_2Z, )

12 The "c1" and "¢2" report files for each month are important, and you want to make a
backup of them in another directory:

[student@stationX -~]$ mkdir /tmp/archive
[student@stationX -]1% cp report*[1l2] /tmp/archive/

Additionally, all the report files for the month of December should be backed up to
the /tmp/archive directory. Note the use of the -i option to have ¢p prompt before

overwiiting any files.

[studente@stationX -]$ cp -i report dec* /tmp/archive/
cp: overwrite "/tmp/archive/report dec ¢ 1'? n
cp: overwrite ~/tmp/archive/report dec_c_2'? n

13, Now that you have backed up the few "¢" files that are important to you, you want
to delete all of the files still remaining in your home directory Examination of the
remaining files reveals that the wildcard *¢* will match all of them However, to
ensure that you do not accidentally delete other files, try out the following commands,

examining the output:

[student@estationX ~]$ ls *c*

. .output cmitted. ..
[studentestationX ~]15 ls -Fd *g¥*
..output omitted...

RHO33-RHEL4-2-20060221

Copyright © 2006 Red Hat Inc.
Lab 4 Sequence 1 Page 98

All rights reserved.




14.  Delete the remaining "c¢" files in your home directory. Once more we'll use echo before
issuing a destructive command.

[student@stationX ~]$ echo #*c [1-3]
., .output omitted.. .
[student@stationX ~}$% rm *c_[1-3]
[student@stationX ~]s 1z
a_reports december november octcber Projects september
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Unit 5

Standard I/0 and Pipes
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Objectives

Upon completion of this unit, you should:

* Know how to redirect /O channels to files
» Know how to connect commands using pipes
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I Standard Input and Output

* Linux provides three 1/0O channels to processes
» Standard input - keyboard is default
¢ Standard output - terminal window is default

* Standard error - terminal window is default
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Input/Quiput Streams

One of the most important features of Linux (and UNIX) is the streaming nature of data known as
standard input, standard output, and standard error  In general, this allows the input from a program to
come from any source, and the output to go to any source. In addition, the output from one command can

be fed directly to the input of another cormmand

Standard output, by default, is the screen or terminal windew Most commands send their cutput to
standard output without explicitly being told to do so. When standard output is sent to a destination other
than the screen, such as a file, one is redirecting standard output

Standard input defaults to the keyboard. Most commands use files as their source of input, but will accept
standard input from other sources, via redirection

A third data stream is standard error This is a secondary output stream that carries warnings, usage
messages, error messages and other "out-of-band” information, in an output stream distinct from standard
output This error stream is normally sent to the screen, but may be redirected elsewhere

These streams are abbreviated as stdin (called file descriptor nurnber 0, stdour (file descriptor number
1), and stderr (file descriptor number 2) The fact that there are two output channels allows separation of
error messages from normal output. For example, error messages could be saved in a file with the normal

output going to the monitor,
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Redirecting Input and Output

e Standard Input, Output, and Error can be redirected
» Shell redirection operators allow I/O channels to be redirected to/from a file
* Pipes allow output channels to be redirected to the input of other programs
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Altering I/0 Sources and Destinations

The standard output of commands, which ordinarily displays on the terminal, can be redirected into a file
or piped inte another command

Standard error, which also ordinarily displays on the terminal, can be redirected into a file Although itis
also possible to pipe standard etror into a file using some fairly complex syntax, this is generatly not done

Standard input, ordinarily coming from the keyboard, can be redirected from a file. More commonly, the
standard output of one command can be piped into the standard input of another command

Common Redirection Operators

command > £1le - Direct standard output of commandto £ile:
command >> £ile - Append standard output of commandto £ile
command < file - Send £ile asinpui to command

command 2> £ile - Redirect error messages from commandto file
command 2>> £ile - Append ertor messages from commandto file
Piping

command1 | command2 - "Pipe” the standard output of command1 into the standard input of
command2
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Redirecting Output

* To demonstrate /O redirection we will use the find command

$ find /etc -name passwd
* This command will search for all files named passwd in /etc and its

subdirectories.
» By default both the standard output and standard error are dispiayed

on the screen.
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Example Output

[student@stationX -]18 find /etc -name
passwd

/ete/passwd

find: /etec/default: Permission denied

Jete/pam.d/passwd

The specific error messages you receive may vary depending on the software installed on your system

AHO33-AHEL4-2-20060221
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Redirecting Standard Output

* Redirect standard output with >

¢ find /etc -name passwd > findresult

» Standard error is still displayed on the screen
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Example owtput with stdout redirected to a file and stder¥ displaved to the terminal.

[student@stationX -]& find /etc -name passwd > findresult
find: /etc/default: Permission denied

[studentestationX -15 cat findresult

/etc/pasawd

/etc/pam.d/passwd

RHO33-RHEL4-2-20060221
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I Overwriting vs Appending

» If the target exists, the file will be overwritten

*» To append data to an existing file, use >> to redirect instead of >
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Redirect output and create/overwrite the output file

[student@stationX ~]§ find /etec -name

passwd = output
find: /fetc/dsefault: Permission denied

Redirect output and append to the owtput file

[student@stationX -1$ find /ete -name pasgsswd >> output
find: /etc/defauls: Permission denied
find: /etc/cups/certs: Permission denied

View the output file

[student@stationX -~]1$§ cat output
Jetc/passwd

/ete/pam.d/passwd

/etc/passwd

fetce/pam. d/passwd

Redirect output and overwrite the output file

[studente@stationX ~]$ £ind /etc -name passwd > output
find: /etc/default: Permission denied

View the output file

[student@stationX -1% cat output
/etc/passwd
/etc/pam d/passwd
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Redirecting Standard Error

* Redirect standard error with 2>
« Example: redirect standard error to a file:

$ find /et¢ -name passwd 2> finderrors

* Standard output is displayed on the screen
* Redirect further standard error, appending to the same file, with 2>>
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Redirecting stderr to the file

[student@stationX -1$ find /etc -name passwd 2> finderrors
fetc/passwd
fetc/pam.d/passwd

View the file

[(student@stationX -]$ cat finderrorsa
find: /etc/default: Permission denied
find: /etc/cups/certs: Permission denies

Redirect some move stderi to the file
[bob@station2 tmp]$ find /tmp -name passwd 2>> finderrors
View the finderrors file

[student@stationX -1% cat finderrors
find: /etc/default: Permission denied
find: /tmp/orbit-root: Permigsion denied
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I Redirecting Both Standard Output and Error

* Redirection of standard output and standard error can be performed
simultaneously:

$ find / -name passwd 2> errs > regults
* Each I/QO channei can be redirected to different files, or to the same

file:

$ find / -name passwd > alloutput 2>&l
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Redirect stderr to the errs file and redirect stdout to the results file

[student@stationX -1§ find /etec -name passwd 2> errs > results

View the errors file

[student@stationX -]}3% cat errs
find: /etc/default: Permission denied

View the results file

[student@stationX -1% cat results
/ete/passwd
/etc/pam.d/passwd

Redirect both stderr and stdout to the alloutput file

[studentestationX -]1$ find /etc -name passwd > alloutput 2>&l

View the output file

[student@stationX -]1% ecat alloutput
/etc/passwd

find: /etc/default: Permission denied
fete/pam d/passwd
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Redirecting Input

+ Redirect standard input with <
» Some commands can accept data redirected to stdin

$ tr 'a-Z' 'a-z' < .bash profile

* This command will translate the uppercase characters in .bash profileto

lowercase
10
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Redirecting the standard input

Many L inux commands, like cat and tr, will take their input from a file if one is given as an argument
In lieu of a filename, such commands can often also accept the contents of a file redirected directly to the
standard input Note that the following two commands produce the same output:

[etudentestationX -]3 cat filename.txt
Hello, World!

fstudent@stationX -18% cat < filename.txt
Hello, World!
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Using Pipes To Connect Processes

* Pipes (the | character) let you redirect output from one command to
become the input to another command

3 1l /usr/lib | less
* Can create pipelines - a powerful feature of Linux

5 cut -fl -d: passwd | sort -r | less
11
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Understanding pipes

Two of the basic tenets of UNIX philosophy are: make small programs that do one thing well, and expect
the output of every program to become the input to another, as yet unknown, program The use of pipes et
you leverage the effects of these two design principles to create extremely powerful chains of commands
to achieve your desired result Most command-line programs that operate on files can also accept input on
standard in, and output to standard out Some commands like tr are designed to only operate within a pipe

{can not operate on files directly)

Any command that writes to standard output can be used on the left-hand side of a pipe.
Any command that reads from standard input can be used on the right-hand side of a pipe
Multiple commands can be chained together with pipes.

Example output

[student@stationX manl]$ pwd

/usr/ghare/man

[student@stationX mani$ ls «C | tr 'a-z' ‘'A-Z!
MAN1 MAN3 MANS5 MAN7 MANS PI BR WHATIS
MANZ MAN4 MAN6 MANS MANN TMAC H

In the example above, lower case letters of the alphabet from the file listing are converted to uppet case
letters
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Useful Pipe Targets

* less displays input one page at a time

% 1s -1 | less
* mail sends input via email:

5 1s -1 | mail -s "Files" bob@example.com

* Ipr sends input to the printer

5 1s -1 | 1pr
e xargs converts input to argument list

3 cat files to delete.txt | xargs rm -£
12

For use only by a student enrollad in a Red Hat training course taught by Red Hat, Inc or a Red Hat Certitied Traning Partner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or stherwise reproduced without prior written consent of Red Hat, Inc. If you believe Red Hat tralning materials are being mpruperly used
copied, or distribuled please email ckraining@radhat coms> or phone toll-frae (JSA) +1 (866) 626 2994 or +1 (919) 754 3700,

More pipes

Earlier we demonstiated using the less command to display a text file one screenfull at a time. But what if
the output of a command takes up more than a screen? You can also use less in these situations to buffer

and view the command s output by piping the command into it

The traditional mail command is rather old fashioned for a mailer. But, it is extremely useful for maiiing
the standard output of a command. The -s option allows you to specity a subject for the email

You can also pipe output to the Ipr command This will send the output to your system'’s default printer, If
you want to use a nen-default printer you can specify one with the <P option:

All of the above examples demonstiate sending the output of one command to the standard input of
another command. But what if you wanted to convert the output of one command into part of the
command line for another? For example, in the example shown in this slide we have a file called
files to delete.txt that contains a list of filenames. Suppose it contained the following liles:

/home/student/letter txt
/home/student/inages/pic. jpg

- The command shown in the slide wounld combine the lines of this file into a space-delimited list of
arguments to the rm -f command In other words, the command would be equivalent to running:

[studente@estation¥X ~1$ rm -f /home/student/letter.txt /home/student/images/pic
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tee

* Lets you "T" a pipe: redirect output to a file while still piping it fo
another program

5 set | tee set.out | less

* |n example, output from set is written to file set . cut while alse being piped to

less
13
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Uses of tee

tee is useful to save the output at various stages from a long sequence of pipes. For example:

[student@stationX -]% ls -1R /etc | tee stagel.out | sort | tee stageZ.out ¥
| uniqg -¢ | tee stage3.out | sort -r | tee stage4.out | less
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End of Unit 5

* Questions and Answers
* Summary
» Standard I/O channels
¢ File redirection
» Standard input (<)
+ Standard Output ()
» Standard Error (2>}
* Pipes

14
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Lab 5
Standard I/O and Pipes

Goal: Become familiar with standard input and output and pipes as
implemented on a Red Hat Linux system

Estimated Duration: 30 minutes

System Setup: A working, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of
student
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Sequence 1: Standard Input and Output

Instructions:

1

Copyright @ 2006 Red Hat In¢
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Open vour favorite text editor and create two files to use later in the lab:
packagesl. txt should contain the following eight lines:

amanda
galeon
metacity
mozilla
postgresqgl
procinfo
rpmtind
sguid

packages2. txt should contain the following six lines:

anaconda
openssh
gnome-core
samba
sendmail
XsCreensaver

cat is the simplest Linux text filter. Its job is to take its input - from a file whose name
is supplied as an argument on the command line, ot from standard input - and send it,
unchanged, to standard output Test cat with packagesl. txt now.

[student@stationX -~]$ cat packagesl,txt
amanda

galeon

metacity

mozilla

pestgresgl

procinfo

rpmfind

squid
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3. If cat is supplied with no arguments, it expects to receive standard input ‘This means
that if you type cat at the shell prompt and press Enter, nothing appears to happen.
In reality, cat is patiently watching standard input, waiting for input to arrive. If you
type some characters and press Enter, cat sends the typed input to standard output --
effectively echoing back what was typed. To terminate the cat command, issue a Cirl-d
from the keyboard. This is the universal end-of-input signal

[gtudent@stationX -]1§ cat
Type some sample text, then press return.
Type some sample text, then press return.

Citrl-d

4. Most Linux text-processing commands are implemented as filters - that is, they
can read standard input, do something to it, then send it to standard output These
commands behave exactly like cat, but their output differs in some way from their

input,

tr, introduced in the unit, is such a filter If you supply tr with two strings as
arguments, it reads from standard input, translating the letters in the first string to
letters in the second string, and writes the translated string to standaird output.

Repeat the previous example, using tr instead of cat. Supply tr with arguments
designed to change all vowels in its input to upper case

[stdent@stationX ~]$ tr 'aeiou' 'AEICU’
Type some sample text, then press return.
Ctri-d

TypE sOmE sAmplE tExt, thEn prEss rEtUrn.

RHO33-RHELA4-2-20060221
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5 To specify to the shell that output from a command should not be sent to standard
output, but should instead be redirected to a file, redirect standard output with the >

directive.

Repeat the first cat example, redirecting standard output to packages] catfile. This
places everything that would have gone to the screen into packagesl. catfile,
effectively making a copy of packagesl . txt. cat the output file, and verify that it
contains the same content as the original file with diff and lIs

[student@stationX -~]$ cat packagesl.txt > packagesl.catfile
[student@stationX ~]$ cat packagesl.catfile

. .output omitted. ..
istudent@station¥X -~]$ diff packagesl.txt packagesl.catfile

...output omitted...
[student@stationX ~]15 1ls -1 packagesl*
...output omitted. ..

6. To append an existing file with the contents of another file, use the > directive.
Append packagesl . catfile with packages?2 . txt, and examine the results

[student@stationX -~]3$ cat packages2.txt »>> packagesl.catfile

[student@stationX -1% cat packagesl.catfile
..output omitted. ..

7. 1f no filename argument is passed to cat, and standard input s redirected to a file,
everything typed until input is terminated with Ctrl-d will be redirected to the file This

is an easy way to create a new text file

[student@stationX -]1$ cat > typedin.txt

This time, when text is typed at the keyboard,
it is redirected to the file typedin.txt.
Cirl-d

[student@stationX -]1$ cat typedin.txt

This time, when text is typed at the keyboard,
it is redirected to the file typedin.txt.
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8. Repeat the previous step, substituting a tr command for cat.
[student@stationX -~]1% tr 'aeiou' 'AEIOU' > trfile.txt
This time, when text is typed at the keyboard,
it is not echoed back to the screem with the translations made.
Instead, it is redirected to the file trfile.txt.
Cirl-d
[student@stationX ~]$ cat trfile.txt
ThIs tImE, whEn tExt Is typEd At thE kEybOArd,
It Is nOt EchOEd bAck t0O thE scrEEn wlth thE trAnslAtIOns mAdE.
InstE2d, It Is rEdIrEctEd tO thE fIlE trfIlE.txt.

9. Use set -o to display the current setting for the bash noclobber option (off) Verify that
vou can indeed "clobber™ files when redirecting output to a file.
[student@staticonX -i$ set -o

. .output omitted. ..

[student@stationX -~]$ 1ls -1 /etc/passwd > trfile.txt
[student@stationX ~]$ ecat trfile.txt
-rw-r--r-- 1 root root 3911 Sep 28 13:06 /etc/passwd

10, Use set to modify the noclobber option, then verify its operation:
{student@stationX ~]$% set -0 noclobber
[student@stationX -]14% echo "new contents" » trfile.txt
bash: trfile txt: cannot overwrite existing file

11, cat will accept either a filename as an argument, or standard input redirected from a
file Test with the following two commands;
[student@stationX -1% cat packagesl.txt
.. .output omitted. ..
[student@stationX -]15 cat < packagesl.txt
.. .output omitted.. .
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12, Standard output and input can both be redirected, as in the following example.
Direct the input to tr, as above, from the packagesi . txt, but this time redirect
standard output. No output is sent to the screen - it is instead stored in the file
packagesl.trfile txt.

[student@stationX -~]$ tr 'aeiou' 'AEIOU' < «
packagesl.txt > packagesl.trfile,txt
[student@stationX -]$ cat packagesl.trfile.txt
AmAnda

gAlECOn

mEtAcIty

mOzILl1A

pOstgrEsgl

prOcInfO

rpmfInd

aqulid
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Unit 6

Users, Groups, and Permissions
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Objectives

Upon compietion of this unit, you should:

» Understand the Linux security model

* Know the purpose of user and group accounts
* Be able to read and set file permissions
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The Linux Security Model

* Users and groups are used to control access to files

* Users log in by supplying user name and password

* Every file is owned by a user and associated with a group

* Every process has an owner and group affiliation, and can only access
the resources its owner or group can access

Far use anly by a student enrolled in 3 Red Hat training course taught by Red Hat, Inc. or a Red Hat Centified Traning Partner. Mo part of this publication may be photocopied,
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copied, or distributed please email <trzining@redhat com> of phone toll-free {USA) +1 (B66) 626 2994 or +1 (813) 754 3700,

The Linux Security Model

Every file on a Linux system is owned by a user, and users cannot change or even read each others’ files
without being given permission. A user's identity is established at login time when the user gives a login

name and password

Because of this, and because unprivileged users do not normally operate with root-level access, Linux is
significantly less susceptible to the viruses that plague other operating systems. Users of systems with less
rigorous security medels operate with system-level access, which allows malicicus programs free reign
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Users

* Every user is assigned a unique User iD number (uid)
* Users’ names and uids are stored in /etc/passwd
* Users are assigned a home directory and a program that is run when

they iog in (usually a shell}
* Users cannot read, write or execute each others' files without

permission
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Users

In the earliest years of computing, computers were very large and expensive The concept of user accounts
was created to afllow many individuals to share these precious computing resources

Every person that logs into the computer is considered a user This user has a number of characteristics,
the most important being a user name and a user identification number, or uid. Both should be unique on
the system User names and uids are stored in the /etc/passwd file Other fields in this file include the
user’s real name and the user's home directory .

Users have full access to their home directories. That is, they can create and remove files and directories
as they please, and can organize their files it any way they desire, subject only to limitations such as disk
quotas. Typically, users will have limited o1 no access to other directories on the system, although there
are some exceptions (/ tmp, for example). A user's ability to gain access to files or directories depends on
the permissions of the files, as well as the user's identity and the user's group affiliations, to be discussed

on the next slide.
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Groups

* Users are assigned to groups
* Each group is assigned a unique Group |D number (gid)
* gids are stored in /etc/group
* Each user is given their own private group
+ Can be added to other groups for additional access
* All users in a group can share files that belong to the group
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Groups

Sometimes users need to collaborate This can be accomplished by having users assigned to groups and
selting appropriate group permissions for files or directories.

Evély user is a member of at [east one group, and possibly more. As with users, groups have group names
and group identification numbers, gids. The group names and gids are stored in the /etc/group file.

User Private Group Scheme

By detault, & user belongs to a group that is named the same as theit username  That is, user digby
is a member of group digby and, by default, is the only member of that group. This system can be
abandoned by system administrators when they set up accounts and so this may not be the case at your

location.

Primary Group

A user's primary group is defined in the /et c/pasewd file and secondary groups are defined in the
/etc/group file. The primary group is important because files created by this user will inherit that
group affiliation. The primary group can tempotarily be changed by running newgrp groupname, where
groupname is one of the user's secondary groups. The user can return to their original group by typing

exit.
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The root user

* The root user: a special administrative account
» Sometimes called the "superuser”
* root has complete control over the system
= and an unlimited capacity to damage itl
* Do not work as xoot unless you need to

= Normal ("unprivileged") users' potential to do damage is more fimited
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The Super User

The root user, sometimes called the "superuser”, has unlimited access to all the files, devices, and
programs on the system. To protect the system from accidental damage, it is important for system
administrators to use a normal user account for as much work as possible

When operating from a normal user account, a mistyped command cannot damage the system. When
opetating as root, a small typo when using rm, for example, can irretrievably delete all the files on the

system.
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Linux File Security

* File and directories have permissions to determine users'
access-levels

* Permissions are set for:
= the owner of the file (called the "user”, arguably a misnomer)
 the group members
e all others

» Permissions that are set are called read, write, and execute
permissions
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Permission Types

* Four symbols are used when displaying permissions:
* r! permission to read a file or list a directory's contents
* w: permission to write to a file or create and remove files from a directory
* x: permission to execute a program or change into a directory and do a long
listing of the directory
* -:no permission (in place of the ¢, w, or x)

For use only by a student enrclied in a Red Hat training course taught by Red Hat, Inc or a Red Hat Ceritied Traning Pariner. No part of this publicalicn may be photocopied,
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File Permissions

Each of the standard permission types can be used (o a restrict access for the file's user, access for the file's
group, and access for everyone else.

Permissions on files for any particular user category are as follows:

read permission means the contents of the tile can be examined with a command such as cat or less.

write permission means the file can be edited and saved

execute permission means the shell will attempt to execute the file when its name is entered as a

command

Permissions on directories for any particular user category are as follows;

Directory Permissions
reqd permission means the contents of the directory can be listed with Is.
write permission means that files may be created in that directory.

execufe permission means that the user can cd to that directory and do a long listing (read permission
without execute permission permits a listing, but not a long listing)

A file may be removed by anyone who has wiite permission to the directory in which the file resides
regardless of the ownership or permissions on the file itself
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Examining Permissions

+ File permissions may be viewed using Is -l

$ la -1 /bin/login
-rTwxr-xr-x 1 root root 19080 Apr 1 18:26 /bin/login

« File type and file access permissions are symbolized by a 10-character
string
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Examining Permissions

The Is -1 command displays, among other information, the permissions of the file. The first character of
the long listing is the tile type The next nine characters are the permissions, explained in succeeding

pages
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I Interpreting Permissions

— I
;

P TWKY ~K - - 1 andersen trusted 2948 Oct 11 14:07 myscript

* Read, Write and Execute for the owner, andersen
* Read and Execute for members of the trusted group

* No access for all others
10
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Interpreting Permissions

The file shown at the top of this slide can be read, written and executed (xwx) by the user anderson,
read and executed (r-x) by members of the group trusted and has grants no permissions (- --) to
anyone else. Some more examples are shown helow.

Given the following file permissions:

< g -
~Ixer—xr—r~ 1 fred fred 26807 Mar 8 22:55 penguin /7 54
—ri-rTor e g mary admin 1601 Mar 5 22:36 zredhat é (L &
“tw-rw-r-- 1 root staff 8671 Mar 8 22:59 tuxedo L <.
4 “ o
And the Iollowing group memberships:

User Primary Group Secondary
Groups

fred fred staff

mary mary staff,admin

The following will be true:
+ penguin can be read, written, and executed by fred, but only read by mazry;
* redhat can be read and wiitten by mary, but only read by fred;

* tuxedo can be read and written by both mary and fred

RH033-RHELg-2-28080221
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Examining Directories

» The first character in the long listing distinguishes directories (d) from

regular files (-)
& g e ST

drwxr-xr-x 2 root root 4096 Apr 20 18:13 /bin/

-rwxr-xr-x 1 root root 28526 Feb 18 2003 /bin/df
7oL 5
» Other file type indicators exist
11
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Linux Process Security

* When a process accesses a file the user and group of the process are
compared with the user and group of the file

» If the user matches the user permissions apply
* If the group maiches, but the user doesn't, the group permissions apply

* {f neither match, the other permissions apply
12
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Process Security

Every process runs as a under the authority of a particular user and with the authority of one or more
groups; this is called the process's security context When a process tries to access a file, the security
context of the process is matched against the owner and group affiliation of the file

If the user running the process is also the owner of the file, the user permissions apply, regardless of the
group and other permissions.

Otherwise, it the process is a member of the file's group, the group permissions apply, regardless of the
other permission

If the process is affiliated with neither the owner of the file nor the group of the file, then the other
permissions apply.

Note that it is possible to make the owner's permissions more restiictive than the group and other
permissions {or to make the group permissions more restrictive than the other permission), but this is odd
and 1arely done.
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I Changing Permissions - Symbolic Method

* To change access modes:

« chmod [-R] mode file
* Where mode is:

* u,g or o for user, group and other

* + or - for grant or deny

= r, w or x for read, write and execute
* Examples:

* ugo+r: Grant read access to all

» o-wx: Deny write and execute to others
13
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chmod Syntax

The chmod command changes access mode for files and directories The chmod command takes a
petmission instruction followed by a list of files or directories to change. The permission instruction can
be issued either symbolically (the symbolic method) or numerically (the numetic method).

Using the symbolic method, the permission expression contains three fields: an indicator of who has
access to the file, an operaror for selecting how the permissions should be changed, and a permission
If no who value is given, then the permission is added or removed for user, group and other Multiple,
comma separated operations can be given in a single command

who may be operator may be permissions may be
u User who owns the file | + Add a permission r Read
g Users in the file's - Remove a permission | w Write
Group
o Other users = Assign a permission x Execute o1 cd
a All three categories s Set user ID bit or group
t Sticky bit (for
directories) :
Examples:

chmod u+w,go-w .bashre grants write access to owner but denies it to group and other

chmod u=rw .bashrc sets user permissions to 1ead and write, with execute turned off, regardless of the
‘carrent permissions -

RHO33-RHEL4-2-20060221
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chmod +1 .bashre makes the tile world-readable

A useful option to chmed is -R (recursive). This option tells ehmod fo traverse an entire directory tree to
change the permissions of all its files and subdirectories The s and t permissions will be discussed in a

later unit
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I Changing Permissions - Numeric Method

* Uses a three-digit mode number
» first digit specifies owner's permissions
¢ second digit specifies group permissions
» third digit represents others' permissions
* Permissions are calculated by adding:
* 4 (for read)
s 2 {for write)
« 1 (for executs)
s Example:

» chmod 640 myfile
14
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Numerical Mode Setting

To change all the permissions on a file at once, it is often easier and quicker to use the numeric method

Tn this method, the first argument to the chmod command is a three digit number representing the
permissions that are set In this method, the read permission has a value of four, the write permission has a
value of two, and the execute permission has a value of one. Add together the permissions you wish to set

for user, group, and others. Examples:
chmod 664 £1le grants read/write to the owner and group, read-only to others
chmod 660 £ile grants read/write to the owner and group; no permissions for others

chmod 600 £ile: grants read/write to the owner; ne permissions set for the group and others

chmod 444 £1le: grants read-only to all

With directory permissions, when you set the read permission, you almost always want (o set execute
permission. Examples:

chmod 755 dir: grants full permissions to the owner, read and execute to group and other.
chmod 770 dir: grants full permissions to the owner and group, no permissions to others

chmod 700 dixr: grants fali permissions to the owner. no permissions to the group or others
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chmod 555 dir: grants read and execute permission set to ail
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Changing Permissions - Nautilus

« Nautilus can be used to set the permissions and group membership of
files and directories.
= In a Nautilus window, right-click on a file
» Select Properties from the context menu
+ Select the Permissions tab
« Text view and Number view of the permissions are updated as you
make changes.
15
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End of Unit 6

* Questions and Answers
* Summary
» All files are owned by one user and one group
* The mode of a file is made up of three permissions: those of the user, the group
and all others
* Three permissions may be granted or denied: read, write and execute

16
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Lab 6
File Permissions

Goal: Become familiar with the functions, syntax, and use of several
essential file permission modification commands, and how you can
combine these commands together in useful ways to accomplish

common user tasks.

Estimated Duration: 45 minutes

System Setup: A working, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of

student:.
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Sequence 1: Practice defining file permissions

Instructions:

1 What is the symbolic representation (eg rwxx-x1-x} of each of the following numeric

permissions?
rw— [ ==

644 ,
755 I VAN'Y f—-“,{ -

oo~~~ -~ = -
AT D B S
700 (W F — == ——

777 W R TR T
555 (— X =% /[ —X

mo-=— A -7 X == X
600 [ W — = —= —-~-

2. Given a file with permissions 755, what commands would change the permissions to
1-X1--1--7

< b Mﬁﬁ/ 775 Lile /£'7W74?C/ p=lwX, 27,071

3 You've just downloaded a file that you know is trustworthy from the Intemet, and
you want to execute it. What step must you petform before you can run #t? List two

different ways to perform that step.
A et o == /\< ‘]ﬂ ( / &

i = > j»[r (ﬂ@

. L opap C/

4 . g
C /\; b//‘-,f’ ,«’} {'j" ’_,f wedee f}( "1{:\ ‘/e)
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Sequence 1 Solutions

1 644 rw-r--1--
755 1wxXi-Xi-X
000
711 rwx-—-x--x
700 rwx------
777 IWXIWXIWX
555 1-x1-x1-x
111 --x--x--x
600 1w--——--
731 rwx-wx--x

2 There are several possible solutions:
chmod 544 filename
chmod v-w,go-x filename

chmod u=rx,go=r filename
3 The command must be made executable Either one of the following commands will
accomplish this (and other commands will also work):

chmod +x cmdname

chmed 755 cmdname
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Unit 7

vi and vim Editor Basics
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Objectives

Upon completion of this unit, you should:

* Know the three primary modes of vi and vim

» Be able to navigate text and enter Insert mode
* Be able to change, delete, yank, and put text
+ Be able to undo changes

« Be able to search a document

* Be able to save and exit
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Overview of vi and vim

* vi: the "visual editor", standard Linux and Unix editor

* vim: the "vi improved" editor, standard Red Hat editor

» On Red Hat operating systems, the vi command invokes vim
* Derived from earlier Unix editors

* ed -> ex -> vi -> vim

For use only by a student enrolled i a Red Hat training course taught by Red Hat, inc or a Red Hat Certified Traning Partner. No part of this publication may be photosopied,
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copiod, or distributed please smail <training@redhat coms or phone toll-free (USA) +1 (856) 626 2594 ar +1 (519) 754 3700.

The history of vi

The vi editor is the standard editor under Linux and Unix systems, with a heritage almost as long as Unix
itself Red Hat ships both the rraditional vi editor and the newer vim editor, the "vi improved' editor.

When Unix was originally developed, the common user interface was the teletype, a typewriter-like
device that printed output on side-holed papez. The editor in use at the time was ed, a line editor When
video terminals first became widely used, first the ex line editor, providing extensions to ed taking
advantage of the video nature of the new devices, was created, followed by vi screen editor. The ex
commands rernain in vi, particulatly the search-and-replace, saving, and exiting functions

The vim editor is 2 more recent version of vi, providing extensive improvements, primarily for power
users On Red Hat operating systems, the vi command is aliased to vim
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Starting vi and vim

+ To start vim:

¢ yi filename
» if the file exists, the file is opened and the contents are displayed

+ [f the file doesn't exist, vi creates it when the edits are saved for the first time
* To use vi instead:
* unalias vi or,

* Wi
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Running vi

To edit an existing file, run the command:

vi filename

Edits pexfoxméd on this file will be made in a buffer until the file is saved; that is, yon can undo individual
changes or even abandon all changes until you save the changes. To create a new file with vi, use the same
command, giving a new filename as an argument to vi

When invoking vi in this way, vou actually invoke vim, as vi is an alias to vim. If you wish to call vi
itself, you can call it on the fly as:

[student@stationX -~1¢ \vi

Alternatively, if you wish to use vi as yow default editor, place the following command in one of your
startup scripts {more on startup scripts in a later unit):

{student@staticonX -]5 unalias vi

Some useful options that you can use with vi include:
-m filename makes the opened file non-modifiable
-R filename makes the opened file non-modifiable, but can be overridden with :w! !
-n filename does not use a swap file for backup (useful for floppies)
-r filename recovers data from a swap file after a crash
-X £ilename encrypts the file when saving and dectypts when editing
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Three Modes of vi and vim

* Command mode

» Cursor movement

+ Change, delete, yank, put, search
* Insert mode

* Type in new text
* Return to command mode with Escape

* ex mode
« Configuring, exiting, saving
* Search and replace :
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An introduction to modal editors

Thevieditor operates in three "modes”, three different states of operation It is vital that you be aware of
the current mode, as different sorts of things happen in each mode. T he three modes are called command

mode, insert mode and ex mode.

‘When you first enter vi, you will be in command mode. This is considered the "home" mode, the mode to
which you will return when you are otherwise not performing some specific action. When in command
maode, the keystrokes you enter do not become part of the text, but tather are interpreted as command
mode commands. Among the actions you ¢an take from ¢command mode are:

= Moving the cursor, entering insert mode
+ Changing text, deleting text

* Copying text (called yanking)

+ Pasting copied o1 deleted text (called put)

* Entering ex mode

In insert mode, your keystrokes are actually data entered into your document, rather than commands. In
coming slides, you will learn how to enter insert mode and how to retun to cormand mode from insert

mode.
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The final mode is ex mode. In this mode, you can enter extended commands. Among the extended
commands are saving, exiting, and search-and-replace commands. To enter ex mode, type : while in
Command Mode.
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Cursor Movement
By Character

* h left

* § down

ek up

* 1 right

* arrow keys also work
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Moving by character

In command mode, one of the most important actions that you will want to take is to move the cursor.
Not only are cursor moveiments important in themselves, but they are also the basis for much of the rest of

thevi and vim command vocabulary

The commands above will move the cursor about the file. There are many more cursor movements, but
these are the most important and useful ones.

The h, j, k, and 1 movements move the cursor left, down, up, and right, respectively. These keys can be
typed with three fingers of the right hand The arrow keys also work, but note that if you become adept at
using the h, j, k, and I keys, you can move the cursor without moving yon hands from the base row of

the keyboard

Moving by word

The w and b keys move forward and backward a word at at time. A word is defined as a series of letters
of the alphabet and numbers uninterrupted by white space or punctuation If the cursor is on a punctuation
charactes, the word is terminated by white space o1 a letter of the alphabet or number. For example:

"Hello!", she said

Words on this line are:
' Hello m she said .
i 2 3 4 5 6

Six words. Note word number three: a series of punctuation marks.
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Cursor Movement
In larger chunks

word sentence paragraph
Move left one... w ) }
Move right one... b ( }
7
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Moving by word

The w and b keys move forward and backward a word at at time A word is defined as a series of letters
of the alphabet and numbers uninterrupted by white space or punctuation If the cursor is on a punctuation
character, the word is terminated by white space or a letter of the alphabet or number For example:

"Helle!™, she said.

Words on this line are:
! Hello i she said ‘

.

1 2 3 4 3 6
Six words Note word number three: a series of punctuation marks.

Moving by paragraph and sentence

You can also move by larger chunks such as paragraphs and sentences ) and { move forward and back
one sentence, a sentence being defined as a text followed by a blank line ot punctuation. } and { move
forward and back cone paragraph, a paragraph being defined as text followed by a blank line.
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Entering Insert Mode

* a appends after the cursor

* i inserts before the cursor

* o opens a line below

* A appends to end of line

* I inserts at beginning of line
* 0 opens a line above
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Editing text in Insert mode

Many commands will take you into insert mode. The slide above lists six commen ways 1o do so.

The a command will place you in insert mode, allowing you to append after the cursor The letter a will
not appear in your document, but all other characters that you type will appear, until you exit insert moede

To exit insert mode, hit the £s¢ key

The 1 command is similar to the a command, but you will insert your data before the cursor Again, exit
insert mode by hitting the Fsc key.

The o command opens a line below the current fine, placing you in insert mode.

Note the relationship between the lower case a, 1, and o, and the upper case A, I, and © Whereas the a
appends after the cussor, the & appends at the end of the line The 1 inserts before the cursor; the T inserts
at the beginning of the line The o opens a line below the current line; the O opens a line above the current
line. Patterns such as these pexmeate the vi and vim commands
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I Leaving Insert Mode: Esc

* Esctakes you from insert mode back to command mode
 Hint: when in trouble, press Esc and then press E£sc again
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Returning to Command mode

As stated earlier, to get from insert mode back to command mode, press the £EsCkey This is worth
repeating, not just because of the usefulness of the action, but also because command mode is the "home";
mode, the place to be when you are not otherwise taking some action. Sometimes, you may "get lost":
press an incorrect key and not be sure in what mede you reside When this happens, press the Esc key and
then press it again. By doing this, you can guarantee that, regardless of the moede you were in, you will

now be in command mode.
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Change, Delete, and Yank
Change Delete Yank
(cut) (copy)
Line ce dd vy
letter cl dl yl
Word cw dw yw
Sentence ahead c) d) y)
Sentence behind c d( v
Paragraph above c{ d{ v{
Paragraph below c} d} Y}
10
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Change, Delete and Yank (Replace, Cur and Paste)

At first glance, the chart above may seem intimidating, but note the pattern The characters w, {, }, (, and
) mean the same thing here as in cursor movernent The commands e, d, and ¥, are combined with these

to petform an action

The cc command will change a line: it will delete the current line and place you into insert mode io enter
the replacement, which could be another line, several lines, or just a few characters As before, press Esc

to return to command mode.

The ¢l command will delete the current chazacter and place you in insert mode; the cw command will
delete the current word and place you into insert mode The paragraph and sentence commands wifl

operate similarly.

dd deletes the current line, leaving you in command mode The remaining deletion commands operate in
a similar fashion

The yy command may take some explanation These days, the common name for this action is "copy™;
that is, place some text in a buffer without modifying ihe original data. However, in the original Unix vi,
and still today in the modern vim, the action taken is not called "copy”, but rather "yank". A line is yanked
into a butfer, presumably to be put (or pasted) back into the document at another location. As before, y1
yanks a letter, yw yanks a word, and the remaining commands yank seatences and paragtaphs.
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Put (paste)

» Use p or P to put (paste) copied or deleted data
» For line oriented data:

» p puis the data below the current line

* P puts the data above the current line
« For character oriented data:

» p puts the data after the cursor

+ P puts the data before the cursor
1
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Put {paste)

Just as in vi and vim, we "yank" instead of "copy", we "put" instead of "paste”: take data trom a buffer
and place it in the document.

The commands to put data from a buffer into the document are p and . How these work depend on

the nature of the data in the buifer. If the data is line oriented (you yanked a line or a patagraph), the p
command will open a new line below the current line and place the data there; the P command will open
a new line above the current line and place the daia there. If the data is character oriented (you yanked a
letter, word, or sentence), the p command will put the data after the cursor and the P command will put

the data before the cursor
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I Undoing Changes

* u undo most recent change
* U undo all changes to the current line since the cursor landed on the
‘ line
¢ Ctri-r redo last "undone” change
12
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Help! | made mistake!

You will not work with vi or vim long before needing to undo a change that you made, either incorrectly
or unintenticnally. To undo the most recent change, use the u command Several u commands in a row
will undo several previous changes. The u will not undo a previous u; that is, it will not toggle a change,
but rather undo several previons changes

To undo all successive changes to the current fine, use the T command.

To redo a change undone by a u command, use the C#rf-r command.
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I Searching for Text

* /text search downwards for "text"
* ?text search upwards for "text’
* n continue search in the same direction

* N continue search in the opposite direction
13
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Searching a document

To search for a string of text, use the / or ? commands as in the less command:
/ dog search downwards in the file for the string "dog”

?mouse search upwards in the file for the string "mouse’

Once the first match is found, you can find the nexr match with the n command. To reverse the direction
of the search, use the N command
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Command-Mode Tricks

* dtc deletes from cursor to the letter c{does not span lines)

* 5dd deletes five lines (a number can precede any of the two character
change, delete, yank, or put commands)

* x deletes a character

* rc replaces a character with ¢

* R replaces character-for-character until Esc
14
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Some advanced command-mode functions

The vi and vim editors are remendously featureful. The list of additional options are legion. The slide
above contains just a few helpful tricks, described here:

Typing dt.x will "delete” from the cursor "to” the character x. This comimand does not span lines. If the
final character does not exist on the line, nothing wiil be deleted

Typing 5dd will "delete” five lines Any number can precede any of the change, delete, yank, or put
commands Thus, 3y} will yank three paragraphs below the current line and 2p will put the three
paragraphs back into the docnment twice, for a total of six extra paragraphs.

Typing x will "delete” a character. The command d1 also will delete a character, but the x command
presents a terse method.

Fyping rx will "replace” the character under the cursor with the character x This task can be
accomplished in a number of ways. For example e1xEs¢, but note that the rx command takes only two

keystrokes, half the number of the fonger method.

Typing R will "replace” one character for every character typed until the Esc character is entered. This is '
an excellent method for doing replacements character for character. Note that using something like 15¢1
requires that you actually count the number of characters that you wish to change With the R command

you do not need to count the characters in advance
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5 The last sentence of the document has been duplicated. Move to the beginning of the
sentence with } and ) and delete it with d) :

Mna

6. Finally, write (save) your corrected file to the disk and exit vi:

tWg

It this does not have the expected etfect, press Esc twice to enter command mode and
try again. If unwanted changes were made, use the u key to undo them from command

mode before saving,
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Unit 8

The Linux Filesystem In-Depth
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Objectives

Upon completion of this unit, you should:

» Know how to create partitions and file systems

» Understand the function of dentries and inodes

* Know how cp, mv, and rm work at the inode leve]
+» Understand how symbolic links and hard links work
* Know how to access removable media

+ Be able to create archives using tar and gzip
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Partitions and Filesystems

* Disk drives are divided into partitions
* Partitions are formatted with filesystems, allowing users to store data

* Default filesystem: ext3, the Third Exteﬁr{ucged mux Filesystem
» Other common filesystems: - Joedndl

» oxt2 and msdos (typically used for floppies)

» 1509660 (typically used for CDs) . [-{ # € aﬁ’[

blicati ¥ ba ph
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An overview of filesystems in Red Hat Enterprise Linux

On Red Hat Eaterprise Linux systems, disk drives and other storage media typically are divided into
partitions. Also typically, a partition is formatted with a filesystem A filesystem is a data structure written

to the media that allows users to store and access files.

The default filesystem for Red Hat Enterprise Linux is the Third Extended Linux Filesystem or ext3. It is
an enhanced version of ext2 that uses journaling to improve filesystem data integrity Ext2 has been in use
on Linux since 1993 making it and its successor, ext3, very stable and reliable Ext2/3 support a variety
of advanced features which are not always present in other Unix filesystems such as extended attributes

(EAs) and POSIX Access Control Lists (ACL s).

Red Hat Enterprise Linux supports over 20 different filesystem types. Other common filesystems are
msdos, which is used tor compatibility on floppy disks and iso9660 which is used on CDs. It is aiso
common to format tloppies with ext2 because it is more poweiful and flexible than msdos and uses less

disk space for its data structures than ext3
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Inodes <+

* An inode table contains a list of all files in an ext2 or ext3 filesystem
¢ An inode (index node) is an entry in the table, containing information
about a file (the metadata), including:
« file type, permissions, link count, UID, GID
+ the file's size and various time stamps
* pointers to the file's data blocks on disk

» other data about the file
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What is in inode? __._;f e Qf/fg;:) %/ [L:;

ext2 and ext3 file systems keep a list of files in the file system in 2 table called an inode table An
individual entey in the inode table is called an inode. The inode is referenced by its number, the inode

numbet, which is unique within a file system

The inode contains the metadata about files (remember that everything in Linux is a file; the term "file” is
heing used in this broad manner in the inode discussion) Among the data stored in the inode is:

. the file type

. hle peI missions

* link count: the number of file names assocciated with the inode number (more on this later}

B

e the user ID numbei OF the file GWher

» the gmup ' ID number of thc assocmted gmup

+ time _stgn_lps, _ip_clyc_i_i__qg__lg_s__traccess tirr__lg,__ last modification time, and inode change time
* location of the data on the hard disk
» other metadata about the file
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I Directories

* The computer's reference for a file is the inode number
* The human way to reference a file is by file name
* A directory is a mapping between the human name for the file and ihe

computer's inode number

For use enly by a student enrofied in a Red Hat tralning course taught by Red Hat, Inc. or a Red Hat Certlfied Traning Pariner. No part of thia publication may be photecopled,
dupiicaied, stored in a retrieval system, or otherwlse reproduced without prior writlen consent of Red Hat, Inc I you helisve Red Hat training materials are being improperly used,
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What is a directory?

We commoenly think of a directory as a container {or {iles and other directories. In fact, a directory is
a mapping between the file names that humans use to reference files and inode numbers used by the

computer to reference files.

When a filename is referenced by a command or application, Linux references the directory in which the
tile resides, determines the inode number associated with the file name, looks up the inede information in
the inode table, and, if the user has permission, returns the contents of the file.

The Is -f command displays the incde number:

[student@stationX -]$ la -il
total 28

80788 -rw-r----- 1 student student 5120 Sep 18 11:26 myData
37777 drwxr-x--- 2 student student 4096 Sep 18 11:25 newStuff
BO787 -rw-x-----~ 1 student student 1536 Sep 18 11:26 notes
80789 -rw-r----- 1 student student 11776 Sep 18 11:26 ctherStuff

The inode number for the myData file is 8078§.
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Inodes and Directories

Name (e )

Associated with an inode by parent directory

k.

[ Twper Dibechery

SYREEEKEINR PTinoe prinse
Blockd: 'l hainks: 4 i
Boowsr: ZRDY-05-08 LE€:1F542
Hodifyr 2003-08-08 L6118 42
4 ey Z0EI-05-UR 1615842

Inode Metadata

Properties and ¢ polater to Blocks on disk

Contents I B—

Eor divectorivs; wamednode fist (shown} et 258422
For files: artitrary doila Ghml? | 53355

- Tpmse ELERLE
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cp and inodes

* The cp command:
1 Aliocates a free inode number, placing a new entry in the inode table
2 Creates a dentry, associating a name with the inode number

3 Copies data into the new file
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cp in-depth

Consider the nature of the cp, mv, and rm commands in the context of the irode table

When a file is copied to a new name in the same directory, the directory and the inode table get a new
entry:

[student@stationX -1% 1lg -li penguin

246674 -rw-Iw-r-- 1 digby digby 26 Sep 25 20:56 penguin

[studente@station¥ -1$% cp penguin tux
[student@stationX -1$ ls -1i penguin tux

246674 -TW-YW-¥-- 1 digby digby 26 Sep 25 20:56 penguin
246575 -rw-Iw-r-- 1 digby  digby 26 Sep 25 20:56 tux
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myv and inodes

« [f the destination of the mv command is on the same file system as the
source, the mv command:
1 Creates a new directory entry with the new file name
2 Deletes the old directory entry with the old file name

» Has no impact on the inode table (except for a time stamp) or the
location of data on the disk: no data is moved!
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mv in-depth

The name of the mv command works neatly with the metaphor that a directory is a container for files. But,
as we now know that a directory is a mapping between file names and inode numbers, the mv command

must be understood in these terms.

When a file is moved, the underlying file, either as inode entry or as data on the hard disk, does not
move. What moves is the entty in a directory When a file is moved within the same file system, only the

directory itself (or directories if moving between directories) are affected:

[student@stationX -~]15 1ls -1i tux
246575 -rw-xYw-r-- 1 digby digby 26 Sep 25 20:56 tux

[student@stationX -1$ mv tux fedora

[student@stationX -~15 1ls -1i fedora
246575 -IW-Irw-I-- 1 digby dighy 26 Sep 25 20:56 fedora

The inode number remains the same The data on the file system is not moved. The inode is not change,
except that the inode change time is updated.
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rm and inodes

* The rm command:
1.Decrements the link count, thus freeing the inode number to be reused
2 Places data blocks on the free list
3 Removes the directory entry
* Data is not actually removed, but will be overwritten when the data

blocks are used by another file
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rm in-depth

The rm command has a broad effect. The entry in the directory is effectively deleted; the inode number is
made avatlable; the block locations that the file was using are placed on the free list

The underlying data is not actually removed, however The data will be overwritten eventually when the
blocks are reused by some other file, but the data is otherwise unmodified
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Symbolic (or Soft) Links

¢ A symbolic link points to another file

» Is -l displays the link name and the referenced file

lrwxrwxrwx 1 joe joe 11 Sep 25 18:02 pf -» /jetc/passwd
» File type: | for symbolic link
+ The content of a symbolic link is the name of the file that it references
* Syntax:

¢ In -a filename linkname
10
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Symbolic Links

A symbolic link {01 symlink) is a file that points to anothe file That is, when you read from the symbolic
link using, perhaps the cat or less command, you will actually receive the contents of the underlying file
Most actions, in fact, will be performed on the underlying file, with the exception of the rm command.
Removing a symlink removes the actual link itself, not the underlying file.

To create a symbolic link, use the In command with the -s option:
[student@station¥ ~]1$ 1ln -s /etc/passwd password

In this example the file passwd in the curent directory peints to /etc/passwd The Is -1 command lists
the symlink and the file that is being referenced by the link:

[student@stationX -]1% ls -li password /ete/passwd
30338 -rw-r--r-- 1 root roct 1729 Aug 24 11:43 /etc/passwd

33276 lrwxrwxrwx 1 digby digby 11 Sep 26 09:33 passwd -» /etc/passwd -

Note a few interesting things about this long listing First, it has its own inode number: a symbolic link is

a separate fite from the original. Second, the first character of 4 long listing for a symlink is the letter 1: a

symlink is a special type of file and so it has its own file type indicatoz. Third, note the odd permissions of

the symbolic link. The permissions on a symlink are irrelevant; the permissions set on the file pointed to

by the symlink control access rights. Finally, note the size of the symbolic link The size in this case is 11:

there are 11 characters in /etc/passwd. The contents of a symlink is the path name that the symlink _

o et et ey
Cry i e patll name, -

FRRY P y I O ST S S-DE U ST SO RSPt S
~references. Therefore, the size of the symiink s always the numher of cha
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Hard Links

* One physical file on the filesystem

* Each link references the file's inode

* File is present in the filesystem as iong as at least one link remains
« Cannot span drives or partitions

* Syntax:

s In filename [1linkname]
11
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Hard links

A hard link is one of the more ditficult types of files to understand. A hard link is a path name that
references an inode: that is, all files are hard linked at feast once. The inieresiing twist in the Linux
world is that a file can be hard linked more than once Remember that an individual file is referenced by
its inode number, the file name merely being a human convenience for referencing the inode number
Because the name of a file is separate from an inode (it is stored in a directory, not in the inode), it is
possible to have multiple file names pointing to the same inode numbez

To create an additional hard link to an existing file, use the In command:
{student@stationX ~]1¢ 1n fedora redhat

[student@stationX -] 1ls -1i fedora redhat
246575 ~rw-rw-r-- Z digby dighy 26 Sep 25 20:56 fedora
246575 -rw-rw-r-- 2 digby digby 26 Sep 25 20:56 redhat

The most notable effect here is that the two files, fedora and redhat, have the exact same inode: there

is only ene underlying file, but there are two entry points Also note that they are both regular files: an
additional hard link is not a separate file type Finally, note the link count. The link count is the number
after the permissions and before the user name The link count has been incremented to two because two
path names point to the same fife. When one path name is deleted, perhaps using the rm command, the
link count will decrement to one; when the final path name is deleted, the link count is decremented to

zero and the file is removed

Two restrictions to additional hard links should be noted: first, the two file names must be on the same
. fllesvstem becau‘;e thpy Qhare an mocL number 'md an 1mde table 18 umczue to a hle wstem both must bc .

dm:ctortes .
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The Seven Fundamental Filetypes

Is -1 symbol File Type
- regular file
d directory
1 symbolic link
b block special file
c character special file
P named pipe
s socket

12
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Identifving basic file types

In the preceding pages, we have learned about three file types: regular files, directories, and symbolic
links In Red Hat Enterprise Linux, there are a total of seven {ile types, called the Seven Fundamental
Filetypées of Linux and Unix. Below is a list of the remaining file types and a brief explanation of each,
preceded by the symbol indicating the file type in a long listing: ‘

¢ character special file: in the overview that we stated that everything in Linux is a file, even hardware.
Files referencing hardware are not regular files; they are one of two types of special files. Character
special files are used to communicate with hardware one character at a time.

b block special file: used to communicate with hardware a block of data at a time: 512 bytes, 1024 bytes,
2048 bytes: whatever is approptiate for that type of hardware Run the following command to see a list of

block and character special files:

[student@stationX -]% 1ls -1 /dev | less
output omitted.. ..

p named pipe: a file that passes data between processes. It stores no data itself, but passes data between
one process writing data into the named pipe and another precess reading data from the named p1pe A
named pipe can be created using the mknod command:

[student@stationX ~-1$ mknod mypipe p

Sse o
g G

s ‘(7C}u.f a st\hnd '“senlmm&: tor interpricess comumunications . B is extromely rare Tor a user of

system admmlst:ator to exphculy Lzeate a socket J
et o
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Checking Free Space )
. df-R : 4 ~73///Ua pg AATC
- Reports disk space usage :

* Reports total kilobytes, kilobytes used, kilobytes free per file system

= -h displays sizes in easier to read units
» du - Reports disk space usage

* Reports kilobytes used per direcfory

* Includes subtotals for each subdirectory

» -5 option only reports single directory summary

+ Also takes -h option
13
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Getting usage summaries with df

The df and du commands are used to determine how mach disk space is used. The df' command reports
on a per filesystem basis. It reports total disk space, disk space used, and disk space free The disk space
free column is often the most usefu] information:

[student@stationX -~135 4f /opt
Fiiesystem 1K-blecks Used Available Use% Mounted on

/dev/hdaz 16512384 5134496 10539108 33% /opt

With typically large file systems, the units above can be hard to read. The -h option used multipliers such
as G and M for gigabyles and megabyles, respectively:

[etudent@stationX -13 df -h /opt
Filesystem 8ize Used Avail Use% Mounted on

/dev/hda2 16G 4.9G 11G 33% /opt

Getting detailed usage information with du

The du command reports the number of kilobytes contained by the items within a directory By default,
du will report on the given directory, plus all subdirectories. The -s option can be used to request only the
summary directory information. The -h option is also available Example:

[student@zstationX -1% du -ag /ete
62552 Jata
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Removable Media

* Mounting means making a foreign filesystem look like part of the main
free.

» Before accessing, media must be mounted

» Before removing, media must be unmounted

* By default, non-root users may only mount certain devices (cd, dvd,

floppy, usb, etc)

* Mountpoints are usually under /media
14
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Handling removable media

Before you can access the data on newly inserted removable media (floppy disk, CD, zip disk), the
filesystem(s} on the media must first be mounted. Although mounting filesystems is generally a system
administrator-onlty function, non-privileged users can mount removable mediz in & number of ways

Non-privileged users logged into the console are permitted to mount and unmount removable media using

commands such as:

[student@stationX -]1$% mount /media/floppy mount /media/cdrom

umount /media/floppy
umount /media/cdrom

Note that if you have a cd wiiter it will be mounted under /media/cdrecorder instead of
/media/cdrom

An alternative to mounting disks is to use the mtools commands The mtools commands mimic standarcd
DOS commands. The a: drive is generally mapped to your floppy You can list, copy, format, and
otherwise manipulate removable media, particulaily floppies, using DOS commands preceded by an "m":

[student@station¥ ~]1$ mdir a:
.output omitted.
[student@stationX -]% mcopy myfile a:

These command only work on DOS formatted floppies For a complete list of the mtools commands, run

nitools.
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Mounting CDs and DVDs

» Automatically mounted in Gnome/KDE
* Otherwise, must be manually mounted
= CD/DVD Reader
* mount /media/cdrom
+ CD/DVD Writer

« mount /media/cdrecorder

* eject command unmounts and ejects the disk
15
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Accessing CDs and DVDs

When using the X Window System, inserting a CD into the drive automatically mounts the CD and adds
an icon to the desktop.

The mountpoint associated with a device, which you will need to know when mounting it manually,
depends on whether you are using a CB/DVD reader or or writer. Readers are mounted under
/media/cdrom and writers under /media/cdrecorder .

When you are done using the disk you can eject it by either right-clicking on the desktop icon and
selecting "Eject” or running the eject command from a prompt. If you have a single device, running eject
by itself is sufficient If you have multiple devices you witl have to include the appropriate device node as

an argument
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I Mounting USB Media

s Detected by the kernel as SCSI devices
¢ /dev/sdaX or /dev/adbX of similar

» Automatically mounted in Gnome/KDE
* lcon created in Computer window
* Mounted under /media/Device ID

* Device ID is built into device by vender
16
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Accessing USB storage

Most vendors give USB disks a label fstab-sync reads that label and automatically puts an entry in
/ete/Egtab for it, mounting it in /media/label .

USB disks are treated as SCSI devices, thus they ate referenced as /dev/sda, /dev/sdb, eic
Normally, USB memory sticks use the first partition (e g., /dev/sdal), but they may use other
partition--/dev /gda4 is common. Check your logs for information regarding USB devices and

partitions after you plug in the USB disk.

Like other disks, you can use fdisk and mke2fs to create partitions and filesystems on USB disks.
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Mounting Floppy Disks

* Must be manually mounted and unmounted

+* mount /media/£loppy
s umount /media/£floppy
» DOS floppies can be accessed with mtools
= Mounts and unmounts device transparently
¢ Uses DOS naming conventions
* mdir a:

* mcopy /home/file. txt a: .
17 ‘

For use only by a student enrolled in a Red Hat training course taught by Red Hat, Inc or a Red Hat Certitied Traning Partner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or otherwise reproduced without prior written consent of Red Hat, Inc 1f you believe Red Hat training materials are being improperly used,

copied, or distributed please email <trainingdzednat coms or phone foll-free (USA} +1 (866} 626 2894 or +1 (919) 754 3700

Accessing floppies with mtools

An alternative to mounting disks is to use the mtools commands The miools commands mimic standard
DOS commands While mtools can be configured to recognize any device, the only one they recognize
avtomatically is the floppy drive which is mapped to "a:"". You can list, copy, format, and otherwise
manipulate the media, using DOS commands preceded by an "m" (mcopy, mdir, mdel, etc}. For a
complete list of the mtools commands, run mtools and/or consult the mtools info page. The mtools

commands only wotk on DOS-formatted floppies
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Formatting Floppy Disks

* Two types of format needed to prepare a floppy:
» A low level format {rarely needed)
+ fdformat fdevAdoH1440
+ A filesystem format, one of:
* mkfs -t ext2 /devifd0
* mke2fs /devAd0
« mkfs -t viat /dev/fd0

s mformat a:
18
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Low-level formatting
Before a floppy can be used, it needs a low level format and a file system

Virtually all ﬂop;ﬁies these days already have a low level format. It, for some reason, you receive a floppy
that does not contain a low level format, use the fdformat command fo perform this function:

I[student@stationX -~]15 fdformat /dev/£d0H1440

This instructs the computer to put a low level 1 44MB format on the floppy

Applying filesystems to floppies

More commonly, you may need to put a file system on the floppy The mkfs command can do this, but
you will want to specify a file system type The mkfs command, by default, puts an ext3 file system on
the floppy, but because of the overhead of ext3, it is better to use a different file system type. The slide
above shows two different ways to place and ext2 file system on a floppy and two ways of placing a DOS

compatible file system on the floppy .

Only the superuser o1 a non-privileged user logged into the system console can run these commands
Others do not have permission to do this
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Why Archive Files?

* Archiving places many files into one target file

+ Easier to back up, store, and transfer

* tar - standard Linux archiving command
19
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The value of file archives

Archiving files is generally a good idea if you want te back up a few directories or transfer many files
over a network. Originally, tar was used to create archives on tape devices, hence its name < which stands

for tape archive.
While tar is seldom used today to back up entire filesystems, it is often used ro bundle together refated
files before moving or compressing them

Ithough this is not required.

tar archives filenames are usually created with . taxr filename extensions, a
N |
oy

SR A o -
5 , Lo

- o -
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Creating an Archive

» Syntax sofcrs
* tar cvf archive name files...
= ¢: creates a new archive
*» v: produces verbose messages
* f archive name: is name of new file
* Options do not need a teading dash

20
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Creating archives with tar
While most commands in Linux require a dash before options, a few, such as tar, do not

The files to be archived need not be in the same directory. If a directory is specified in the file list, it is
archived recursively, that is, its contents are also archived including all subdirectories

The v option is not necessary, but shows which files are being added to the archive Using the v option can
significantly increase the time required to complete the commard.

Below are a few examples of creating tar files:

[studente@stationX -]$ tar cvf work.tar .bash profile /tmp
. output omitted. .
{student@stationX -1% tar cvf myHome.tar -
output omitted.. .
[student@stationX ~1% tar cvf /dev/fd0 ~
.output omitted
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I'nspecting Archives

+ Syntax
« tar tf archive_name.iar
» tar tvf archive_name.tar
* First form displays a list of all files in the archive
» The v causes a long listing (like Is -I) of each file in the archive

21
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Extracting an Archive

* Syntax
» tar xvf archive_name.tar

= Extracts to the current directory by default
¢ Target can be specified with -C dir

+ Files maintain their hierarchy relative to the current directory
22
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"Un-tarring” tar archives
Like archive creation and archive inspection, archive extraction can use the v opticn

tar extracts to the current directory by default, but you can specity another directory to change to before
extracting with -C /directory

There are many more options to tar to do things like preserve the original owner for each file and preserve
the o1riginal permissions See the man page for details.
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Why Use File Compression?

* Results in smaller file size
* Text files can be compressed over 75%
* Binary files usually don't compress much, if any

* tar archives are often compressed
23
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The value of file compression

Files that are not used very often are often compressed. The advantage of a smaller file usually outweighs
the added time it takes to compress/uncompress the file

‘While text files often have patterns that lead to compression 1atios of over 75%, binary files rarely
compress well with 0 - 25% being typical. In fact, it is possible for a "compressed” binary file to actually

be larger than the criginal.
o Zf
f— Gt 1

o

ST
L™ L !}I

{_

LN

o

DZ/VZ
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Compression Utilities
* gzip, gunzip z
s Standard Linux compression utility

* Qver 75% compression for text files

* bzip2, bunzip2 T
» Newer Linux compressicn utility

* Generally achieves better compression than gzip
24
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g7ip archives
The standard Linux compzession utility is gzip , a fast and etficient tool that is available on Linux, Unix,

and non-Unix platforms. When a file £i1lename is compressed with gzip, the compressed file is named
filename .gz. The file can then be nncompressed using gunzip , recreating the original file £ilename

The gunzip command can also uncompress files compressed with the traditional Unix compress
command, making compress essentially obsolete ,

bzip2 archives

A newer Linux compression utility is bzip2 Files compressed by this utility catty the extension .bz2

and are uncompressed with bunzip2 . bzip2 compressed files are generally smaller in size than their

gzipped counterparts.

Another compression utility available in Red Hat Enterprise Linux is zip This utility is compatible
with the DOS/Windows PKzip/Winzip utilities and can compress more than one file inio a single file,
something gzip and compress cannot do 1t's useful to transfer file and directory archives to and from the

DOS/Windows platforrm. zip archives are unpacked with unzip.

Linux and Unix users often prefer instead to use tar and geip together in preference to zip This
combination is often recognized by decompression utilities on other platforms, leo. See the enline

decumentation for more information on zip
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Using Compression

* Sample compression commands
* gzip termcap
* gzip -v termcap
* gunzip -c termcap.gz | wc -|

* gunzip termcap.gz
25
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Comparing compression tools

The compression commands take one or more tile names as arguments To uncompress the compressed
tiles, similarty named commaands are used, as shown above The -v option to the compression commands

shows how much space was saved.

The fellowing sequence shows the basic operation of these commands The termcap file is a text file
that was copied from the /etc directory.

[student@stationX -]1$% ls -1 termcap
-YW-Y--Y-- 1 student student 737535 Jan 17 15:41 termcap

[student@stationX -~]1$ compress -v termcap
termcap: -- replaced with termcap . Z Compressicon: 54 .44%
[student@stationX -]$ uncompress termcap

[student@stationX -1% gzip -v termcap
termcap: 67.7% -- replaced with termcap.g=

[student@stationX -1% gunzip termcap

[studentestationX ~}1$ bzip2 -v termcap
termcap: 3.930:1, 2.036 bits/byte, 74.55% saved, 737535 in, 187668 out.

[student@stationX -1$ bunzip2 termcap.bz2

The traditional eompress command reduces the termcap file by more than half The standard gzip
command does a better job, reducing the file to less than 1/3 the original size. Finally, the newer bzip2

command reduces the file to 1/4 the original size.

The ~¢ option to the gzip command leaves the original compressed file alone, but sends an uncompressed
copy of the file to standard output. The -d option decompresses a file, making gzip -d £ile.gz
equivalent to gunzip £file.gz.
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Compressing Archives

« Often tar archives are compressed

* tar can compress/uncompress archives

» Compression switches - use during creation and exiraction
* z for gzip compression

= j for bzip2 compression
26
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Combining tar with compression tools

Compressing archive files that are mostly text-based is a common task. tar can perform the compression
on the fly with either the z or the j option.

When creating gzipped tar archives, output files are often named with a . tgz extension rather than
tar .gz . (If gunzip is used on a . tgsz file, it will leave the imcompressed archive witha tar
cxtension.)

What would the following commands do?

[student@stationX -1$ tar czf smallHome.tgz -
output omitted. ..

[student@stationX -]1$ mv smallHome.tgz /tmp
[student@stationX -1% cd /tmp

[student@stationX -]13 gzip -d smallHome.tgz

What is the resulting {ile name?
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End of Unit 8

* Questions and Answers
* Summary
* Linux filesystem structure
* Using removable media
* Using unformatted floppies

» Archiving and compression
27
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Lab 8
The Linux Filesystem

Goai: Develop a better understanding of Linux filesystem essentials
including: the creation and use of links, using slocate and find, and

archiving and compressing files.

Estimated Duration: 1 Hour

System Setup: A working, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of

student
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Sequence 1: Creating and using links

Instructions:

1.

Copyright © 2006 Red Hat Inc
Ali rights reserved

Copy the file /ust/share/dict/words to your home directory:

[student@stationX ~]3 ed
istudent@stationX ~]35 ¢p /usr/share/dict/words .

The /usr/share/dict/words file you just copied was actually a symbolic link.
List the contents of /usr /share/dict to see the link and the file it references:

[student@stationX -]$ ls -1 /usr/share/dict

total 404
-TW-r--Y-- 1 root root 409305 Feb 5 2003 linux .words
1IWHTWEIWX 1l root root 11 Cct 3 17:33 words -> linux . wc
How can you tell that words is a symbolic link?
e ! o :
lo/ ;AL ooy Lo/ ol L
Why is the file size field for wor ds set to 11? -
. I , ' . / : .
/A C/\’: L e T ; j/// = ._,.;f,-" ""// & /r- ] / A {L_, \7[/ Z e
‘ L oL T i - { o

The perrhissions string for words allows full access to everyone. What impact does

this have on the 1inux . words file? Can users other than root use the link to wiite . . & . -

. - < T e T A T B o AT T
datato linux words? 3L 5&E S S FET S A oA TAT

[

List the files again, this time displaying their corresponding inode numbers.
[student@stationX ~1% ls -i /usr/share/dict

Do the two files have the same or different inode numbers?

O

Now create both a symbolic and hard link in your home directory that point to the
words file in your home directory:

[student@stationX -]1$% 1ln -s words soft
[student@stationX -]$ 1ln words hard
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8. Test that your new links both function as pointers to the data in words (the head
command prints the first 10 Iines of a file):

[student@stationX ~15 head hard soft

9 Examine the links that you have created with the commands that follow, then answer
the questions below (the stat command presents inode information):

[studentestationX -1% 1s -il hard soft
[studente@stationX ~]15 stat hard soft

Wha is the size of soft? =

What is the size of hard? _& 7 720l
What is the link count for hard? __<
What is the link count for soft? _1
Who owns (UID/GID) hard? F T/ :
Who owns (UID/GID) soft? & T4 Crar

10, Bonus Challenge: If the instructor indicates that time permits, explore on your own to
answei the following questions:
Can you make a symbolic link to a "target" that does not exist? Does the output of Is

give you any indication of this condition? _
oo JLpsHES /(g/ o TE
Can you make a hznd link to a target that goes not ex15t‘? Why o1 why not? .

’ A
N 0 = /f’ffe . ; /’/&,; _,,_[( éé_ 7/ {,./

Can you make a hard link to a symbeolic link? What happens wh/,you ny‘?

e P - Vi )y, ;T
/L\_, I Q, . Iy, / Ao e 75 e L Ed S
-~
After creating several hard links, is there any way to tell which is the "real" file? Is this
even a valid question (in other words, is any file any more "real” than the hard links

you created)?
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Sequence 2: Determining Disk Usage

Scenario: You want to document the amount of free space left on each of the
filesystems on your system Additionally, you want to have a list of which

directories are consuming the most space on your system.
Instructions:

1. Use df to determine the amount of free space on each of your filesystems. Your output
should resemble the following (although, depending on how your particular installation
was performed, the output could vary)

[student@stationX -~]$ df

Filesystem lk-blocks Used Available Use% Mounted
/dev/hda5s 12880648 1634344 10591988 14% /
/dev/hdal 36566 2476 32202 8% /boot

2 Note that the default operation of the df command is to report its information in blocks
Try using the -h and -H options, to repott totals in "human readable” sizes instead:

[student@stationX ~]% df ~h

Filegystem Size Used Avail Use% Mounted on
/dev/hdas 12G 1 6G i0G 14% /
/dev/hdal 36M 2.5M 31M 8% /boot
[student@staticnX -]$ df -H

Filesystem Size Used Avail Use% Mounted on
/dev/hdab 13 1.7G 106G 14% /
/dev/hdal 37M 2 .8M 32M 8% /boot

What is the difference betweern the two switches (Use man dafy?

- USES d/-{_:‘i/:z\é');j P wh z{\:,,. - H Uust> /O(O@

3. Use the du (disk usage) command from you: home directory to determine how much
space all of yow files are consuming. Be sure to try the -h option for more readable

output
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Sequence 3: Archiving and Compressing

Scenario: The primary hard drive on your system has started to make horiible noises

every time you use it, and you suspect that it is about to die and take your
valuable data with it. Since the last system backup was done 2 and a half
years ago, you have decided to manually back up a few of your most critical
files. The /tmp directory is stored on a partition on a different physical
drive than the dying drive, so you will temporarily back up your files there.
(However, since files in /tmp that have not been accessed for 10 or more
days are deleted nightly, vou'd better not store your critical data there for too

long!)

Deliverable: Your "important data" safely archived, compressed, and backed up to the

/tmp directory.

Instructions:

1.

Copyright © 2006 Red Hat, inc.
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Store the contents of /etc in a tar archive in /tmp. The tar commands will output a
few error messages because non-privileged users don't have read access to some files
in /etc; for the purposes of this lab, they may be ignored:

{student@stationX -]$ tar covf /tmp/confbackup.tar /etec
.output omitted. .

List the new file and record its size;

[student@stationX ~1% lg ~lh /tmp/confbackup.tar

.output omitted. .. N [,/
o 36587 fﬁw/;’é/

Size of your confbackup tar file

Use gzip to compress your archive. Then record the new file size:

[student@stationX -135 ed /tmp
[student@stationX -~]3 gzip -v confbackup.tar
[student@stationX ~1$% ls -lh confbackup.tar.gs

.output omitted. .. ﬁ‘ |
y iy / / v i
101794 (b 71

Size of your confbackup tar.gz tile O
Size difference between compressed and uncompressed archive
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4 Uncompress the file, re-compress it with bzip2, and record the new file size:

Istudent@staticnX ~]135 gunzip confbackup.tar.gz
[student@station¥X -]3 1ls -1h confbackup.tar
..output omitted...

[student@stationX -~13% bzip2 -v confbackup.tar
[student@stationX ~]1% ls -1lh confbackup.tar.bz2

. .output omitted... — P
cole ?6/7 (QL;‘"M

Size of yom confbackup tar.bz2 file
Size difference between compressed ay—uncompressed archiye

St Sl

5 On a traditional UNIX system, the steps of archiving withrTar and then compressing
the archive would occur separately, much as you have done in the previous steps. On a
Linux system with the GNU tar command, the tar-file can be filtered through a variety
of compression progiams automatically during the actual creation of the tile. Try the
following sequence of steps.

[student@stationX -]$ rm confbackup.tar.bz2
[student@stationX ~1% tarigifztestlntgz /ete
[student@stationX -]$ tar cjf test2.tbz /ete
[student@stationX -~]3 file test*

testl.tgz: gzip compressed data, from Unix

test2 tbhz: bzipZ compressed data, block size = 900k

RH033-RHEL4-2-20060221

Copyright © 2006 Red Hat, Inc
Lab 8 Sequence 3 Page 193

All righis reserved




Sequence 1 Solutions

3.

Copyright @ 2006 Red Hat, Inc
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There are two ways to tell that words is a symbolic link:
» The first chatacter in the file's mode is 1, which denotes a symbolic link

+ The filename includes -> linux.words, which shows the link's target.

A symbolic link is really just a file that contains the name of another file. When
a uset accesses words, they are redirected to the file desciibed by its contents:
linux.words. Each chaiacter stored in a file takes up one byte There are 11
characters in "linux. words”, therefore words contains 11 bytes worth of data.

Since wor ds is just a pointer, it has no real permissions. Thus the rwxrwxrwx
in words' mede is irrelevant since all requests to access words are redirected to
linux words, which has more restrictive permissions. In other words, non-root
users would still not be able to alter 1 inux .words, even if they referred to it as

words.

Unlike hard links, which are multiple directory entries pointed at the same inode,
symbolic links are separate files that contain a path (relative or absolute) to the
intended target. Becanse symbolic links do point to paths instead of inodes,

which are filesystem-specific, the link and its target do not have to be on the same

filesystem

What is the size of soft? The size in bytes of a symbolic link is equal to the
number of chatacters in the link's target. Since there are 5 characters in words,
soft should have a size of 5.

What is the size of hard? The size of a hard link should be equal to that of its
target The size you see should be something like 4992010 but a different value is ok
as long as it is the same for both 1inux.words and hard,

‘What is the link count for hard? Since there are two files (hard and wordsg)
pointing to the same inode, the link count for that inode should be 2

What is the link count for soft? Since soft is its own file with its own inode
and there are no hard links pointing to that inode its link count should be 1.

Who owns (UID/GID) hard? Although the otiginal
/usr/share/dict/words.linuxis owned by the root user and the root
group (UID 0/ GID 0), when you make a copy of a file the creator of the copy gets
ownership by default. So if you were logged in as student. when performing the
copy, ~/wozrds should be owned by the student user and the student group,
therefore so should any links to the same inode such as hard.

Who owns {GID/GID) soft? Like copies, symbolic links are owned by their
creators regardless of the target's ownership. Thus, soft should be owned by
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whatever user you were logged in as when creating it as well as that user's primary
group.

You can make a symbolic link to a non-existent target. Such links are called
"broken” symbolic links and are displayed in flashing white text on a red background
by ls.

Since a hard link refers to an inode, not just a filename, it is not possible to link to an
inode if that inode does not actually exist.

You can creaie a hard link to a symbelic link. The hard link simply becomes another
pointer to the symbolic link's inode Thus, once created your hard link acts just like
the symbolic link that it point to.

The original dentry tor a file and a hard link pointing to the same inode are identical
They are both just names pointing to an inode. As such neither is more "real” than

the other.
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Sequence 2 Solutions

2 Both -h and -H use "human-readable” output. In other words, instead of saying
that a filesystem's size is 102400 kilobytes, which is df's default behavior, the
human-readable version of its size would be listed as around 100M. The difference
between the two arguments is that -h treats one kilobyte as equal to 1024 bytes,
which is technically more accurate, and -H treats one kilobyte as equal to 1000 bytes
in keeping with the real meaning of the "kilo” prefix. As a result they can deliver
slightly different sizes. Remember that in both cases the size is likely to have been
rounded to the nearest megabyte o1 gigabyte and so may not be exactly accurate
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Unit 9

Configuring the Bash Shell
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copied. or distributed please email <training@redhat com=or ghone toll-free (USA) +1 (8E6) 626 2994 or +1 {919) 754 5700,
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Objectives

Upon completion of this unit, you should:

* Be able to read and set shell variables

* Be able to export environment variables

* Know how to create aliases

* Understand how the shell parses a command line
* Know how to configure startup files

» Be able to use the gnome-terminal

Far use anly by a student enratled in 2 Red Hat iraining caurse taught by Red Hat, Inc. or a Red Hat Certified Traning Partner. No part ol thig publication may be photocopied,
dupiicated, stored in a retrieval aystem, or etherwise reproduced withowt prior written consent of Red Hat, inc If you belleve Red Hat irainlng materials are being improperly used
copied or distributed pleass emaif «training@redhat .com> or phone toll-free (USA) +1 (68} 626 2934 or +1 (919) 754 3700.
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Configuring the Bash Shell

* The shell is configured through a variety of mechanisms:
* Local variables
» Aliases and functions
* The set and shopt commands
» The shell can also configure other commands or applications through
environment variables

For use only by a student enrolled in a Aed Hat fraining course taught by Red Hat, Inc. or a Red Hat Certitled Traning Partner. No pan of this publication may be photocopied,
duplicated, stored in a retrieval system, or otherwise reproduced withou! prior writtsn cansent of Red Hat, Inc. It you helieve Red Hat training materials are being improperly used,
copied or distributed please email <training@redhat coms or phone toll-free (USA) +1 (866) 26 2934 or +1 (918) 754 3700

The bash shell can be configured through a number of mechanisms, including:

« local variables

* aliases

—

* the set command

+ the shopt command

In addition, the shell can configure other commands and applications. Typically, this is done throngh a
mechanism called environment variables.

All of these settings can be performed either at the system-wide [evel by the system administrator, or on a
per account basis by the individual user.

In this unit, we will investigate how to configure the shell itself and how to use the shell to configure other

Programs
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Variables

» A variable is a label that has a value

» Used to configure the shell or other programs

» Variables are resident in memory

* Two types: local and environment

» Local variables are used only by the shell

e Environment variables are passed onto other commands
» Display variables and values using

* set to display all variables

e env to display environment variables

T

vl
ey
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The use of variables is central to the process of configuration, whether configuring the shelf or some other
program.

A variable is a label that equates to some value, The value can change over time, across systems, o1
across acconnts, but the label remains constant. For example, a shell script may place a file in $HOME, a
reference to the value of the variable HOME. This value may differ, depending on who is running the shell
script, but the label HOME always accurately reflects the desired value.

Two types ot variables exist: local variables, also called shell variables, and environment variables The
difference between the two is that the shell will pass the environment vaziables on to commands that it
calls, but it will not pass on local variables As a result, local variables are used to configure the shell
itself, while environment variables are used to contigure other commands.

The set, env, and echo commands can be used to display all variables, environment variables, and a single
variable value, respectively. Examples:

[student@stationX -]$ set | less
X et 1 B8
- . .output omitted..

[gtudent@stationX -1$ env | less
. output omitted. ..

[student@station¥X ~1% echo SHOME
/home/student
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Common Local Variables

* HISTFILESIZE determines how many commands to be saved in the
history file on logout

* COLUMNS sets the width of the terminal

* LINES sets the height of the terminal
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duplicated, stored in a retrieval system, or ctherwise reproduced without prior written consent of Red Hat, Inc if you beliave Red Hat training materials are being improperly used
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The COLUMNS and LINES variables are used for variable width terminals, such as xterm,
gnome-terminal, or kterm, to establish the width and height of the terminal.

The history subsystem within the shell uses many variables to determine how much history to keep and
how much history to save Among the useful history-refated variables are:

HISIFILE

specifies the file in which history commands are stored on logout

HISIFILESIZE

specifies the number of commands of history to be saved when the shell exits

HISTSIZE

specities the number of history commands to keep while operating interactively
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I The PsS1 Local Variable

* PS1 sets the prompt
* Uses escape sequences to insert variable information in the prompt
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The PS1 variable sets the prompt. The prompt can vary each time it is displayed by using special escaped
sequences These include:

\d the date

\h short hostname (not the fully qualified domain name)

\t the current time

\u user name (useful if you have multiple accounts}

W the current working directory

\! the history number of the current command

\$ shows §$ if you are a non-privileged user and a # if privileged user, useful if you sometimes
become superuser .

Comnsider the following prompt setting:

[student@stationX -1% P8l="\u@\h:\w <\!>\g "
digby@kennel : /tmp <1067>8

Note how the prompt has changed. The quoles are important as they encornpass a concluding space to
separate the prompt from the command that will be typed

For a complete list of these prompting escape sequences, see the PROMPTING section of the bash man
page.
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Aliases

* Aliases let you create shoricuts to commands

3 alias dir='lg -laF°'
* Use alias by itself to see all set aliases
* Use alias followed by an alias name to see alias value

$ alias dir

alias dir='lg -laF'
¥
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Altases

Aliases are shortcut names for longer commands It you have commands that you run often, but take a
considerable amount of typing, you can reduce these to an alias:

[student@stationX -]$ alias 1f="ls -FCa"
The alias value must be a single word and so you will almost always want to quote the value as shown.

Even a relatively short command, if executed often, can save considerable typing if reduced to an alias:

[student@stationX -]13% alias e=clear
Aliases can also be used for security purposes to force you to use certain flags:

[student@stationX ~]% alias rm="rm -i"

In this case, if you ever want to use the rm command itself, instead of your alias, you can precede the
command with a backslash:

[student@stationX -1$ \rm -r Junk
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I Other Shell Configuration Methods

* Less common, but powerful commands to configure elements of the
shell:

* set
» shopt
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The shell provides other configuration commands: set and shopt

The set command can configure many different aspects of the shell Examples:

set -b Report termination of background commands immediately, rather than waiting for
next prompt

set -u Unsets variables generate an error

set -0 noclobber | Prevents overwriting of files with > and >& operators

set -0 vi Enables vi syntax on bash command line instead of default emacs syntax

For a complete list of set values, see the set command under the SHELL BUIL TIN COMMANDS section
of the bash man page Also in this section is a list of items configurable through the shopt command
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Configuring Commands:
Environment Variables

* Shell variables exist only in current shell instance
* Environment variables passed to subshells
» Sheli variables can be exported into environment -

$ EDITOR=/usr/bin/vim; export EDITOR
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Environment variables

Environment variables are set in the shell and used to configure other commands or applications. The shell
passes on 1o all programs it calls the ful list of environment variables; commands use these as they see fit
For example, the EDITOR variable is used by a number of programs which need to invoke a text editor for
the user. Setting this environment variabie lets users use their favorite text editor instead of some default

editor.

The rraditional way to create an environment variable is to create a local variable and then export it.
However, bash supports a condensed syntax for creating environment variables. Either of the following
sequences will create an environment variable in bash:

[student@stationX -]$ EDITOR=/usr/bin/vim
[student@stationX ~]% export EDITOR

or:
[student@stationX ~1% export EDITOR=/usr/bin/nano

Once exported, the value of the variable can be changed without needing to re-export the variable To
"blank" the value of an environment vaiiable, use the unset builtin command:

[studentestationX -]1% unset EDITOR
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Common Environment Variables

* HOME - Path to user's home directory
* LANG - ldentification of default language rules to use

* eg: en_US .UTF-8 for U S. English
* PWD - User's current working directory
* EDITOR - Default editor programs should invoke for text editing
¢ LESS - Options to pass o the less command

~
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Common environment variables and their meanings are shown above The HOME and PWD variables
are usualfly set for you. LANG is often set for you by the system administiator, but in a multi-lingual ot
multi-national environment, you may wish to override the choices of the administrator by resetting this

variahle

Editors can be very personal to users; often users prefer to set the EDI T'OR variable so that programs that
respect this variable will bring up the editor of the user's choosing

The less command has many options; to force a set of options to always be used, set the LESS variable
For example:

[student@stationX -]% LESS="-emga"
Look up these options in the less man page

Other Standard Environment Variabies

SHELL Path to login shell
USER Username of user
DISPLAY | X display name
VISUAL | Name of visual editor
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-
I The TERM Environment Variable

* TERM environment variable sets the terminal type
* reset command (not variabie) used to reset a terminal should the

screen become corrupted
11
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An important environment variable is the TERM variable, used by programs to determine your terminal

type. If a terminal is improperly set, the computer will not be able to propetly display data

When a terminal display becomes corrupted in some way (perhaps you accidentatly viewed a binary file
and as a result, an alternate font is set), run the reset command to remedy the problem

For more complex adjustments to your terminal settings, see the stty command The stty command can
petforim a aumber of terminal settings to your system. Most ordinary users, even power users, will never

use the stty command.
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The PATH Environment variable

» The PATH environment variable is a colon separated list of locations

where commands can be found
« which command showing location in the PATH of an executable

5 which xterm
/usr/bin/xterm

* Executable's location may be specified:

S /bin/ls /etc

$ ed /bin; ./ls /etc
12
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The BATH environment variable contains a colon sepatated list of directories in which commands reside.
When a command is executed and the path is not specified, then the shell will look in these directories in
the given order, stopping on first match, to find the command Example:

[student@stationX -]$% echo $PATH
Justr/local/bin: /usr/bin: /bin: /usr/X11R6/bin: /home/digby/bin

The which command searches through the directories listed in the PATH environment variable looking for
amatching executable When it finds one, it prints the path to the executable:

[student@stationX ~]1% which less
/usr/bin/less

It is possible to override the PATH variable by giving an explicit path to the command you wish te
execute This may be either an absolute or relative pathname, but it must include a slash:

[student@stationX -]1$ ./leas

This will 1un the less command in the current directory, instead of the less command that the PATH
variable would find.
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How bash Expands a Command Line

1.Split the line into words

2Expand aliases

3Expand curly-brace statements ({})
4Expand tilde statements (~)
5Expand variables ($)

6.5plit the line into words again
7Expand file globs (*, ?, [abel, efc)
8Prepare I/O redirections (<, >)

9Run the command!
13
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The process by which the shell interprets elements of the command line is extraordinarily complex Here,
however, is a relatively simple version of the overall process:

1. The line is split into shell words, delimited by spaces, tabs, new lines, and a few other characters, and
possibly overridden by single quotes, double quotes, and backstashes Tokens: space tab newline "' |

& ()<>

2 Function and alias expansion is pertormed. Whether a function or an alias takes precedence is a fairly
complex matter.

3. Curly brace expansion, for such sequences as "cmd {o,c}”, is performed. This may cause a change in
word count, of course. Tokens: {, }

4. Tilde expansion is pertormed: -, ~/, and ~username are all substituted for the appropriate sirings.

Token; ~

5. Parameter and variable substitution is performed. This includes arithmetic and command substitution
In other words, all substitutions beginning with a $, plus the backquote characters If there are
multiple substitutions, then changes will be made on the line from left to right. Common tokens: $

S8 BG 30
6. The line is split into shell words again.
7. File glob expansion is performed. Tokens: * 7[ ]
8.  File redirection is performed. Common tokens: » »>> < << 2> 1>
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9. The command is executed!
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Shell Startup Scripts

* Scripts of commands executed at login
* Uses include:
* Configure the shell by setting focal variables or running the set or shopt
commands
» Configure other programs through environment variables
 Establish aliases

* Run programs on starfup
14
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Most of the configuration items that we have seen in this unit are only valid in the given shell But
typically, we will want settings to be established every time we start a shell, rather than having to type in

all of our variables, aliases, and other commands on a per shell basis.

To accomplish this, we use startup scripts, scripts that run when a shell is created. The system
administrator sets up some startup scripts, but individual users can control startup by editing scripts in

their home directories

Copwright © 2006 Red Hat Inc RHO33-RHEL4-2-20060221
Unit 9 Page 211

All righis reserved




I Login Shells

* Login shells are first shells started (i.e. when you log in)
* Shells launched from a login shell typically are not login shells

* Login shells and non-login shells run different startup scripts
15
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A ciitical concept to understand when it comes to startup scripts is the idea of the login shell A login shell
is a shell that someone started by logging into the system. A non-login shell is a shell started up in some

other way, perhaps by a user or a program issuing the hash command.

The login shell is an important concept because different startup scripts run, depending on whether a shell
is a login shell or a non-login shell
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I Startup Scripts: Order of Execution

* Login shells
* /ete/profile
* /etc/profile. d
* ~/.bash profile
s ./ .bashrc
* /etc/bashrc

* Non-login shells
s ./ bashrc

* /etc/bashzc

* fetc/profile.d
16
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Login shells first call fetc/profile, whichcalls /fetc/profile.d. Then, the file

~/.bash profileiscalled This file, in tuin, calls - / bashrc, which calls /etc/bashrc. Each
script in furn can unde changes made in previously called scripts For example, the PATH variable is set
inthe /etc/profile script, but is then modified in the -/ .bash profile script.

Non-login shells reference some of the same files, but note the difference in order. Non-login shells
Hrstcall ~ / bashrc. This calls /ete/bashrc, which calls /etc/profile. d. Note that the
/eta/bashre file only calls /ete/profile . d for non-login shells; for login shells, the previously

called /etc/profilecallsthe /etc/profile. d scripts
Typical sorts of commands placed in startup seripts include:
local variable settings, particularly PS1

environment variable settings, such as PATH or LESS

aliases, ot perhaps unaliases to remove undesired aliases set globally in earlier scripts

a umask, to be discussed in a later unit
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I /etc/profile

* System-wide startup script
* Parsed by all users with Bourne-style shells, including bash and sh
» Usually sets default PATH variable, user limits, and other variables and
settings
* bash only sources /etc/profile if the shell is a login shell
17
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The /etc/profile shell script is the first startup script run when a login shell is started It only 1uns
for login sheils; non-login shells do not invoke this script

The script will set a sexies of variables including PATH, USER, LOGNAME, MATL, HOS TNAME,
HISTSIZE, and INPUTRC.

It will also run scripts in the /etc/profile.d directory, discussed on the next slide

N
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I /etc/profile.d

» Some application-specific startup scripts in this directory

« Scripts called by a for-loop in/etc/profile
* Scripts set up variables and run initialization procedures
18
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The /etc/profile ddirectory contains additional setup shell scripts. Two copies of each script are
listed in this directory, a Bouine shell style script with a = sh suffix, and a C shell style script witha ¢gh
suffix. These do such things as set an alias for Is so that it displays colors by default.

The scripts in this directory are controlled by the system administrator; they cannot be modified by
non-piivileged users

RH0A3-RHEL4-2-20060221

Copyright © 2006 Red Hat, Inc.
Unit 9 Page 215

All rights reserv_ed




I ~/.bash profile and ~/.bashrc

* For user-specific settings
* Common to place variable settings, aliases
* Commands that place output to the screen, such as the date

command, should goin .bash profile, notin .bashrc
19
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The -/ .bash_profileand -/ .bashxrc files are controlled by the individual user. The user may

put variables, aliases, or any other startup commmand in these files The ~ /. bash_profile file is only
called by login shells The -~/ . bashrc file is called by both login shells and non-login shells. Never put
any command that may echo something to the screen in the - /. bashzc file; such commands belong in

the -/ .bash _profile file only
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I ~/ .bash logout

* Resides in home directory
* Executed when exiting a login shell
* Useful for running programs automatically at logout
» Example uses:
* Make backups of files
* Delete temporary files

« Display date and time of logout
20
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The seldomused -/ . bash_logout file 1uns when users log out Although most users do not use this
file, it may be handy to do such housekeeping chores as making backup files, deleting temporary files or

just displaying the logout date and time.
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End of Unit 9

* Questions and Answers
* Summary

» local and environment variables

» command line parsing

21
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Lab 9
Configuring the bash Shell

Goal: Develop addirional skills in customizing the operation of the bash
shell, including creating custom aliases

Estimated Duration: 45 minutes

System Setup: A wortking, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of

student
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Sequence 1: Configuring the bash Shell

Deliverable: A system with a new aliases that clear the screen, and produce a usetul
time-sorted Is listing

Instructions:

1 You've decided to create an alias so that when you type c, the system will run the clear
command to clear the screen. Begin by logging in as user student on tty1, then input
and test your alias

[student@stationX ~1% alias c¢='e¢lear’
[student@stationX ~]15 alias
{student@stationX ~1% ¢

2. This alias will be lost if you log out and log back in To ensure that the new alias is
available each time user student logs in, perform the following steps:

[student@stationX ~1% ed
[student@stationX ~]s wvi .bashre

Locate the line that contains the text: # User specific aliases and functions Add your
alias to the line immediately below:

alias ¢='clear’

Save the file and exit.

3. Test yow change by logging out, logging back in on tty1, and typing the following:

[studente@stationX -]15 alias
[student@stationX ~]$ ¢
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4. Create an alias called Ir that invokes Is with the following features:
* The alias displays a long listing format.
+ Tt lists files beginning with a dot.

* It classifies files by appending a file type indicator to filenames of certain types.
* It sorts the listing by modification time.
* It displays files in reverse order.

You probably will need to consult the man page for the Is command to figure out the
appropiiate options After you have created and tested your alias, add the alias to your

.bashrc file.
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Sequence 2: Changing your bash prompt
Scenario: You've decided to customize your bash prompt to display the full path of the

current working directory and the shell history number, and to make some
other cosmetic changes.

Instructions:

1.

Copyright ©2006._ﬁed Hat, Inc
All rights resarved.

In a terminal window, display the curtent value of your primary prompt string Note
the presence of static ASCII characters and backslash-escaped special characters in the

prompt.
[student@stationX ~}$ echo $PS1

Change your prompt to print enly a static string for testing purposes:

[etudent@stationX -~1$ PSl='Red Hat Linux ->
Red Hat Lipux ->

Be sure to include a space after the -> so that commands have padding, that is, so that
commands do not appear to touch the prompt (this is almost always desirable with

prompts).
That's not too useful, so restore the traditional bash dollat-sign, along with the name of
the host:

Red Hat Linux -»> PS8l='\h § !
stationX S

Insert the bash history prompt special character \ ! between the hostname and
dollar-sign. Make sure you pad it on each side with a space character. This will insert
the number of the current command in bash's history The actual number you see will
probably be difterent than the one shown below.

stationX & PS1="\h \! & *
stationX 21 §

Now refer to the bash man page to find the special character for the current working
directory . (Search the man page for PROMPTING, and beware: you want the special
character for the full pathname, not the basename as in the default prompt.) Insert that
special character into your PS1 prompt string preceded by a colon.
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6 Your customized prompt should appear as shown in the following examples. If not,
continue to work on it.

stationl:~ 21 $ ed /tmp
stationl:/tmp 22 ¢

7. Edit you new definition of PS1 into your . bashrc, then open a new terminal
window to make sure your new prompt is in effect.
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Sequence 3: Configuring Shell Options

Scenatrio. You will make several custornizations to your bash shell environment using

set and shopt.

Deliverabie: A better understanding of various shell options.

Instructions:

1

Copyright © 2006 Red Hat Inc

Loginto ttyl as user student. View a list of some of the currently configured
shell options:

[student@stationX -~-]$ set -o

allexport off
braceexpand on
emacs on

errexit off
hashall on

..output truncated...

Note the current setting for the ignoreeof option (off). Verify its operation by
pressing Clri-d to see if you are logged off.

Log back in to tty1 as user student and execute the following to change, and then
test, the ignoreeof option:

[student@stationX ~]$ set -o ignoreeof
[student@stationX -]sCirl-d

Uge "legout" to leave the shell.
[student@stationX ~]1$ set +o ignoreeof
[student@stationX -]sCirl-d
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4. You have now seen that when you try tp execute a command from the shell prompt,
you may in fact be running an external binary, a builtin shell command, an alias, a
shell function, etc. Sometimes it may be important to determine exactly what the shell
is running when you type a command, Use the builtin shell command type command
to ask the shell what it is using to falfill the following commands:

[gstudent@stationX ~}$ type cat
cat is hashed (/bin/cat)
[student@stationX ~]$ type ¢

¢ is aliased to “clear!
[student@stationX ~]1$ type set
get is a shell builtin
[student@stationX -~]$ type while
while is a shell keyword
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Sequence 4: Command substitution

Instructions:

1 Determine the full pathname of the command executed when metacity is entered at
the shell prompt. Use a shell shortcut to re-execute that command, appended with
-message to run the same command on metacity-message, and then a second sheil
shortcut to run it on metacity-window-demo. Remember that £8¢- in the instructions

below means to press the Escape key.

[student@staticonX ~]% which metacity
[student@stationX ~]% which All-.-message
[student@stationX -1% “message”’window-demo

2. Repeat your last command containing ich.

[student@stationX -15
Ctrl- richEnfer

3. When a command contains another command enclosed in backqgnotes (), bash
evaluates the backquoted command first, and the tesult is substituted before the full

command is executed

Use this technigue to perform an Is -1 listing on the full pathname of the command
executed when nautilus is entered at the shell prompt Remember that which nautilus
is evaluated first, its result is substituted on the command line, then Is -I is executed on

the result.
[student@stationX ~]1¢ ls -1 “which nautilus"”

A dollar-sign followed by parentheses can be used to do the same thing as backquotes
with the added advantage that parentheses can be nested The following example

uses echo and date to insert a datestamp before Is -1I's output. Note how the output of
whereis is nested within the call to Is, which is in turn nested within the call to echo:

[student@stationX -]1% echo "$(date): $(ls -1 §(which nautilus)):_.
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Unit 10

Advanced Topics in Users,
Groups and Permissions

For use only by a student enrolled in a Red Hat training course taught by Red Hat, Inc. or a Red Hat Certified Traning Partner, No part of 1his publication may be photocopied,
duplicated, stored in a retrieval system, or stherwise reprotuced without prior written consent of Red Hat, Inc. If you believe Red Hat training materiafg are being improperly used,
copled, or distribuied please email <training@redbat com> or phone toll-free (USA) +1 (866) 626 2394 or +1 (919) 754 3700,
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I Objectives

Upon completion of this unit, you should:

* Know where Linux stores user, group and password information
* Understand how to change identities

* Know how to set default permissions

* Understand special permissions
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I User and Group ID Numbers

* User names map to user ID numbers

* Group names map to group ID numbers
* Data stored on the hard disk is stored numerically

For use only by a studerst enrolled in a Red Hat training course taught by Aed Hat, Inc or a Red Rat Certifled Traning Partaer, No part of this publicalion may be photocopled,
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User and Group IDs

When files are stored on the computer, the metadata about the tile is stored numericaily. That is, the user
name and group affiliation of the file are not stored; rather, the user ID number and the group ID number

are stored.
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/etc/passwd, /etc/shadow,
and /etc/group files

» Authentication information is stored in plain text files:
* /etc/pagswd
¢ /etc/shadow
+ /etc/group
* /etc/gshadow

For use only by a student enrolled in a Aed Hat iraining course taught by Red Hat, lnc. or a Red Hat Certified Traning Partner No part of this publication may be phetocopied,
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User and Group Information Files

When a user 1uns a command such as Is -1 that displays user and group information about files, the
numeric information is translated into names; it is the names that are displayed The mappings of numbers
to names are in the files /etc/passwd and /etc/group. The /etc/shadow file maps user

names to their encrypted passwords and password and account expiration information. All files are colon

separated.

The /etc/passwd file contains seven fields: user name, password placeholder (for historical reasons),
uid number, gid aumber of the user's primary group, GECOS field (typically containing the user's real
name), home directory, and shell to be run when a user logs in.

The /etc/group file contains four fields: group name, group password placeholder, gid number, and a
comma separated list of group merbers.

The /etc/shadow file is referenced when someone logs in: the file contains a mapping of a user name
to a password For a complete list of the fields, see the man page:

man 5 shadow
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I System Users and Groups

» Server programs such as web or print servers typically run as
unprivileged users, not as root

* Examples: daemon, mail, lp, nobedy
* Running programs in this way limits the amount of damage any single

program can do to the system

For use only by a stusdent enrolled in a Red Hat training course taught by Red Hat, Ine. or a Red Hat Cestified Traning Pariner. No part of this pubiication may be photacopied,
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System Users and Groups

In addition to the ordinary user accounts and the zcat account for the superuser, a number of system
users and groups exist These accounis exist primarily so that server programs can run as non-privileged

users or as particular groups

System users and groups all have uid and gid numbers between 1 and 499 This excerpt from
/etc/passwd shows several system users:

bin:x:1:1:bin:/kin:/sbin/nolegin
daemon:x:2:2:daemon: /sbin: /sbin/nologin
adm:x:3:4:adm:/vaxr/adm:/sbin/nologin
mail:x:8:12:mail:/vaxr/spoci/mail:/sbin/nologin
ftp:x:14:50:FIP Usex:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody: /: /sbin/nologin

Check the /etc/group file for sample system groups.
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Changing Your Identity
* To change your password, run passwd
* Insecure passwords are rejected {.‘ J ; o ) 1/
[ I iy ’
» To start a new shell as a different user: ~
7 mon Loy
* SU oy hd
* SU- ) bod iy bz d
* SU Username
* Si] - Username
! /‘f’
C’ 'f/:_ i - N A "-\r P _[1.,’!; 6
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Becoming another user

The su command is used to change identities . If a user name is not supplied, the sn command assumes that
you wish to become root With the dash, su starts a login shell

Let’s suppose bob has sue's permission to read her email He can temporarily assume sue's user id:

[student@staticnX -]1% whoami

bob

[student@stationX -]1§ su - sue
Password:

[student@stationX -~]1¢ whoami
sue

Since bob has now assumed sue's identity, he can now read sue's email and, in fact, has the same access
to all sue’s files that sue herself has, Note that this can only happen if bob knows sue's password.
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User Information Commands

* Find out who you are
+ whoami

+ Find out what groups you belong to
* groups, id

* Find out who is logged in
* users, who, w

* Login/reboot history

* last
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Getting User Information

The commands in the slide above provide information about users Expenment with the users, who and w
commands Compare the output of these commands
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I Default Permissions

» Default permission for files is 666
» Default permission for directories is 777
» umask is subtracted from defauit to determine new file/directory
permissions
* Non-privileged users' umask is 002
* Files will have permissions of 664
» Directories will have permissions of 775
* root's umask is 022

For use only by a student entolled in a Aed Hat training course taught by Aed Hat, Inc or a Red Hat Centified Traning Pariner. No part of this publication may be photocapied,
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Default Permissions and umask

Without a umask in effect, any file created will have 666 permissions and any directory created will

have 777 permissions. This means that anyone on the system will have read and write access to any
newly-created file and similarly full permissions to any directories, In order to withhold permissions we
use a umask, The nmask lists the permissions to withhold. A umask of 002 will result in files created with

664 permissions and directories with permissions 775

Note that execute privilege is always denied a newly-created file, regardless of the umask in effect.
Execute privilege always has to be explicitly granted to a file Execute permission is given to a directory

upon creation, unless explicitly denied by the umask.

The default umask on a Red Hat Enterprise Linux system is 002. To change your umask to 022, use the
umask command:

[student@station¥ -13 umask 022

umask is typically set by scripts run at login time. As a result, the next tiine you log in your umask will be
set back to your default unless you add the command to one of your startup files, such as .bashrc.
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Special Permissions

* Special permissions: a fourth permission set (in addition to
user/group/other)
* Applicable in four cases:
» suid for an executable
* sgid for an executable
+ sgid for a directory
+ sticky bit for a directory
+ Set with chmod or Nautilus

For use cnly by a student enralied in a Red Hat training course taught by Red Hat, Inc, or a Red Hat Certified Traning Pariner. No part of this publication may be photocopled,
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Setting Special Permissions

In addition to the user, group and other permissions, an additional set of permissions exist called the
special permissions. The special permissions are:

o The suid, or set user ID, bit

» The sgid, or set group ID, bit

*  The sticky bit

The special permissions are rarely used and, in fact, are only effective in certain cases: the suid and sgid
permissions are effective for executable regular files; the sticky bit and the sgid permission are effective
for directories.

To set the special permissions, use the chmod command, preceding the usual three digits with a digit
representing the special permission or permisstons that you wish to have set: 4 for suid, 2 for sgid, 1 for
the sticky bit. Example:

chmod 3775 groupdix

This would set both the sgid permission and the sticky bit for the directory groupdir.

You can also use Nautilus to set special permissions To do this, right-click on a file or directory and
-choose Properties, then navzg'l!e 0 the P‘“II‘WISQIODQ tab. You will see a checkbo‘a for each special

: 'O._,I‘m]‘a\i{)? unider the bi)i?(.lﬂf ¥ ILLE’S iBaJU‘.J
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I Special Permissions for Executables

* Special permissions for executables:
» suid: command run with permissions of the owner of the command, not executor
of the command

+» sgid: command runs with group affiliation of the group of the command
10
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The SetUID Permission

When the suid special permission is set for an executable, it means that the command will run with

the authority of the owner of the file, tather than the authority of the user running the command. An
example is the passwd command The passwd command changes a user's password, which is stored in the
/etc/shadow file and is not writable by non-privileged users However, since the passwd command

is owned by root and runs with the suid permission, users running the command have the privilege of
root while changing their passwords. Hence, they have perrmission to edit /et /shadow.

In a long listing, the suid permission is displayed as a lower case "s" where the "x" would otherwise
be located for the user permission (an upper case "S" would be present if the underlying executable

permission was not set):

[student@stationX -]1% chmod 4551 passwd

[student@stationX -]1% 1s -1 passwd
-r-8--¥--X 1 root root 15368 May 28 2002 passwd

The Set GID Permission

Similarly, commands running with the sgid permission 1un with the group affiliation of the group of the
command:

[gtudente@stationX ~]$ chmod 2551 same-gnome

{student@stationx -]$ 1ls -1 same-gnome
-Y-X¥r-g--X 1 root games 30855 Aug 13 2002 same-gnome
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I Special Permissions for Directories

» Special permissions for directories:
» sticky bit: files in directories with the sticky bit set can only be removed by the
owner and roct, regardless of the write permissions of the directory
» sgid: files created in directories with the sgid bit set have group affiliations of the

group of the directory
1
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The Sticky Bit
The sticky bit for a directory sets a special restriction on deletion of files: with the sticky bit set, only the

owner of the file, and the superuser, can delete files within the directory. An example of a directory with
the sticky bit set is /tmp (the "t" denotes that the sticky bit is set):

[student@stationX -1$ chmod 1777 /tmp

[student@stationX -i1$ 1ls -1d /tmp
drwxrwxrwt 30 oot root 4096 Mar 9 10:25 /tmp

The sgid permission for a directory means that files created in the directory will inherit its group
affiliation from the directory, 1ather than inheriting it from the user. This is commouly used on group

directories:

[student@stationX ~]$% chmod 2770 GroupDir

[atudent@stationX -]1% 1s -1d GroupDir

drwxrws--- 2 digby penguin 4096 Max 9 10:35 GroupDir
Often both the sticky bit and the sgid permission will be set on a group directory:

[student@stationX -]% chmod 3770 GroupDir

[student@station¥ -~1$ 1ls -14 GroupDir
drwxrws--T 2 digby penguin 4096 Mar 9 10:35 GroupDir
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| End of Unit 10

* Questions and Answers
* Summary
¢ User information is stored in /etc/passwd
+ Group information is stored in /etc/group
» Special Permissions: Sticky Bit, SetUID, SetGID

12
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Lab 10
Switching Users and Setting a Umask

Goal: Become familiar with the use of several essential commands in uset
identification and account switching.

Estimated Duration: 20 minutes

System Setup: A working, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of

student.
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Sequence 1: Local user logins

Instructions:

1.

O'm“,\ ’é/d Tt Fa VAL D

Copyright © 2006 Red Hat, Inc.
Al rights reserved

Log out of your workstation completely. Be sure you have exited from all virtual
terminals and the X Window System,

Switch to virtual terminal 1 (tty1) by pressing: Cirl-AlLF1
Login into your workstation as user visitor with password password ‘
! = 7’9/(

Determine information about this specific login by running the commands whoami,
roups and id. Examine the output of these commands
o j ey (vist ﬁ/()/j/(mﬁi boz/t{ﬁf( i 2

V161 Tof wep = Jolls Tl T 52
Determirf information about all concurrent togins on the workstation by running the -

commands users, who and w At this point, thetre should only be one user logged into
the system The output of these comimands will be more interesting as the sequence

progresses.
Switch to virtual terminal 2 (tty2) by pressing: Ctr-Alt-F2
Login into your workstation as user student with password st{ud nt.

(:
Run the user information commands (whoami, groups and 1d) again and observe the
output, noting how it differs from before.

Run the concurrent login commands (users, who and w) again and observe the output,
noting how it differs from before

7
\/ [ §’ (5Z L
f., -

C4
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Sequence 2: Switching user accounts

Instructions:

1

- ‘Copyright © 2006 Red Hat Inc.
All nghts reserved :

Switch to virtual terminal 1 (£ty1) by pressing: Cirl-Aft-F1

RECJOId the output of the followmg commands:
/ ;

id 501, 9192500 Floafs =50 z{im {

pwd o2 7V il

Switch to the user student by Iunmng su - student and run the commands again:
id o e / = d? ST
pwd A f;» 0 E S TADE T

— \
ERNZ '7‘-'1

Run exit to terminate student's login and return to your original visitoz login

Switch to the student account again, but this time run su student (without the

hyphen). Run 1d and pwd agam P 3

._‘{

id ?Ou 500,50 % ST ,)
o i

N Tharie DT
Why do these results differ from those you recorded in the previous step?

U Ju o a Loy 5:4@4 h/‘/ﬁ;;-”jf cv  deos el

Lapeid SIS e H g, epd Te ALEvy W EEL
Log out of all the shells that you used during this sequence.
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Sequence 3: Using umask to set default permissions on
newly-created files

instructions:

1 Iog in to your workstation as student.

2. View your current umask

[student@station¥X -]1$ umask
0002

3. Create a couple of files and a directory (do not examine the permissions yet).

[student@stationX ~1$ touch umtestl
istudent@stationX -~]% touch umtest2
[student@stationX -~]1% mkdir umtestdirl

4 Change yow nmask to a more paranoid (okay, maybe you prefer the word "secure”)
setting. Create new files and a directory.

[student@stationX -1% umask 027
fstudent@stationX ~]$ touch umtest3
[student@stationX -~]13% touch umtest4
[student@stationX ~]$ mkdir umtestdir2

Before looking at the peI?issions, what would you expect them to be?
umtestl —wW =4 W -I"—

umtest2 ~[wW (=1 -~

umtestdirl o FWXITY RS =X

umtest3 —/w—F == —- -

umtest4 e - -

umtestdirz o/ A f—n——=

List the files to see if you are correct:

[student@stationX -~1%$ 1ls -1d um*
...output omitted. ..
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Sequence 4: Setting a Umask
Instructions:

1 Switch to virtual terminal 1 (tty1) by pressing: CHEA-FT

2. Login as the user visitor with a password of password

3 Display your current umask:

[vigitor@stationX ~]5 umask & 8 e 2/

4. Below is a table of umasks. Fill in the table with the permissions of files and
directories given the umask.

Umask Directory File Permissions
Permissions

002 v/fdef"bJ‘K =Y | - e

02 Ao N K | e T [ =

7 S roy rwye e |- M= Tw- — — 4

027 Arwx oy ——e |V~ == ==

o7 A ws —— = = |~ (W= mm =

5 Decide on a reasonable umask for the visitor account. Set the umask at the end of
the .bashrc file. Log out of the visitor account, log in again, and create a file
and a directory. View the permissions. Did the directory and file permissions match
your expectation? If not, revisit the table in step 4, above, and retry with a new umask.

- -Copyright © 2006 Red Hat, Inc. _ RH033-RHEL4-2-20060221
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Sequence 2 Solutions

2 id visitor
pwd /home/visitor

3. id student
pwd /home/student

5. id student
pwd /home/visitor
The hyphen option to su initiates a new login shell, which includes changing
the CWD to the new user's home directory and running the user's startup scripts
(~/.bash profile,etc) When su is run without the hyphen, your UID is
changed, but all other details of the login session, including CWD and environment

variables, remain the same.

" Copyright @ 2006 Red Hat, Inc RH033-RHEL4-2-20060221
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Sequence 4 Solutions

4 Umask Directory File Permissions
Permissions
002 drwXrwxr-x ~IW-IW-T--
022 drwxr-xXr-X “IW-I--X~-~-
007 drwxrwx--- “EWITW----
027 drwxr-x--- T
077 drwx------~ B
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Unit 11

Advanced vi/vim and Printing

For use anly by a stugdent enralled in a Red Hat training course taught by Aed Hat, Inc or a Red Hat Cerfified Traning Partner. No part of this publication may be photocopied,
duplicated, stored in a retrleval system, or otherwise reproduced without prior written consent of Red Hat, Inc It you belleve Aed Hat training matarials are being fmproperly used
copled. or distributed please email <training@redhat com> of phone tol-free (USA) +7 (866) 626 2884 cr +1 (319) 754 3700
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I Objectives

Upon completion of this unit, you should:

* Be able to run text through a filter

* Understand search/replace syntax

* Understand advanced read/save operations
* Know how to configure vi and vim

* Be able to send text to the printer

For use only by a student enrolled In a Red Hat tralning course taught by Red Hat, Inc. or a Red Hat Certified Traning Partner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or atherwise reproduced without prior written ¢ongent of Red Hat, Ing If you believe Red Hat training materials are being improperly used,

capled, or distributed please email <trainingiredhat .coms ar phare toll-free (USA} +1 (856} 626 2994 or +1 (919) 754 3700,
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| File Repositioning
Copy AL L ETTEL
* G goes to last line in file
* 1@ goes to first line in file (any number can be given and cursor will

jump to that line)

: o
5 Lwe /Vg_;yfbg[—' /

For use only by a student enrelied in a Red Hat training course laught by Red Hat, Inc. or a Red Hat Certitied Traning Partner. No part of this publication may be photacopled,
cuplicated, stored in a retrieval system, or ctherwise reproduced withaut prior written consent of Red Hat, Inc. If you beliove Red Hat trainfng materials are befng improperly usad,
capled, or distributed please email <tralning@redhat coms or phone toll-free (USA) +1 {856) 626 2064 or +1 {819) 754 3700

Moving in vi/vim

Often, it is useful to jump around in a file. The @ command takes you to the bottom of the file. Precede the
G command with 2 number and it will take you to that line number A common G command is 1G, go to
the first line This is also useful when an error message tells you that an error exists on the particular line
of a file You can use the @ command preceded by that numbet to jump right to the offending line.
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Filtering

* The output of a command can be placed in the file
* The data in the file can be used as input
* Examples:

* lldate

e 1}sort

* !}fnmt -66

For use oniy by a student enrolled In a Asd Hat training course faught by Red Hat, Inc. or a Red Hat Cenified Traning Pasner. Na part of this publication may be photacopied,
duplicated, stored i a retrieval system, or olherwise reproduced without prior written consent of Red Hat, Inc If you belleve Red Hat training materials ara heing improperly used
copled, or distributed please email <tzaining@redhat coms or phone toll-free {USA) +1 (866) 626 2924 ar +1 {919) 754 3700

A poweiful feature of vi and vim is the ability to include into yowr document the output of Linux
commands For example, if you want the date and time in your file, go to a blank line and, from command

mode, issue the followmg command:
f‘r/ ¥ if_"?",,/{D&‘

Futoe fda D€
This will replace the current line with the output of the dare command. Commands can also use the data in
the document as input For example, if you have the following list in your file as a separate paragraph:

cow
aardvark
antelope

You can place your cursor on the tust line and run the followin, corﬂman oy, D A
d }//‘fc,/ VA e AT g, // 7’/7(')(/{7’/6“/

I}sort o ,f/’ T oo 7

The 1 starts the filtering engine; the } passes into the sort command the paragraph below (remember
the cursor movement meaning of }3 . The paragraph will then be replaced with the output of the sort

command, hence sorting the paragraph Anothe1 comunon command (o use as a filter is the fmt command:

s e CF

Lo b /r’/w* ;

I}fmt -66 ~
This will replace the paragraph with a paragraph formatted to be less than 66 characters wide. We will
learn more about the sort and fmt commands in coming units :
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l ex mode: Search and Replace
’Q-ﬁ/(%) //fz.)-

* sed style search and replace
» Different default addressing rule

* Changes current iine only if address is omitted

v

; e g T
\J/} af LA e

= 1,12changes lines 1 through 12 } ~
* 1,% or % changes the entire file 7 , f = wels S
* ., .+10 changes from current line (.) to current line plus 10 lines (. +10)
e Example: :%s/0Ohioc/Iowa/
Flobil. 5

]

For use cnly by a student enrclied in a Red Hat training course taught by Red Hat, Inc. or a Red Hat Certified Traning Partner. No part of this publication may be phatocepled
dupleated, stored in a retrieval system. or otherwise reproduced without prior writlen consent of Red Hat, In¢ If you believe Red Hat training materials are being improperly used,
copied or distributed please email ctraining@radhat coms or phane toll-free (USA) +1 (866) 626 2994 o +1 {§19) 754 3700.

vi and vim can perform search and replace aperations, much like the sed command The primary
difference between the sed and the other commands is that absent an address, sed works on the entire

file, whereas with vi and vim, absent an address, they work only on the current line, the line on which the

cursor resides To make a change on the entire file, you must specify the lines:

s/Ohio/Towa/g

In this command, the colon signifies that this is an ex command 1, § is the address, statting from line 1
and continuing through the last line. ;8 /0hio/Iowa/; indicates that for the string of characters Ohio;, '
replace the characters Towa;. By default (and as with sed), only the first instance of Chio; will be
changed on any particular line. If you would like all instances of Ohio; on a line changed to Iowa;, then

you put the trailing g character, as above

The default substitution delimiter is the / character as seen above However, vi treats whatever character
follows the "s" command as the delimiter, so you can use other characters if necessary. This is especially
useful in instances where the / character appears in your search or substitution strings. For example, to
replace all instances of /dev/hda with /dev/sda you could do:

GosANdewWhdaNdeWsda/g

But note that the slashes in /dev/hda and /dev/sda had to be escaped to prevent vi from thinking
they were delimiters. A much simpler option in this case would be to use a different delimiter:

:%s5'/dev/hda'/dev/sda'g 2 N
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Visual Mode

* Allows selection of blocks of text
« vstarts character-oriented highlighting
» Vstaris lins-oriented highlighting
» Cirl-v starts block-oriented highlighting

* Visual keys can be used in conjunction with movement keys:
* w, }, },arrows, eic

+ Highlighted text can be deleted, yanked, changed, filtered,
search/replaced, etc.

For uge only by 2 student enrolled in a2 Red Hat iraining course taught by Red Hat, Ine. or 2 Red Hat Cenltied Traning Partnes, No part of this publication may be phatocopied,
duplicated, storad in a retrieval system, or atherwise reproducesd without prior writter consent of Red Hat, Inc. }f you believe Red Hat training materials are being impropery uged,
copied, or distributed please ¢email <tzaining@radhat com= or phane toll-free (USA) +1 (866) 626 2994 or +7 (919) 754 3700,

Visual Mode

It is possible to highlight characters, lines, or even block and then take actions on them (yank, delete, etc )
To begin visual mode, thus highlighting text, tvpe:

+ v to start character oriented visual mode
* Vo start line oriented visual mode

*  Cirlvto start block oriented visual niode

Move the cursor keys to highlight a section of text. Once the text is highlighted, type an action key and the
action will be taken on the highlighted text. Action keys include:

* ¢ to change selected text
« dtodelete selected fext
* vy to yank (copy) selected text

* gq format to ‘textwidth' columns
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0

5% ,//‘/700.} . (5/5!?47” Y.

s :r newfile inserts newfile contents info bufifer

I  Advanced Reading and Saving

» :r !date inserts result of date into buffer

e :1,20w xfile writes lines 1-20 of buffer to xfile

* : ., 8w yfile writes current line throUgh end of bufferto vfile
*:1,20w >> z£file appends lines 1-20t0 zfile

« :n switches to next cpen file

« :nl switches to previous open file

:n# switches to open file #.

Far use only by a student enrolled in a Red Hat fraining course taugh! by Red Hat, inc. or & Red Hat Certitiad Traning Partner. No part of this publication may e photacopied,
duplicated, stored in a retrieval system, or otherwise reproduced without prior writien consent of Red Hat, Inc. If you believe Red Hat training materials are being impreperly used,

copied or distrituted please smail <tzaining@redhat. com= of phone tall-iree (USA) +1 (866) 626 2994 or +1 {319) 764 3700

It is possible to read other files into your current file Use i1 to read in a file:

¥ newfile
This will read the file into the file, placing it after the cursor.

You can read in the cutput of a command by using ‘commandname after the ;1. For example:

cr ldate

Earlier in this unit, we learned to save the whole file. But it is also possible to save part of the file into
another file A few examples with commentary:

:1,20w xfile save line | through line 20 to a file called xfile

t., 5w yfile save, starting from the current line through the end of the file, to a file called
yiile

:16,40w >> z£file | append line 16 through line 40 to a file cailed zfile

If you are editing a file and wish to edit a different file, it is not necessary to exit vi or vim and then
reenter . First, save the file, perhaps using :w, and then go to the next file with :n. For example: :n
othexr£ile. Tf you do not wish to save your changes, you can go to the otherfile, abandoning
changes, by running :n! other£ile and finally, to toggle between two files, call each up and then run
sn# Each :n# will jump to the previous file, thus toggling between two files
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l Using multiple "windows"

* Multiple documents can be viewed in a single vim screen.

» Ctr-w, s splits the screen horizontally

* Ctrl-w, v splits the screen vertically

* Clrl-w, Arrow moves between windows
» Ex-mode instructions always affect the current window
* :help windows displays more window commands

For use oniy by a student entalted in a Red Hat fraining course taught by Red Hat, Inc or a Red Hat Certified Traning Partner. No part of this publication may be photacopied,
duplicated, siored in a retsieval system, or otherwise reproduced without prier written consent of Red Hat, Inc. H you believe Red Hat training materials are being improperly used
copled, or distributed please emall <trainingdredhat com> or phone tell-free (WSA} +1 (066) 625 2094 or +1 {919) 754 3700

The vim editor provides many features beyond those of vi. Among the more interesting features is the
ability of vim to display multiple buffers, multiple windows, simultaneously. To start vim in windowing
mode, use the -o option: vim -0 bashrc .bash profile

This will open both files, showing bashrc in the top window and .bash_profile in the bottom
window . Alteinatively, if you open a file without the -0 option, you can split an existing vim session,
displaying the file in two windows by issuing Cir-w, 8 to split the screen horizontally or Cir-w, v to split

the screen vertically
Initially, both windows will display whatever file you were viewing Changes made in one window will

be merged into the other. Standard open commands such as :e filename can be used to change the file
being edited in a window o1 you can tun Cif-w, n to create a new window with a new, empty buffer in it

The screen is split equally by default, but you can resize the current window with Cirf-w, + to increase the
size and Cirkw, - to decrease it

Finally, you can jump from window to window by combining Ctrf-w with an arrow key This will move
you to the next window in whichever direction the arrow would normally move your cursor. Instead of the
arrow keys, you can also use vi's traditional h, f, k and /keys for the same effect.

You can quit your current window with Cirl-w, g. or by using the Ex-mode : @ command.

Extensive help on the vim windowing systemn is available with the command : help windows
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* :get
* :get
* :get
* :get

* :get

Configuring vi and vim

* Configuring on the fly
* :get Or :get all
» Configuring permanently
~/.vimrcor -/ exzxc

* A few common configuration items

showmatch

autoindent

textwidth=65 (vim only)
wrapmargin=15

ignorecase

For use only by 2 student enrclled in a Red Hat training course taught by Red Hat, Ine. or a Red Hat Certified Traning Partner. No part of this p
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Dozens of configuration itemns exist for vi and vim. To examing your current configuration, run:

* :azet lists a small number of important configuration items

+ :set all

lists the vast panoply of configuration items

To change a configuration item, use the : set command Some comimon items to set include:

:set noshowmatch (:se nosm) turns off this behavior

This is very

:set showmatch causes the cursor to momentarily jump to the matching left curly brace or lett
parenthesis when a right cutly brace o1 a right parenthesis is typed. : se amis an abbreviation of this.

:get autoindent (:se ai)causes new lines to inherit the indentation level of the previous line.

useful for programmers. : set noauteindent (:se noai) tuins this off.

+ :get textwidth=65 causes text to wrap (by inserting a hard return) when the text exceeds 65
characters (of course, any number can be given). : set textwidths=0 turns this off. This option

only works in vim,

¢+ :set wrapmargin=15(:ze wn
right margin. s 8et wrapmargins=

=01

0) causes fext to wiap when it reaches 15 characters from the

s :3et number (se nu) causcs line numbers to be displayed in the left margin (visual only; line
numbers are not actually stored in the document). : get nonumber (se nonu) turns this off.

Copyright © 2006 Red Hat, Inc.
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:set ignorecase (se ic)causes searches to be case-insesnsitive (by default, they are case
sensitive). : set noignorecase (se noic)tums this off.

+ Tosave these seftings so that they are run at every invocation of the editors, place the commands
above in ~/ . vimre The older ~/ . exre will be read by both vi and vim if -/ . vimre does not

exist.
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Expanding your Vocabulary

* Learn more cursor movements
* Expanding change, delete, yank, and put vocabulary
* Add the advanced material from the appendix to your skill base
| earn more configuration features
* Play with filters!

* :help
10
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The vi and vim editors are tremendously featureful Over time, you may desire features that you have not
yet mastered. Many sources for additional information exist, including books and summary sheets. Some

strategies for learning more include:

Learn more cursor movements. As you expand yvour ready knowledge of cursor movements, you

1
also expand your knowledge of change, delete, and yank commands, as most cursor movement
characters can also be used with those commands. Here is a partial list of useful cursor movements
not discussed earlier
* 0 moves to the start of the current line
* & moves to the end of the current line
+ " moves to the first nonblank character of the current line
* e moves to the end of the next word
* gg moves top of the current file
+ n% moves to the line n percent through the current file
« nmoves to character n of the current line
2 Slowly, start to add elements from the Advanced section of this unit to your bag of tricks
3 Add in more configuration features, as needed.
A Tse filters! Bxper
5  Read the material in :help Learn to mancuver around the online help. Place the cursor over cne of
.the {tags| and go to that tag with the Cirl-] keystroke, returning to the previous screen with :n#.
- This is a rich resource well worth being mined extensively.
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I Printing in Linux

* Printers may be local or networked
* Print requests are sent to queues
* Queued jobs are sent to the printer on a first come first served basis

» Jobs may be canceled before or during printing
1

For use only by a student enrolled In a Red Hat training course taught by Red Hat, inc or a Red Hat Certified Traning Partner. No part of this publication may be photocopied,
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Printing

Having created a file, you will no doubt want to print it. The printing system in Red Hat Linux is very
flexible Printers may be parallel, serial, or networked Support is included for printing to remote CUPS
IFP, Ipd (common Linux and Unix printing subsystem), Windows, Netware, and JetDirect printers

Queues

One o1 more queues is associated with each printer. Print jobs are sent to a queue, not to a printer.
Different queues for the same printer may have differing priority or output options Setting up print
queues is the responsibility of the system administrator; individual users do not create print queues.

fobs

Once a file has been sent to a queue for printing, it is called a job Jobs may be canceled while they are
printing, or when they are in the queue waiting to be printed.
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I Printing Commands

+ Ipr sends a job to the queue to be printed
e Accepts ASCIl, PostScript, PDF, others
* Ipq views the contents of the queue
« [prm removes a job from the queue
« System V printing commands such as Ip, Ipstat and cancel are also

supported
12
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Using the print utilities

The lpr command is used to send a job to the printer. The Linux printing system will print files in ASCII,
PostScript, PDF, and other formats Most applications under L inux output PostScript format.

The -P option is used to select a queue other than the default and -# is used to specify the namber of
copies. For example, to print 3 copies of the file repor t . ps on the accounting printer:

[gtudent@stationX -]1% lpr -P accounting -#5 report.ps

When entered without options, ipg lists the jobs in the default queue. As with lpr, -P is used to specify a
queue other than the default. For example:

[student@stationX -1%5 lpg

Printexr: ps@localhost

Queue: nco printable jobs in queue

Server: no server active

Status: job 'jay@localhost+916' removed at 12:16:03.083

Rank Owner/ID Clags Job Files Size Time

done jay@lcocalhost+185 A 185 results 2067 08:38:04

To remove a job from the print queue, use Iprm followed by the job number, specifying a non-default
print queue if necessary. For example:

[student@stationX -]1% lprm 916
Printer ps@localhost:

In this exampie, Iprm responds with the name of the queue trom which ihe job was removed. Note that 4
user may only remove his own print jobs from the queue.
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Printing Utilities

* ggv views PostScript and PDF documents

* xpdf views PDF documents

» enscript and a2ps convert text to PostScript
* ps2pdf converts PostScript to PDF

* |pstat -a lists configured printers

* mpage prints multiple pages per sheet

13
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Tools to assist in printing tasks

Several utilities are included with Red Hat Linux to create output for the printer and interact with
PostScript files

enscript, a2ps

These commands convert text to PostScript and send it to the print queve or a file They are often useful to
send the output of a command to the printer via a pipe.

gav

The ggv (GNOME Ghostview) utility is used to view PostScript and PDF files,
xpdf
The xpdf utility is used to view PDF files.

ps2pdf

This utifity creates PDF files You can use any program that will create a PostSeript file, and then use
ps2pdf to convert it to a PDF file There are a number of versions of this program called ps2pdf12,
ps2pdil3, and ps2pdil4, respectively creating PDF version 1.2, 1 3, and 1 4 output files.

pdfZps

This utility coverts PDF files to PostScript, which makes it easy to piint PDF decuments 1ight from
I_Ehe command line. There is also a pdftotext command which converts PDF documents to plain text

docnmenis. -
mpage
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Prints ASCII or PostSctipt input with text reduced in size, so that multiple pages of input appear on a
single sheet of paper.
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| End of Unit 11

» Questions and Answers
* Summary
e Move directly to line x with: xG
* 11 command displays output of command
* I }eommand sends current line through command

* Ipr sends text to the printer
14

For use only by & student enrolled in a Aed Hat training course taught by Red Hat, Inc. or a Red Hat Cenified Traning Fartrer. No part of this publication may be phatocopied,
duplicated, stored In a retrieval system, or otherwise repreduced without prior written consent of Red Rat, In¢. i you believe Red Hat training materials are being improperly used

copied. or distributed please email <trainingdredhat . com= or phene tal-free (USA) +1 (B65) 626 2994 or +1 (919} 754 3700,
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Lab 11
Advanced Uses of the vi and vim Editors

Goal: Become familiar with more capabilities of the vi text editot

Estimated Duration: 1 how

System Setup: A working, installed Red Hat Enterprise Linux system with an
uaprivileged user account named student with a password of

ztudent.
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Sequence 1: Advanced document management and manipulation

Instructions:

1 Retiieve the file gpl . html from serverl and store it in your home directory The
easiest way to do this is probably via fip:

[gtudent@stationX -]15 ed
[student@stationX -]& 1lftp zerverl
1ftp serverl:-> get pub/gls/gpl.html
1lftp serverl:-> quit

You will use this HIML copy of the GNU General Public License for vi practice, and
you will even change some of its text Be assured that you are altering neither the letter
nor the spitit of the GPL in this lab - nor will we be demonstrating good web design

practice!

2. vi performs well when run in a terminal window - in fact, you'll probably run it in one
most of the time. But for this lab, switch to a virtual console. Start vi on your copy of
the file.

[student@stationX ~]% vi gpl.html

Your cursor will appear on the first character of the first line of the file (a < symbol.)
Note that the different types of HTML tags, keywords, values and other special
characters are colorized by the vim extensions to vi.

Also take notice of the status line at the bottom of the terminal window  To the left you
should see your cursor's current line and character number, which looks something like

this: 1, 1.

3. Ineach task below, a series of keypresses is presented along with a description of what
the effect of those keypresses should be. Work through the keypresses in each task and
observe the results.

Troubleshooting tips:

If you do not observe the results described, retun to the top of the file with Es¢c 16
and begin the task again. (Note that the Es¢ keypress is only necessary if you are in

insert mode.)

If you still do not observe the results described, you may have entered extraneous

extimtothefile. Iithis hag&penx elter exitviwith Fegogl *ﬁfei‘mha RS

necessary only when in insert mode) or re-start your vi session with el
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Keypress

New position of cursor

lor ﬁight Arrow

Right one character to the at 1,2

51 or 5Right Arrow

The Y in DOCTYPE at 1,7 (movement
commands can be prefixed with
numerical "multipliers” - so, right 3
characters)

i or Down Arrow

Down one line to the blank space at 2,7

187 or 18Down Arrow

Down 18 lines to the n in Everyone at
20,7

h or Left Arrow

Left one character to the o in Everyone at
20,6

4h or 4Left Arrow

Left four characters to the v in Everyone
ar 20,2

k or Up Arrow

Up one line to the 9 at 19,2

To the beginning of the next word

b))

w
- the T at 19,4 (moves to the next
character-after-space)

6w To the B at 19,29 (punctuation and
groups of punctuation characters are
treated as "words™)

b "Back" to the beginning of the last
"word" - the comma at 19,27

j3b Down one line, then back three
word-beginnings to the p at 20,13

e To the next end-of-word - the d at 20,21

3e To the d at 204,33 {next end-of-woid,
repeated three times)

55) Down 5 lines, then to the beginning of the
next sentence, at 26,34
To the beginning of the third sentence

1 it 11 RN oy
atter the etarimg pomd, aft 8101
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To the beginning of the previous
sentence, at 31,12 - coincidentally, it
begins with a left parenthesis

3}

To the beginning of the third paragraph
after the current position, at 46,0.
Paragraphs are delimited by biank lines;
vi places the cursor at the beginaing of
the blank line before the third paragraph.

2{

To the beginning of the second paragraph
betore the current position, at 34,0

4. Return to the top of the document with 1@ before performing the next set of

keypresses.
Keypress New paosition of cursot
$ The last character on the current line, at
1,49
4] The first character on the current line, at

1,1

32| (32 followed by a pipe)

The 32nd character on the current line, at
1,32

The beginning of the last line in the file,

G
at 381,1

77G The beginning of the 77th line in the file,
at77.1

H The first line in the cuirent "screen”, at
66,1

M The middle line in the current "screen”, at
77,1

L The last line in the current "screen”, at
88,1

Cirl-b . Back one screen to 67,1, with cursor

positioned on bottom line

" Copyright @ 2006 Red Hat, Inc.
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Ctri-f

Forward one screen to 66,1, with cursor
positioned on top line. vi provides an
extia line of "context", which is why
moving "forward" backs up one line in
this case.

Ctrl-d

Down half a screen to 77,1, cursor
positioned on same line

Cirl-u

Up half a screen to 66,1, cursor
positioned on same line

5.  Searching for text not only helps find text to edit, but is also a handy way to position
the cursor within the file. When you initiate a search command with either / or ?, that
character will appear on your status line. The pattern for which you wish to search will
also be displayed as you type it. You must press Enter to actually initiate the search.

Return once again to the top of the document with 1@, then try the next set of

keypresses

Keypress

New position of cursor

/GNU

Search forward to beginning of GNU on
fifth line of file

Iin

Repeat last search twice - to beginning
of GNU on ninth line of file. Repeated
ns will move from one GNU to the next
one until the search wraps around to the
beginning of the file. (Don't try this yet.)

Repeat last search in the opposite
direction - to beginning of GNU on
eighth line of file.

?General

Search backward to General on fifth line.

n

Repeat last search to General on 375th
line. (The search wrapped around the top
of the file and re-started at the bottom.)

Repeat last search, in the opposite

rdy tnen e nomiingd fle e
TWTApPCa around e soliom

of the file and re-started at the top.)
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Search forward foir an upper- o1

/[Fflr*ee
lower-case {, followed by zero or more
instances of r, followed by ee, to Free on
line 18.

n Repeat scarch, to freedom on line 26,

1ln Repeat search 11 times, to fee on line 48.

Return cursor to the line it was on before
the last movement command. (This
command is two singie-quote marks )

6. Next, t1y these insert-mode commands to enter new text into your document. Return
again to the top of the file with 1G before proceeding. Note that the examples below
use the convention ESc to mean "press the escape key" and Enter to mean "press

enter”.

Since you'll be changing HTML source, switch back to X and open
file:///home/student/gpl.html in moziila to review your changes.
Continue using vi in your virtual console, and toggle to X when the tasks instruct vou

to view your changes.

Keypress

Explanation/Effect

18Gi<HR>Esc

Move down to line 18, enter insert
mode, type <HR>, then leave insert
mode. i enters insert mode and places
subsequently typed text before the cursor

position

/LicenseEnilerea (GPL) Esc

Search for the pattein License, move to
the end of the word, enter inseit mode,
type a space, then (GPL), and leave insert
mode. a enters insert mode and places
subsequently typed text after the cursor
position.

G2koLast updated: June 30,
1991Esc

Move to the end of the file, then up

two lines. Enter insert mode (with a
lower-case letter "o"), opening a new line
below the cuirent cursor position. Type

the Cundated” content, then d

.
SIOACTT WMods.
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1G0«<!--edited by RHO033
student-->Esc

Move to the top of the file Enter

insert mode (with an upper-case letter
"0"), opening a new line above the
current cursor position Type an HTML
comment, then leave insert mode

:wEnter

Save your changes, but stay in vi.

Now use Mozilla's "reload” button to see how the browser rendered yowr changes. (The

HTML cominent will not display.)

7. Here are some text-changing commands to try. Return again to the top of the file with

1G before proceeding.
Keypress Explanation/Effect
/H1EnferrE2ESen. Search for the next occurrence of Hi,

enter oversirike mode, type H2, leave
overstrike mode, repeat the search, then
repeat the last edit You've just changed
the HTML tags to display the header text
between them in a smaller size. Save
your change with :w, then re-display the
document in mozilla to see the effect of
this edit.

/BostonEntercwCambridgeEsc

Search for Boston, then "change word” it
to Cambridge

Move to the next 1, and replace it with 2.

/1Enterr2
Insert mode is not entered with 1, so no
Esc is required.

/=Enlersx Move to the dash, and delete it and the
last fowr digits of the nine-digit zip code

/UEnterdw Move to the next U, and delete the word

under the cursor

/END OF TERMSEnterddp

B swiches {ﬁ” position of Two lines

Search for END OF TERMS, delete the
line on which it appears, then paste it on
the line below the cursor. This effectlvely
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kP

Move up one line, then paste another
copy of the deleted line above the cuurent
line Deletes (and copies, demonstrated
below) are placed in the "delete buffer”
The contents of this bufter can be pasted
as many fimes as desired.

uizu

Undo the last three changes.

2Ctr-r

Redo the last two "undone” changes.

1G/AlsoEnterkd}5ip

Back to the top of the file; search for
Also; move up one line; delete to the end
of the next paragraph; move down five
lines, and paste the contents of the delete
buffer, etfectively switching the order

of the two paragraphs. Note that d can
be followed by a movement command

to delete to some specific location in the
file

1@/general Enterdwelp

Back to the top of the file; search for
general; delete it, then move to the end
of the next word, then one character o
the right, and paste the deieted word.
You have just switched the order of two
adjacent words.

bdwbP

To the beginning of the pasted word;
delete it, then back to the beginning of
the previous word, and paste before the
cursor. You have just replaced the words
in their original order.

1G/VersionEnter2yyvip

To the beginning of the file; search for
Version; copy two lines, then move down
one line and paste the copy under the
current line.

4}jy}}?

1 the pavagraph andpaste. Yowhas

Move fourth paragraphs down, then
down one more line. Copy to the end of
the paragraph, then move to the end of

\/“...

duplicated the paragrapi

Copynght © 2006 Red Hat, Inc.
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/59 EnterywP

Move to 59, then copy the word under the
cursor and paste it before the cursor

1G:%s/H2/H4 /gEnter

To the beginning of the file; replace all
occurrences of H2 with H4

1G:%s/ [Fflree/FREE/gEnter

To the beginning of the file; replace all
occurrences of Free or free with FREE

Save your changes and quit with :wq, then re-load the document in mozilla to see the
effect of the last two global substitution commands.

8  Repeat step one to re-rettieve gpl . html from serverl into your home directory,
overwriting your edited copy. Start vi on the new copy, then try the following

miscellaneous commands.

Keypress Explanation/Effect

27GJ Move to line 27, then join lines 27 and
28

50 Prove to yourself that you've created a

long line by moving to the end of the line
with $, then to the beginning of the line
with 0.

-

Change the case of the character under
the cursor, then move to the 1ight, seven
times

2k! }fmt -66Enter

Up 2 lines, then format the cuirent
paragraph to a line length of 66
characters. The ! command initiates a
shell; the } specifies "from here to the
next paragraph (it can be any movement
command); and the command to run

on the text specified by the movement
command is fmt -66. The text returned by
the shell replaces the original text.

2>>

Indent two lines by eight spaces.

e LS

e two indented lines,

3{ anh "ﬂ.‘

\_ PLll l Ld-l_l

erght spaces.‘
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186G!'6jsoxrtEnter

Move to line 186, then filter the next six
lines through sort.

This last set of tasks demonstrates some command-mode options that save and open

files.

Keypress

Explanation/Effect

:w gpledit.htmlEnier

Write a copy of your current file to
gpledit html.

Show information about the file being

Ctrl-G
edited - it is the original file, not
gpledit html.

:ekEnter Switch 1o the last-edited file in

this session. In this case, that's
gpledit html

:35,41w gplextract.htmlEnter

Wiite lines 35-41 of the current file to a
new file, gplextract . html

:57,63w>>
gplextract.htmlEnter

Append lines 57-63 of the current file to
the existing file, gplextract html

Switch to the last-edited file to have a

:e#Enter

lock at gplextract . html
:e#Enter Now switch back togpledit. html.
lGixEsc Move to the top of the file and insert an x

at 1,1

:e ! Enter

Discard edits in the current file, and
re-load from the previousiy-saved copy.

G:r gplextract.htmlEnfer

Move to the end of the file, then read in
the contents of gplextract . html
into the curent file. The contents are
placed below the current line.
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:gl Enfter Quit vi, abandoning your changes.

10 From the shell prompt, start vi on three files.
[student@stationX ~]% vi gpl.html gpledit.html gplextract.html

This should stait vi with the first file displayed Perform the following commands to
practice switching files

Keypress Explanation/Effect
:n Enter Move to the next file in the list.
:n Enter Move to the next file in the list.
:rewEnter "rewind" to the first file in the list.
:weg! Enter Save any pending edits and quit vi
nnconditionally
Cééy}ight'é 2006 heﬁ ﬁa{t, inc. RHO33-RHEL4-2-20060221
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Challenge Sequence 2: Learning more with vimtutor
instructions:

1 If time remains in the lab, log in as user student on a virtual console (not a graphical
terminal). Start vimtutor and follow the on-screen instructions until time runs out

[student@stationX ~1S5 wvimtutor
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Unit 12

Introduction to String Processing

For use only by a student enrolled in a Aed Hat fraining course faught by Red Hat, Inc. or a Red Hat Certified Traning Partner. No part of this publicatian may be phatocopied,
duplicated, stored in a ratriaval system, or otherwige repraduced without prior written consent of Red Hat, Inc. i you belleve Red Hat training materials are being improperly used
copled, ar distributed please emall <training@redhat com= or phone toll-free (USA) +1 {B66) 626 2994 or +1 {91%) 754 3700
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I Objectives

Upon completion of this unit, you shouid:
* Know how fo combine tools to perform complex string manipulations

For use only by a student enrailed in & Aed Hat tmining course taught by Red Hat, Inc or a Red Hat Certified Traning Pariner. No part of this publication may be photacopled,
duplicated, stored in a retrieval system, cr glhenwise repreduced without pricr writien consent of Red Hat, Inc If you believe Red Hat training materials are being improperly used,
copied. or distributed please email <training@radhat .aoms o phone tofl-free (USA} +1 {866) 626 2984 ar +1 {318} 754 3700
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I head
» Displays first few lines (default: 10 lines) of text in a file

$ head /tmp/output.txt
* Use -n or --lines parameter to change number of lines displayed

$ head -n 20 /tmp/output.txt

Far use cnly by 2 student enralted ir a Red Hat training course taught by Red Hat, nc or a Red Hat Certified Traning Partner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or otherwise repraduced withaut prior written consent of Red Hat, In¢. If you believe Red Hat training materiafs are being Impraoperly used.
copied, or distributed please email <training@redhat.com> of phone toll-free (USA) +1 (B66) 626 2994 or +1 (519} 754 3700

The head command is used to display just the first few lines of a file. The default is 10 lines

[student@stationX -13% head /etc/passwd
root:x:0:0:root: /root: /bin/bash
bin:x:1:1:bin:/bin:
daemon:x:2:2:daemon: /sbin:
adm:x:3:4:adm: /var/adm:
lp:x:4:7:1p:/var/spool/lpd:
C8yne:x:5:0:gync: /sbhin: /bin/sync
shutdown:x:6:0:shutdown: /sbin: /sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:
news:x:%9:13 :news: /var/spool /news:

-n specifies the number of lines to display:

[student@stationX -]$ head -n 3 /etc/passwd
root:xX:0:0:root:/reot: /bin/bash
bin:x:1:1:bin:/bin:
daemon:x:2:2:daemon: /sbin:

Copyright © 2006 Fed Hat, Inc. RHO33-RHEL4-2-20060221
Al rights reserved Unit 12 Page 278



» Displays last few lines {default: 10 lines) of text in a file

5 tail /etc/passwd
» Use -n or --lines to change number of lines displayed

5 tail -n 5 /etec/passwd

tail

For use anly by a student enrolled In a Red Hat training course taught by Red Hat, Inc or a Red Hat Certified Traning Pariner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or otherwise reproduced without prior written consent of Red Hat, inc IF you belleve Red Haf training materials are being improperly used,
copied, or distributed please email <tzainingeredhat coms or phone toll-free (USA} +1 (BS5) 626 2094 or +1 (919) 754 3700

tail is used to display the last few lines of a file The default is 10 tail is often used by the system
administrator to read the most recent entries in log files.

froot@stationX

root {10/13-08:
CRON (10/13-10:
:36:
:40:

CRON (10/13-14
root (10/13-14

CRON (10/13-17:
root {10/13-18:
root (10/13-18:
CRON (10/15-13:
root {10/15-13:

~1# tail /var/log/cron

20G:
54;

53:
00:
01:
45:
50:

06-659)}
37-422)
26-422)
00-661)
08-422)
00-656)
00-658)
56-422)
00-781)

- Copyright @ 2006 Red Hat, Inc,

All rights reserved.

cMD {(/sbin/rmmod-as)

STARTUP (fork ok)

STARTUP (fork ok}

CMD (/sbin/rmmod-ag}

STARTUP (fork ok)

CMD {/sbin/rmmod-as)

CMD {(run-parts /etc/cron.hourly)
SIARIUP {fork ok}

CMD (/sbin/rmmod-ag}
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tail
continued

* Use -f to follow the end of a text file as it changes

¢ Used to "watch" log files

S tail -f log.txt

For use enly by a student enrelled in a Red Hat training course taught by Red Hat, Ing or a Red Hat Certified Traning Partner. No part of this publication may be photocepied,
duplicated, stored in a retriaval system, or atherwise repraduced without priar written consent of Red Hat, Inc If you believe Red Hat training materials are belng improperly used
copied, or distributed please email <training@redhat.com> or phone toll-frae (USA) +7 (866) 626 2994 or +1 (918) 754 3700

Using -f causes tail to continue to display the file in "real time", showing additions to the end of the file
as they occur. This is very useful for watching growing files, sich as the output of the make command
System administrators use this feature to keep an eye on the system log using the fellowing command:

I[root@stationX -]# tail -f /var/log/messages

tail -f will continue to show updates to the file until Ctrhc is pressed.
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wc (word count)

» Counts words, lines, bytes and characters
* Can act upon a file or STDIN

$ we story.txt
39 237 1901 story.txt
* Use -f for only line count
* Use -w for only word count
* Use -¢ for only byte count
* Use -m for character count (not displayed)

For use anly by a student enralfed in a Red Hat training course taught by Red Hat, Ine or a Red Hat Centified Traning Partner. No part of this pi icn may be ph:
duplicated, stored in a retrieval system, or otherwise reproduced without prior written consent ot Red Hat, Inc. if you balieve Red Hat tramlng materials are being unprnperly used,

<opied. or distributed pleass email <trainingaredhat com> or phone toll-free (USA) +1 {266) 625 2994 or +1 (919) 754 3700,

we counts the number of lines, words, bytes and/or characters in a file On traditional Unix systems every
character in a text file took up exactly 1 byte, so the file size could be assumed to be equal to its size

in bytes However, with the advent of internationalization and laiger character sets like Unicode some
characters can take up to four bytes. Thus, if a document uses any non-ascii characters, the -m argument is

required to get an accurate character-count,

If you specify more than one file, wec also reports totals for whatever values it has been told to count.

[student@stationX -]S% wo .bash*

3 3 24 .bash legout
13 29 191 bash pzofile
20 55 337 .bashrc

38 87 552 total

we can aiso accept data on the standard input This can be useful for counting the number of lines in a
command's output. For example:

[studentestationX -]8 l& -1 /tmp | we -1
32

shows us that Is -1 /tmp produces 32 lines of output. Therefore there are 32 files and directories in /tmp
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sort

* Sorts text to stdout - original file unchanged

5 sort [options] file(s)
* Common options
» -r performs a reverse (descending) sort
* -n performs a numeric sort
s -f ignores (folds) case of characters in strings
= -u {unigue) removes duplicate lines in output
¢ -t c uses ¢ as a field separator
+ -k X sorts by c-delimited field X x
s -k X,¥ sors using field X followed by field v

ublication may be p

For use only by a student enrolled in a Red Hat training course taught by Fed Hat, inc or a Red Hat Certified Traning Partner. No part of this p:
duplicated, stored in a retrieval system, or otherwise reproduced without prior written consent of Red Hal, Inc. i you believe Red Hat lrammg materials are heung lmpmparly used

copfed or distrihuled please email <trainingéradhat com> or phone toll-free {USA) +1 (866) 626 2694 or +1 (519} 754 3700,

sort is used to sort text data This data can be in a file or the output of another command. sort is often
used with pipes as in the example below which displays an alphabetical list of users whose login shell is

set to bash:
[student@stationX -]1$ grep bash /etc/passwd | sort
alex:x:503:504::/home/alex: /bin/bash

gdm:x:42:42:: /homa/gdm: /bin/bash
joshua:x:500:500:Joshua M. Hoffman:/home/joshua:/bin/bagh

root:x:0:0:r00t:/root: /bin/bash
star:x:504:505::/home/star: /bin/bash

The -k option sets the sort field. The following command will sort the /et c/passwd file by the uid
number:

[student@stationX ~1% sort -t : -k 3 -n /etc/passwd

The argument to the -k option can be two numbers separated by a dot. In this case, the number before the
dot is the field number and the number after the dot is the character within that field with which to begin

the sort.

The - -1 option sofs numerical r.
would sortas 12, 71, and 9, Whereas w1th the -n option, they will sort as 9, 12, and 71
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I uniq

* Removes successive, duplicate lines in a file

* Can use in conjunction with sort to remove all duplicates
* sort -u achieves the same effect

* Use -c to count number of occurrences of duplicate data

Far use only by a siudent enrofled In a Red Hat training course faught by Red Hal, Inc. or a Red Hat Certified Trarning Partner. Na part of this publication may b photocopied,
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uniq "removes" duplicate adjacent lines from a file. To print only unique line occurrences in a file
("removing” all duplicate lines), input to uniq must first be sorted Since uniq can be given fields or
colimns on which to base its decigions, these are the fields or columns upon which its input must be

sorted

Used without switches, uniq removes duplicate lines in its input, using the entire record as a decision key
Use -u to output only the lines that are truly unique - only occurring once in the input.
Use -d to output only print one copy of the lines that are repeated in the input

Use -¢ to produce a frequency listing Each line will be prepended with a number indicating how many
times it appears in the input

Use -fn or -sn (o avoid comparing the first n fields or characters in each line, respectively.
The following example uses sort and uniq to list the shells used in /etc/passwd:

[studente@stationX ~]1% cut -d: -f7 /etc/passwd | sort | unig
/bin/bash

/bin/false

/bin/sync

/dev/null

/sbin/halt

/sbin/nologin

/sbin/shutdown

RHO33-RHEL4-2-20060221
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I cut

* Display specific cclumns of file data
¢ § cut -f4 results.dat
» f specifies field or column
» -d specifies field delimiter (default is TAB)
¢ 3 cut -f3 -d4d: /etc/passwd
» -¢ cuts by characters

+ 8 cut -c2-5 fusr/share/dict/words

ion may be p

For use only by a student enrclled In a Red Hat training course taught by Red Hat, Inc. or a Aed Hat Certified Traning Pariner, No part of this p
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cut is used to "cut" fields or columns of text from a file and display it to standard output

For example:
[student@stationX -~1%§ cut -f3 -d: /ete/passwd

will display a list of uids trom /et c¢/passwd, because uids are stored in field the third colon-delimi'ted"
field. delimiter.
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I Other String Processing Tools

* paste - paste files together

» fr - character translator
10
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paste combines files "horizontally™ It takes a line from each file and "pastes” them together to standard
output, separated by a tab Use the -d option to change the output delimite::

[student@stationX ~]1% paste -d: ids.txt data.txt > merged.txt

ti is used to translate characters; that is, given two 1anges of characters, any time a character in range 1 is
found, it is translated into the equivalent character in range 2 This command is commondy used in shell

scripts to ensure that data is in an expected case:

gcho -n "Enter yes or no: "

read answer
angwer="$ (echo $angwer | tr 'A-Z' ‘'a-z')"

In this example, the nser is queried for data If the user responds in lower case, the tr command will do
nothing, but if the user responds in upper case, the characters will be changed to lower case.
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| Version Comparison with diff

* Compares two files for differences

* [gtudent@stationX -15 diff area.c /tmp/area.c

33c¢33

> X =Y + 4;
* 33233 indicates line where files differ
* < indicates fine in first file

* - indicates line in second file
11

ication may be ph
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diff is used to compare the contents of two files for ditferences. If you upgiade a utility and would like to
see how the new configuration files difter from the old, you would use diff. For exampte:

[student@stationX -1§ diff /ete/named.conf.rpmnew /etc/named.conf

20¢20
< file "root . .hints”;
> file "named.ca";

In the above example we can see that the line 20 of the first file reads root . hints, while line 20 of the
second file read named. ca Other than that the files are identical.
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| Spell Checking with aspell

* Interactive speli-checker

» Easy way to check spelling in a file
» & aspell check lefter txt

* Can create personal dictionaries

* ook - quick spell check
12
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aspell is an interactive spell checker . It offers suggestions for corrections via a simple menu-driven

interface.

[student@stationX ~}5 aspell check file.txt
gome times *peple* type stuff wrong.

1) people 6) peel

21 Pele 7} Pelee

3) Peale 8) pecpled

4} purple 9) peoples

5) Peel 0) pep

i) Ignore I) Ignore all
r) Replace R} Replace all
a) Add X) Exit

?
aspell -1 will non-interactively list the misspelled words in a file read from standard input.

[student@stationX -~]$ aspell -1 < standfast.txt
Cargrashes

Morningchazxm

Braincheck

More intormation on aspell can be found at http://aspell sourceforge net

A quick spelling dictionary lookup can be performed with the look command. It comes in handy when
you need the spelling of a word of which you know the first few letters.

[student@stationX -]1% look exer
exer01se .
.Aic:I‘CZ St:CL
exerciser
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exercisers
exergises
exercising
exert
output truncated
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End of Unit 12

* Questions and Answers
* Summary

* Basic string processing

* Simple regular expressions

13
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Lab 12
introduction to String Processing

Goal: Become familiar with several string processing utilities available on a
Red Hat Linux system

Estimated Duration: 20 minutes

System Setup: A working, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of
student.
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Sequence 1: Basic String Processing

Deliverable: A numetically reverse-sorted list of the shells assigned to the user accounts
on the machine

Instructions:

1. Make acopy of /etc/passwd in yow home directory:

[student@stationX ~]5 cd
istudent@stationX -1% c¢p /ete/passwd .

2 Tor every account on the systern there will be a line in /etc/passwd. Using wce, count
the number of lines in the passwd file.

[student@stationX ~]% we -1 passwd

The mumber of accounts on your system 2 g

3. Generate a list of the various shells in use on the machine and place this in another file

[student@stationX -1% cut -d: -f7 passwd > shells

4. Look at the contents of your new shells file with cat. You will see that although the
file contains information that is not organized in a very friendly way. Sort the lines of
output and place the sorted data in a new file;

[student@staticonX ~]5 sort shells > sorted.shells

5 Youw file contains multiple occurrences of the same values Use uniq to provide a
count of how many times each value appears:

[student@stationX ~]$ unig -c sorted.shells > uniq.sorted.shell

6. Why did you need to sort the output first before passing it through uniq? (Hint: try
uniq -c shells and man uniq)

/
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7. Toprovide a numerically reverse-sorted list of the shells in used on the machine (of
course, the exact numbers on your machine may vary from those shown here):

[student@stationX -~]3 sort -nr unig.sorted.shells

30 /sbin/nologin
6 /bin/bash

1 /sbin/shutdown
1 /sbin/halt

1 /bin/sync

1
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Sequence 2: Further exercises in string processing

Instructions:

1

Copyright © 2006 Red Hat Inc..
"Alf rights reserved.

Devise, then write down the solution to each exercise. Remember, the answer is the
command you devise, not its output! The Answers are listed at the end of the lab, but
you should try to wotk each task out on your own before checking the answers. Each
answer should be a single command line, and should implement at least one pipe.

The aspell command has no man page; how else might you find help?

PPy /7 7
asfe i — 4

How many files are in the directory /usr/bin? The output should be a single
integer. Hint: devise a command that lists the filenames one per line, then thinsabout

how you can count those lines.

L5 Sy e -1 (1777 )

List the misspelled words in the /usr/share/doc /nautilus-*/NEWS file
agfely =L < usf/s fafs fociprt Ly fustas

How many unique lines are in the output of the previous step?

072,

“ //DL(/ - Z Q/C(C/F/ C’é/f/{_ /c’f f//uﬂ ;C ((e_»ﬁ"}‘f//{f 5

co ] ¥ e -1
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Sequence 1 Solutions

6. You need to sort data before sending it to uniq becaunse it only removes adjacent
duplicates. Sorting puts all the duplicates together so that uniq can deal with them
properly.
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Sequence 2 Solutions

2. aspell --help | less

3. lg -1 /usr/bin | we -1

4, aspell -1 < /usr/share/doc/nautilus-*/NEWS

5, Tspell -1 < /usr/share/doc/nautilus-*/NEWS | sort | unig
we -1

RHO33-RHEL4-2-20060221
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Unit 13

String Processing with Regular Expressions
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I Objectives

Upon compietion of this unit, you shouid:

* Understand the importance of regular expressions
* Know how to use grep

* Know how to use sed

» Know how fo use less
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I Pattern Matching with Regular Expressions

» Regular expressions are a pattern matching engine
* Used by many tools, inciuding: grep, sed, less, vi, awk
* Values:

s Power over ease of use

* Greed!

For use ondy by a student envolled in a Red Hat training course taught by Red Hat, In¢ ar a Red Hat Certified Traning Pariner. No part of this publication may ba phatocupied,
duplicated, stored in a retrigval system, or athenwlse repreduced without prior written cansent of Red Hat, Inc. If you believe Red Hat training materials are being impropetly used,
copied, or distributed please email <training@redhat .coms> or phane toll-free (USA) +1 {866) 626 2934 or +T (919) 754 3700,

Regular expressions, abbreviated regex, are a pattern matching system used by many Linux tools. Unlike
the shell's file name generation patfern matching system, regular expressions are designed for power over
ease of use. Indeed, regular expressions can look intimidating at times, although with a bit of practice and
careful parsing, they should be comprehensible to an experienced Linux user

Among the tools that use regular expressions are:
-grep analyzes the contenis of files a line at a time, returning lines that match a pattern;

A sed, the stream editor, returns the contents of a file {or stream of data), performing the specified search
and replace instruction;

A - - -
- less, which uses regular expressions in search commands;

< vi, which uses regular expressions for searches (like less) oz search and replace (like sed);

¥ awk, a data oriented programming language

Regular expressions are greedy That is, if a regular expression can match a smaller string or a bigger
string, it will always match the largest string possible

Regular expressions can be divided into three broad categories: wildcard characters that stand for some
other character; modifiers, that modify the preceding character; and anchors that anchor a character
sequence to the beginning or end of a line o1 the beginning or end of a word.
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l Wildcard Characters

* Wildcard characters stand for another single character:

« . any single character

* [abc] any single character in the set

* [a-c] any single character in the range

+ [“abe] any single character not in the set

* [“a-¢] any single character not in the range

For use eniy by a student enrofled In a Red Hat trakning course laught by Red Hat, inc or a Red Hat Certified Traning Partner. No part of this publication may be photocopred,
duplicated, stored in a retriaval system, or otherwise repraduced withaut pricr written consent of Red Hat, Inc. It you believe Red Hat training materisls are being improperly usad,
copied. or distributed please email <zrainingeredhat com» or phene tofl-free (USA) +1 (366) 626 2094 or +1 {019) 754 3700

Wildcard characters in regular expressions represent some other character. The valid wildcard sequences

are:

« (a single period) represents any single character

[abc] represents any single character in the set, that is, either "a" or "b" or "¢"

[a-c] represents any single character in the range Some common ranges include: [a-z], {0-9], [asiou],
although any random range is permitted, such as [Dighy9]. Note that this does not stand for the word
"Digby%" but rather for any one of those six characters.

[“abel or ["a-c] are similar to the structures above, but represent any single character not in the set or
range.
Imagine a hit-and-run accident, in which wimesses disagreed on the license plate number One says that it

was 9HBE368; another, 9HEE3 98, and another 9NEB34 8. The police find that none of these are exactly
correct. A regular expression could be used to search a database of license plates using these witness

statements:

S [NH] [EB] [EB] 3 [469]18

RH033-RHEL4-2-20060221
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I Character Classes

* Pre-defined character ranges
* [[:keyword:]]
* [*[:keyword:]] (negated)
* Keywords include
* alpha, upper, lower, digit, alnum, punct, space
* Easier and more reliable than [ 1 ranges for some tasks

For use only by a student enrolled in a Red Hat training tourse taught by Red Hat, Inc or a Red Hat Certified Traning Pariner. No part of this publication may be photocopied,
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Simple character ranges like [a-2] can be useful, but they can also cause unexpected problems. Suppose
you wanted to match any lower-case letter. The chatacter range [a-z] would seem to be an appropriate
choice for doing this. Indeed, on a Red Hat Enterprise Linux 4 system, it would work as expected and
match all lower-case letters. However, on other operating systems, including Red Hat Enterprise Linux

3 and systems using a language other than English, you may find that {a-=z] matches most upper-case
letters as well This is because of differences in the way that characters are ordered in different operating
systems On most operating systems, alphabetical characters are sorted with the lower-case letters before
the upper-case letters, like this: a,b,c, z,A,B,C..Z. But on some systems and in some languages, the
sorting order mixes cases: aAbBcC . ZZ On one of these systems the character range [a-z1 would match

every letter, regardless of case, except for the upper-case 'Z', which follows

In short, the problem with simple character tanges is that their behavior can differ between systems.
Character classes, however, provide predefined ranges that always behave the same way Character
classes are wiitten as: [ [: keyword:11 where keywor d represents the type of characters you want to

match. Supported keywords include:

lower | Lower-case ietters La- ZT

upper | Uppers-case letters [ 4— Z

alpha | All letters [az A -7

digit | All numbers {o-2%

alnum | All letters and numbers - -7 « “?.-/Q"' Zz
space | All whitespace (tabs, spaces, etc)

punct | All purctuation

A character class can be negated by adding a carat inside the outer braces. For example, [* [:alnum:]]
would match any non-alphanumeric character

haracter renges in thay ey are easy o remember One

“Character classes have another advantags over
oniy has to type the name of the class instead of a list of its member characters Consider having to type

[-"@#$% &*() -+={\IJ\] |\\‘°'",<..>/?] instead of just [ {:punct:11!
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| Modifiers

* Modifiers determine the number of the previous character
. zero or more of the previous char
¢ \+ one or more of the previous char
. \? zero or one of the previous char
* \{i\} exactly i of the previous character
* \{i,\} iormore of the previous char
* \{i,j\} itojof the previous character

For use only by a student enrolled in a Red Hat training ¢ourse taught by Red Hal, Inc. or a Red Hat Cestitied Traning Partrier. No part of this publicatior may be photecopied,
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Modifiers modify the previous character or the previous expression. Of ihe modifiers above, the single
most difficult one to understand is the asterisk, * The asterisk stands for zero or more of the previous
character. Examples:

o

a* represents Zero or more "a"s

ab*c represents an "a" followed by zero or more "b"s followe dby a "¢”. Note that this would match the
sirings "abbc”, "abc", and even "ac Can you understan dwhy the last item matches?

[[:alpha:]1]1[0-9]1*[[:alpha:]] represents two letters of the alphabet separated by zero or more
numbers
The rather cumbersome curly braces preceded by backslashes act as counters They specify the number

of the previous character required. Note the differences in meaning depending on whether the curly
braces contain a single number, a number followed by a comma, or two numbers separated by a comma.

Examples:

r\{6\} represents exactly six ""s
#\ {3, 5\ } represents three, four, or five pound signs, "#" (aka octothorpes)
[0-91\{9,\} represents nine or more numbers (not necessarily the same nine numbers)

The \+ and \ ? sequences also modify the previous character as described in the slide above. Be warned
that this syntax may not be portable across all Unix-like operating systems.
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I Anchors

* Anchors match the beginning or end of a line or word
* *  the beginning of a line
e 3 theendofaline
* \< the beginning of a word

e \> theend of a word
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The tools that use regular expressions process one line at a time. Therefore, regular expression characters
exist to anchor an expression to the beginning and end of lines Examples:

“Hi the string "Hi" begins the line Note that a line beginning "Highway" would be matched
“Hello$ lines contain only the characters "Hello"

Because string processing is often word bound, the regular expression system provides word anchors. The
sequence \< matches the beginning of a word and the sequence > matches the end of a word Absent the
preceding backslashes, the < and > characters are ordinary characters with no special meaning, Examples:

\<cat represents aity word beginning with "cat”: cat, catalog, category, for example
cat\> represents any word ending with "cat”: cat, polecat, Muscat, fot example

\<cat\ > tepresents the word cat

<cat> represents the word "cat” enclosed in angled brackets (here the angled brackets are ordinary
characters)
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I The | Operator

* Represents a logical OR operation
» Must be escaped with \
* Used in larger regexes with \ { and \)

* John\ |Jane
* Name: \ (John\ |Jane\) Smith
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A character range or class allows one to specify multiple characters, such as using [ab] to match 'a’ or
'b' But what if you wanted to match strings instead of characters? This can be done with the logical OR

operator, \ |, as in " John\ | Jane ', which matches John' or Tane'

OR'd statements can be embedded within a larger regular expression by using \( and \) as in the following
example: 'Name: \{John\|Jane\) Smith®

This would match ‘Name: John Smith' or 'Narme: Tane Smith’
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I regex Combinations

* Regular expressions are most useful in combination with each other

L zero or more of any character

o \* a literal asterisk

* \<cat\> the word 'cat’

* ab..ef aband ei separated by two chars
A{32\} 32 of any character
[{:alpha:1]* zeroor more letters

For use only by a student enrelled in a Red Hat training course taught by Red Hat, Inc. or a Aed Hat Certiffed Traning Pariner. No part of this may be |
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Regular expressions can be most useful in combination with each other. Perhaps the single most common
and useful regex combination is *, which stands for zero or more of any character Indeed, the period is
commonly used with other regular expression characters, as demenstrated in the examples above

When an asterisk follows a bracketed sequence, such as in the [[:alpha:1] * example above, it
matches as any one of the characters in the brackets, not just the first one repetitively.

Maiching an exact number of any character can be done with repeated periods, as in the example ab. .ef

above, but matching a large number of unknown characters is best done by using the period with a
counter. In the example on the slide above, it is unlikely that the typist will be able to count out 32 periods
accurately, and certainly later, such a sequence would be unsupportable (how many periods? how mary
should there be?) but the use of the single period with the counter is relatively easy to implement and,
importantly, self-documenting (to the cognoscente)

A special character in regular expressions preceded by a backslash, \, is said to be quoted and so has no
special meaning, but rather stands for itself only. For example, \ * represents a literal asterisk. Obviously,
this is not true for modifiers and anchors which require the backslash to be significant
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Regular Expressions - Examples

* What do the following match?

1.8m. th

28m{iylth

3www\ .redhat\ .com

4.7 41

5\<the

6."[[:lower:][0-9] 1\{28\}%
7.13T1\ (oe\ jane\)

B "Yipes!$§$
10
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1 Smith, Smyth, Sm)th, Sm th,

2 Smith and Smyth

3 www redhat.com

4 #! (at the beginning of the line)

5  Any word beginning with "the" This will include words such as "theory"”.
6 A line containing exactly 28 lowei-case letters of the alphabet, numbers, or spaces.

7 Any of the strings Joe, joe, Jane or jane

8  “Yipes!$ as the entire line. The first » and the last $ mean the match is anchored at both the
beginning and end of the line. The second * is literal, as is the word Yipes, the exclamation point, and

the first $. Thus, only ~Yipes!$ on a line by itself will be found.
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I ‘Quote your regex's!

* On the command line, quote regular expressions
* File name generation characters must remain unquoted

* Do not use quotes in regular expressions within commands
11
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When using regular expressions on the command line, it is critical that you quote the pattern, single
quotes preferred . The shell parses the command line When it sees characters such as the asterisk,

square brackets, and backslashes, it will attempt to do file name expansion or other interpretation on the
characters. Often, this has no etfect, as the pattern will match no filename However, it is possible that the
pattern will match a file name and so corrupt your regular expression For this reason, it is vital that you
quote your regular expressions, and, of course, equally vital that you do not quote file name generation

characters Example:
[student@stationX -]15 grep 'mail.*tar' *.,txt

This will search all files with filenames ending in .txt foi lines containing the words mail and tar separated
by zero or more characters. However, if the single quotes are left out, and the current directory contains
two files called mail .old tar andmail. star, then this is how the shell will construct the command

line:

Commands using regular expressions outside the command line do not require qnotes. For example, using
regular expressions to search for text while in the less command do not require guotes
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grep

* Prints lines of fifes where a pattern IS matched P
. [ .
L f ol g by ’
S grep john /etc/passwd L o f

john:x:500:500:Jchn Doe:/home/john: /bin/bash
» Also used as filter in pipelines

$ 1ls | grep .c
* {ses regular expressions

$ grep '[0-9) [[:upper:1I\{3\}[0-91\{3\}' cars
12
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grep displays the lines in 4 file that malch a pattern It can also process standard input. The pattern may
contain regular expression metacharacters and so it is considered good practice to always quote your

regular expressions. Examples:
To hist lines containing either "Cat" or "cat” from the pets file

[student@stationX -]1¢ grep '[Cclat' pets

To list only lines of output from ps, which lists running processes, that contain the string "init": from the
ps command
[studentestationX -1$ ps ax | grep 'init!
Common grep options inclade:
v return lines that do nor contain the pattern
-B precede returned lines with line numbers
-C only return a count of lines with the matching pattern
-1 only return the names of files that have at least one line containing the pattern
- perform a recursive search of files, starting with the named directory
S peiform a case-insensitive search
B/ Use "extended"” regular expressions, which more closely resemble the way reguiar
\/ expressions are handled in mos tprogramming languages. The most notable difference betwee
nstandard and extended regular expressmns is that extende dregular expressions do not
4 require s backslash for operntor sitke L and §
o TR SO AR NG N
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I | sed

* stream editor
* Reads a file or stream of data; writes out the data, performing search

and replace instruction(s)
* Uses regular expressions in search string (but not repiace string)
/ N 13
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The sed command is the stream editor, used to perform edits on a stream of data. Given a file name to
process, sed will perform a search and replace on all lines in the file, sending the modified data to standard
output; that is, it does not actnally modify the existing file As with grep, sed is often used in pipelines. A

basic sed command may look like this:

[student@stationX -135 sed 's/cat/"dog'/’ pets oo . ‘ 7 A -

In this exarnple, the pets file will be sent to standard output with the siring "cat” being replaced by the

string "dog” By default, sed makes a maximum of one change per line. Te instruct sed to make multiple

changes per line, the "g" command, standing for global, should be appended to the end of the search and

replace patters:

[student@stationX ~13 sed 'a/cat/dog/g' pets

, A .
The search portion of the search and replace pattern is a regular expressmn although the replace portion
is not. For example, if "cat” may appear with an initial capitalization, the following command may be

I

effective:
L /-"/-\/?k _5' f f/’/? f
[student@stationX -15 sed 's/[Cclat/dog/g' pets ' - ‘
G CC
As sed works on strings by default, and not by words, word anchors may be useful;, A e -
i) = -

[student@stationX -1% sed 's/\«<[Cclat\>/dog/g' pets

Although the replacement string is not a regular expression, it does have its own special syntax
Particularly useful is the "&" character, which stands for "whatever you found in the search portion”. For

example:
[student@staticonX ~1$ sed 's/\<[Cclat\>/& and dog/g' pets

. This will replace the word cat, regardless of injfial case, with "cat and.dog". preserving case. Cool!
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Using sed

* Quote search and replace instructions!
* sed addresses

* sed 's/dog/cat/g’ pets

+ sed '1,50s/dog/cat/g' pets

+ sed /digby/./duncan/s/dog/cat/g' pets
* Multiple sed instructions

* sed -e 's/dog/cat/ -e 's/hiflo/' pets

+ sed -f myedits pets
14
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As with grep, it is good practice to quote sed's scarch and replace st1ing, as demonstrated in the examples

below.

By default, sed operates on all lines in a file It is possible to provide sed with addresses limiting
replacements to just those lines. For example;

[student@stationX -~]% sed '10,355/cat/dog/' pets

In this example, the entire pets file will be sent to standard output, but the replacement of "cat” for "dog"
will only be performed on lines 10 through 35, inclusive.

A tancy but seldom used feature of sed is that addressing can be done by string searches For example:
[studentestationX -]1$ sed '/digby/,/duncan/s/cat/dog/' pets

In this example, starting on the line that contains the string "digby" and continuing through the line that
contains "duncan”, the string substitution of "dog" for "cat" will be performed on the pets file As before,
the entire file wiil be sent to standard output, but changes will be performed only on the specified lines,

It is common to make several changes on a file Two different methods are provided by sed to perform
multiple edits. For a small number of edits, the -e option indicates that a search and replace pattern is

forthcoming, and can be used several times on a command line;

[student@stationX -15 sed -e 's/cat/dog/g' -e 's/cow/goat/g' pets

e -f

" For a larger number of

. [student@stationX ~]1% sed -f myedits pets
' Copyright @ 2006 Red Hat, Inc. RHO033-RHEL4-2-20060221
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I less and vi

» Searches in less and vi use regular expressions

+ /hfaeioult
15
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The search functions in the less and vi use regular expressions. This can be particulatly usetul if you are
searching for a word regardless of case:

/[Ccl at
or if you are searching for a particular pattern, such as a date and time in a file:
/Mar 2 14:[0-2]1[0-9}

This will search for a date and time in the file between 2:00pm and 2:30pm on March 2nd
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| End of Unit 13

* Questions and Answers
* Summary
+ . matches any character
* 4+ mafches one or more of the preceding
» [abe] matches a range of characters
* {x,y} matches between x and y of the preceding

16
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Lab 13
String Processing with Regular Expressions

Goal: Become familiar with several string processing utilities available on a
Red Hat Linux system.

Estimated Duration: 45 minutes

System Setup: A woiking, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of
student
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Sequence 1: String processing with grep

Instructions:

1. Use grep to display the line for any account that starts with the letter g in your home
directory's copy of /etc/passwd:

[student@stationX -~]$ grep '“g'!' passwd
games:x:12:100:games: /usr/games: /sbin/nologin
gopher:x:13:30:gopher: /var/gopher:/sbin/nologin
gdm:x:42:42::/var/gdm: /sbin/nologin

In this example, as in others below, your output may vary.

2. Display the line for any account that is using the bash shell:

[student@stationX -15 grep 'bash$' passwd
root:x:0:0:rcot:/root:/bin/bash

student:x:500:500: : /home/student : /bin/bash
vigitor:x:501:501::/home/visitor:/bin/bash

3. Display the line for any account that is not using the bash shell:

[student@stationX -1$ grep -v ‘bash$’' passwd
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbhin:/sbin/nologin
adm:x:3:4:adm: /var/adm:/sbin/noclcgin

.output truncated...

4. In order to illustrate the use of diff, create a modified copy of passwd . Start by using
grep to remove any lines that contain the letters "N” or "P":

[student@stationX -]$ grep -v '[NP]' passwd > modified.passwd

5 For a final change, use tr to convert any remaining capital letters to lowercase:

istudent@stationX -1% tr YA-Z% V"a-z¥ < i

modified.passwd > modified2.passwd

RHO33-RHEL4-2-20060221
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6. Use cat to view both your original passwd and the new modified2 passwd. Without
looking very carefully, the differences are not easy to spot, even in this small file.
Imagine if your passwd file contained entries for thousands of usess! Use diff to
produce a list of the changes between the two files:

[student@stationX -]% diff modified2.passwd passwd

14al15, 16

> ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin

> nobody:x:99:99:Nobody:/:/sbin/nolegin

16al19,23

» nscd:x:28:28:N3CD Daemon:/:/sbin/nologin

> sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:.. .

> rpe:x:32:32:Portmapper RPC user:/:/sbkin/nologin

> rpcuser:x:2%:29:RPC Service User:/var/lib/nfs:/sbin/nologin
> nfanobody:%:65534:65534 : Anonymous NFS User:/var/lib/nfs:. ..

20c27
< xfs:x:43:43:x font server:/ete/x11/fs:/sbin/neclogin

> xfs:x:43:43:X Font Server:/etc/X11l/fs:/sbin/nologin

Again, your output may vary
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Sequence 2: Regular Expressions and String Processing

Scenario: Wheie there are blank lines below tasks, devise, then wtite down the

solution Remember, the answer is the command you devise, not its output!
The Answers are listed at the end ot the Iab, but you should f1y to work each
task out on your own before checking the answers You might need to refer

to man pages.

Instructions:

1

Copyrlghi © 2006 F-led Hat, Inc )

Try using grep to output only those lines of /usr/share/dict/words that
coniain a text pattern. For example, display the lines that contain the pattern £ish:

[student@stationX ~]3% grep fish /usr/share/dict/words

blowfish
bluefish
codfish

.output truncated...
unselfish
unselfishly
unselfighnesgs

Using the man page for the grep command, construct and then test a command that
will output each line containing the pattern £ish, and the two lines immediately
before and after the matchmg line (to p10v1de additional context)

{

ﬂ/@f —‘{P) - “"ﬂf’“ ‘“"/Kﬂ/ 7'6@’/’;/\7"/(\ 5y

Using the man page for grep, constiuct and then test a command that will output just a
count of the number of Imes on which the pattem figh appeaxs, in the words file.

205 Gl - Lich welds

Using the man page for grep, construct and then test a command that will output a
line for each occurrence of the pattern £ ish within the words file, including the line

nuember on which the match was made

J;{(;; - /f C.“,‘i

List the words in /uszr/share/dict /wor ds that contain t, a vowel then sh.

/
ef HTacrouli ua,w,c > tsh
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7.

10.

11.

Copyright © 2006 Red Hat, Inc.
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Create a regular expression that matches the words abominable, abominate,
abomine, anomie, anomite, atomise, and atomize (but no others) in

Jusr/share/dict/words. N
W Bl 7

a f
Temi w ol S
How many words in /usr/share/dict /words contain t, a vowel, then sh at the

end of the word? Construct, then execute a command that pIOdHCES just the count,

ilef < 'tlenagsh | wdls / 9//;

List the words in /usr /share/dict/words that contain exaCtIy sixteen letters.
I . > f A/ Py -
jﬁ?’f/j « \< 'y \ e %/‘-f"asz_é/ -

A useful source of information (not to mention plain text files) are the subdirectories of
/usr/share/doc. We'll use files in the subdirectory provided by bash for the next
few tasks. Since the directory name includes bash's version number, which may have
changed if updates have been installed, you will use tab-completion when specifying

the search location.

List the names of the regular files in /usz /share/doc/bagh- Tab that contain the
word expansion (in the fiies themselves, not the filenames).

%6,9 - exﬂw}mf\f Sl 5] /’ foo / “/ 0*’-"/. e sﬁ < j,,

B2,

Produce a count of the numbet of times the pattern Linux appears within each Icgulal
filein /usz/share/doc/bash~ Tab, but don't print a count for those files where
the pattern appears O times Hint: produce a count for all files, [ook at the output, then
think about how you can suppress lines matchlng a cettam pattern from the output. ;
g i

9/2 6/0 C TS //; /f i /1 sy )

List the filenames of all files below /usr /share/doc that contain the pattern

Havoc.

)
el {1 E v

i
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Sequence 3: Stream editing with regular expressions

Scenario: Consider a file called 'cats’ containing the following list of words:

cat

catalog
concatenate
poclecat

Cat

For each sed command below,enter the new text for each line of the file
Enter 'No Change' if the line would be unatfected.

Instructions:
1 sed s/cat/dog/' cats
cat o o
catalog doo alo
concatenate __ 777 &7 /:
polecat __ [t = «f
Cat .o/
2. sed 's/[Cclat/dog/’ cats
cat Q/f 7
catalog = "7 & {C’_?’

D P o o T
concatenate . g e El
polecat __f7l & 7 il
Cat olo

3. sed 'sA<[Cc]at/dog/' cats

ey

cat o f
catalog og alo?
concatenate _”"? y/égc-y!c{j &
poiecat e Charg &
¥ g =

Cat il

4. sed 's/[Cclat\>/dog/ cats
cat f"/n C"i
catalog g Mo
concatenate Mo .
polecat Fonl o f
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5 sed 's\<[Cclat\>/dog/' cats

cat e, oY
catalog i
concatenate "&ff’
polecat <
Cat 107

6. sed 's\<|[Cclat'>/& and dog/' cats

+- i /
e ool o o e C/

cat

catalog 77

concatenate __ o

polecat ___ #“2 ,

Cat St ordl o 0%

7. Create the 'cats’ file Run the sed commands, above, and test your answers
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Sequence 2 Solutions

2 grep -B2 -A2 "figh" fusr/share/dict/words
3 grep -c¢ "fish" /usr/share/dict/words
4 grep -n "fish" /usr/share/dict/words
5. grep "tlaeioulsh" fusr/share/dict/words
B. "3 .omi.*es"

or;

"\ca.omi.*e\>"

The trick for this task is to determine what the words have in common and what is
variable Note that the number of characters in the words is one of the vaiiables and

so the . * syntax is required.
7. grep "t{aeiou]sh"” fust/share/dict/words

8. grep " ... i e innwnaeaa.8" fusr/share/dict/words

or:
grep "*.\{16\}$" /usr/share/dict/words

9 grep -1 expansion /usr/share/doc/bash-Tab/*

10 grep -¢ "Linux" /usr/share/doc/bash-Tab/* | grep -v ":0"

11 grep -R -1 "Havoc" /usr/share/doc

RHO33-RHEL4-2-20060221
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Sequence 3 Solutions

1.

cat dog

catalog dogalog
concatenate condogenate
polecat poledog

Cat No Change

cat dog

catalog dogalog
concatenate condegenate
polecat poledog

Cat dog

cat dog

catalog dogalog
concatenate No Change
polecat No Change

Cat dog

cat dog

catalog No Change
concatenate No Change
polecat poledog

Cat dog

cat dog

catalog No Change
concatenate No Change
polecat No Change

Cat dog

cat cat and dog

catalog No Change
concatenate No Change
polecat No Change
Cat Cat and dog
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Unit 14

Finding and Processing Files
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I Objectives

Upon compietion of this unit, you should:

* Be able to use slocate
* Be able to use find
» Be able to use the Gnome Search tool

may he
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l slocate

* Can be invoked as slocate or locate
* Queries a pre-built database of paths to files on the system

» Database must be updated by administrator
* Full path is searched, not just fillename
* May only search directories where the user has read and execute

permission

For use only by a student envolled in 2 Aed Hat training course taught by Red Hat, inc. o a Red Hat Cerified Traning Partner. No part of this publication may be photacopied,
duplicated, stared in a retrieval aystem, or otheswlse repreduced without prior written consent of Red Hat, Inc. i you believe Red Hat training materlals are being improperty used.
copied, or distributed please email ctraining@redhat com» or phone tol-free {USA) +1 [B6G) 625 2594 or +1 (919) T54 3700,

sloeate is the "Secutity Enhanced Version of Locate” On yow Red Hat Enterprise Linux machine
you can use the commands slecate or locate to query the slocate database of files. If you look at the
/usr/bin/locate file you will see that it is really a symbolic link to the slocate command.

slocate or locate are commands that query a database of files looking for files that correspond to
search criteria. This database must be generated by an administrator running the updatedb command
Since an out-of-date database can be worse than useless, database updates can be also automated by an
administrator enabling the DAILY UPDAIE option in /etc/updatedb conf.

The slocate database only stores file name and path information so the locate and slocate commands only
do searches based on file name. However, locate and slocate can use regular expressions when searching

this database to provide information to perform a "fuzzy"” search

RHO33-RHEL4-2-20060221
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I slocate Examples

+ slocate foo

» Search for files with "foo" in the name or path
* slocate -r '\.foo$'

* Regex search for files ending in " .foo"
* Useful options

= -j performs a case-insensitive search

« -n x {ists only the first x matches

For usa only by a student enrolled in a Red Hat training course taught by Red Hat, Inc. or a Red Hat Cerlified Traning Partner. Mo part of this p may ba pt
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Using an exact string as yow slocate argument will query the database and return all files that have the
target string in their names. However, realize that when a database entry is made for a file, the filename
is stored as the absofute path Which means that if you were to perform a search like slocate images;
not only will you get files that are named images, or have images in their name, but also any named
my_family_images o1 boot images, but also any file that has images on it's directory path such as

/dsr/share/backgrounds/images/space01
Jusr/share/gimp/2.0/help/images/dialogs/dialogs-icon-floating.png

When using regular expressions with slocate, remember to quote the regular expression as many regular
expressions use shell meta characters Also, slocate only accepts basic regular expressions net extended
regular expressions.

If you decide to use -n to limit the number of results printed by slocate, slacate will only piint the first -n

<num: results.
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| find

* find [directory...][criteria...]
» Searches directory trees in real-time
» Slower but more accurate than slocate
* CWD is used if no starting directory given
= All files are matched if no criteria given
» Can execute commands on found files
* May only search directories where the user has read and execute

permission

For use only by a student enralled in 2 Red Hat iraining course taught by Red Hat, Inc or & Red Hat Gertlfied Traning Partner, Ne part of 1his publication may be photocopied,
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Unlike slocate, find will do a real time search of the machines file system to find files that match the
ctiteria of the command line arguments But realize that since find is looking at files in the file system as
your user account, you must have read and execute peimission on a directory to examine its content

find requires an argument of what directory it should start finding files in. So if you only wanted to find
in a user student's home directory you would give find a starting directory of /home/student . If you
would like find to look over the entire system, yon would provide a starting directory of /

find has a huge amount of options that can be provided to describe exactly what kind of file should be
found, You can search based on file name, file size, last modified time stamp, inode number, and many,

many more.

One of the features of find is that with the -exec and -ok options, which will be described in more depth
on later pages, you can execute commands on the files that find has reported Thus, find allows you to
petform arbitrary actions on arbitrary files Very powerful.
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I Basic find Examples

* find -name snow.png

» Search for files named snow.png
« find -iname snow.png

s Case-insensitive search for files named snow png, Snow png, SNOW PNG, etc
* find -user joe -group joe

» Search for files owned by the user joe and the group joe
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Finding files based on their name will, unlike slocate, look for files that are named the exact string passed
to the find command. That is to say, if a find command was used like:

[student@stationX -1$ £ind / -name .png

findwould only return the files that were named .png, not files that contained in their name the string
.png. Fortunately, you can use sheil wild cards with find, but they must be quoted. As an example:

[student@stationX -]% find / -name "*.png"

would find all files on the system that have .png as the end of their name. Related to -pame is the -iname
option which works the same way as -name but performs a case-insensitive search.

The -regex option in find does not work quite the way one would expect -regex applies the regular
expression to the name of the file, including the absolute path to the file. So in the above example, the
regular expression "¥W.*\.png”" will match all files that have a capital W and .png in their names. Tf we
had instead used "W *\.png", we would get nto results because the full path to our file name will always
begin with a / and our provided regular expression indicates we are only interested in files whose full
path name begins with a W, something that can never be tiue
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find and Logical Operators

» Criteria are ANDed together by default.
+ Can be OR'd or negated with -o and -not
* Parentheses can be used to determine logic order, but must be
escaped in bash.
* find -user joe -not -group joe
+ find -user joe -o -user jane
¢ find -not \( -user joe -0 -user jane \)
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The find command by default will logically and all file parameters together For example:

[student@stationX -13find / -name "*.png" -user student -mtime +12

will find files whose name ends in .png and are owned by the user student and have a last modified time
stamp greater than 12 days ago But we could logically or these parameters together:

[student@stationX -]5find / -name "*.png" -o -user student -o -mtime +12

Now find will print the names of files that end in .png or are owned by the user student or were modified
more than 12 days ago

tind also includes a logical not opezator. Options preceded with a | or the -not option will cause the
criteria find is looking for to be opposite To illustrate:

[student@stationX -15find / -name "*,.png" -not -user student
This will find files whose name ends in .png, but that are not owned by the student user account.

With the addition of logical operators, the question of operator precedence is raised Logical ands have

a higher priority than a logical o1, and a logical not has a higher priority than an and or an or. To force
precedence of an expression, you can enciose options that should be grouped together in parentheses.
Make sure to put spaces after the \( and before the \} or find will not work as expected. The find man page

has more details about this in the OPERATORS section.
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I Executing Commands with find

+« Commands can be executed on found files
» Command must be preceded with -exee or -0k
+ -ok prompts before acting on each fife
« Command must end with Space\ ;
« Can use {} as a filename placeholder

+ find -size +102400k -ok gzip {} \;
11
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Using the -exec ot -ok options with find will cause find to execute a command once for each file that
matches the given criteria This is commonly used foi things like removing files or renaming files to have
a certain extension Be extrerely careful when vsing -exec because it may pertorm the action on many
tiles (remember that find recurses through subdirectories) and it does not ask for confirmation Remember
that running the search without -exec will list all malches, thus allowing you to preview which files will
be acted upon Alternately you can use the -0k option, which causes find to ask for each file

The reason that the commands given with -exec and -ok must end in a \; is because find uses ; as the
delimiting character. Unfortunately ; is also a delimiting character for the shell so we must prevent
bash from interpreting it. When a character is prepended with a backslash (\), bash is instructed to
treat it literally, so typing \; at the bash command prompt will send ; to find after bash has done its

interpretation.
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find Execution Examples

* find -name "*.conf" -exec cp {} {}.orig \;

* Back up configuration files, adding a . orig extension
* find /tmp -ctime +3 -user joe -ok rm {} \;

* Prompt to remove Joe's timp files that are over 3 days old
e find ~ -perm +o+w -~exec chmod o-w {} \;

* Fix other-writable files in your home directory
12
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You can use find to execute any command you would like, and if you use the {} as filename place holders,
the find command will put the file name of a file it has found in place of {} and execute the cormmand
If your -exec command does not include {}, find will still execute the command once for each file that is

found
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I The Gnome Search Tool

e Actions->Search for Files ...
 Graphical tool for searching by

* name
* content
* owner/group
* size
 modification time
13
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The Gnome Desktop software includes a graphical file finding agent. This program uses the find
comimand in the back ground, but does not have all of finds features implemented

To execute this utility, click the Actions button on the top panel and choose Search for Files. . from the
menu.

By default, this utitity will only look at the uset’s home directory, but it can be modified to also look on
the system’s file system or removable media devices such as floppies and CD-ROMs.

Under the Show more options switch, vou can customize your search to include items like the file last
modification time, file size, {ile owner, and others.

Copyright ©20086 Red Hat, Inc. RH033-RHEL4-2-20060221
All rights reserved. Unit 14 Page 332




| End of Unit 14

* Questions and Answers
* Summary
» Use siocate to quickly find files that are not new
» Use find to search based on very specific criteria and optionally run commands
on matching files
+ Use the Gnome Search Tool for an intuitive, but powerful GUI search tool.

14
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Lab 14
Finding and Processing Files

Goal; Develop a better understanding of the find tool

Estimated Duration: 1 Hour

A working, instalied Red Hat Enterprise Linux system with an

System Setup:
unprivileged user account named student with a password of

student
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Sequence 1: Using find

Scenaric: Log in as user student. Devise and execute a find command that produces
the resuit described in each of the following problems, then write down the
command in the space provided.

You may need to refer to the man page for find. Remember that you can
search man pages with /string.

You will encounter a number of Permission denied messages when
find attempts to recurse into directories to which you do not have read
access - do not be concerned about these messages. Better yet, you can
suppress these error messages by appending your find command with 2>
/dev/null {more about this in the next unit.)

Instructions:

1 Produce a listing of everything under /var/1ib owned by user rpm.
o -’f’ > A s !
A fﬂvd( /(/th/[ ' .}D e LAt
2:  Produce a listing of everything under /var owned by user root and group mail.

Fiol /Y4 j(\ ~USEL

3. Produce an Is -1 style listing of everything on the system not owned by users root,
bin or student

!

oot ’?Kw[ﬂ AL

This will take a long time, so run the command in one terminal and do the next
problem in another terminal while it runs.

Aot ant cqsel Loots -poteusel bin -not wsel stud et -

4 Produce an Is -I style listing of everything under /usr /bin with size greater than 50
kilobytes
f o Lobad ——n
fﬂ,ﬁ”{ Jusr S - Size o+ EOK J <

5 Execute the file command on everything under /etc/mail

f! i g -~ / ] e .
Fud jete/pa l ~exec Ffile £S5 N\,
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6. Produce an Is -l style listing of all symbolic links under /etc
Hint: man find and search for an option that searches for files by type
Livd fetc ~tyfe 1

7. Produce an Is -1 style listing of all "regular” files under / tmp that are owned by user
student, and whose modification time is greater than 120 minutes ago

Hint: man find and search for an option that searches by modification time in minutes

s / 7 — 7o~ :
Frtd o —Lpfe £ a7 U sel STl

8 Produce a listing of all executables under /bin and /usz /bin that have the SetUID
bit set

#(!’f/ﬂ/ //),‘(\/’ :}%?’/Uﬁr/é/;\,/ ’-l/;s,(/l/} _f/(_’f__s-

9. Modify the command above to find all "regular” files under /tmp that are owned by
user student, and whose modification time is greater than 120 minutes ago, and
have find prompt you interactively whether or not to remove each one. Because you
are using the interactive option, do not throw out error messages; that is, do not end
your command with 2> /dev/null Decline to remove all files when prompted.

+ 7 - £ VRN
-wrwg/ Sl ﬂuw S T EATL A e O = 7f

—ok <7 (4
10 CHALLENGE PROBLEM: ’

Use £ind to locate each regular file in /home that is owned by student and pass
the matching filenames to tar, adding them to a bzipped archive

HINT: Do not try to solve this problem with -exee. You want to pass the filenames all
at once instead of one at a time, so use xargs instead. The xargs command is discussed

near the end of Unit 5. Using tar is discussed in Unit 8. .

7((/1// /Aﬁﬂic ~Lypr £ mb(ﬁzf/(/ sCydde: “@"ﬁ
<alGs Tl — ol crad et Cashr2 '
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Sequence 1 Solutions

1 find /var/lib -user rpm 2> /dev/null

2, find /var -user root -group mail 2> /dev/mull

3. find / -not -user root -not -user bin -not -user student -Is 2> /dev/null
o1

find /! «user root ! -user bin ! -user student -Is 2>/dev/null
4. find fusr/bin -size +30k -Is 2> /dev/mull
5 find /etc/mail -exec file {} \; 2> /dev/null
8. find /ete/ -type 1 -Is 2> /dev/mull
7 find /tmp -vser student -mmin +120 -type f -Is 2> /dev/mull
8 find /bin /ust/bin -perm -4000 2> /dev/null

01

find /bin fusr/bin -perm -u+s 2> /dev/null

9 find /tmp -user student -mmin +120 -type f -ok rm {} \;

Note: The standard error is not redirected in answer number 8 because that would
prevent the questions being asked by -ok from being displayed.

10. find /home -user student | xargs tar -jevi mystuff.tar.bz2

RHO33-RHEL4-2-20060221
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Unit 15

Investigating and Managing Processes

For use only by a student enralled it & Aed Hat tralning course taught by Red Hat, Inc. or a Red Hat Certitied Traning Partner. No part of this publicatior may ke photasepied,
duplicated, storad in a retrfeval system, or otherwise reproduced without prior written consent of Red Hat, Ine. i you believe Red Hat fraining materials are being improperly used.
capled, or distributed please email <tzaining@xedhat com> ar phene toll-free (USA) +1 (866) 626 2994 or +1 {818) 754 3700,

Copyright © 2006 Red Hat, Inc. RHO33-RHEL4-2-20060221
Alt rights reserved. Unit 15 Page 338



I Objectives

Upon completion of this unit, you should:

* Understand what a process is

* Understand process states

* Know how o manage processes
* Understand job control
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I What is a Process?

* A process has many components and properties
» exec thread
* PID
» priority
* memory context
= gnvironment

file descriptors oy
~ { o ] *
e security credentials 5~ © €/ Ao 13 :
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Processes

A process is an executing progiam with several components and properties.
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I How Processes Are Created

* One process "forks" a child, pointing to the same pages of memory,

and marking the area as read-only
* Then, the child "execs" the new command, causing a copy-on-write

fault, thus copying to a new area of memory
* A process can exec, without forking

» The child maintains the process 1D of the parent

ion may be
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Creation of Processes

Traditionally, in Unix-like operating systems, processes began through a process called "fork and exec”
That is, when one command starts another, the child process first forks, the kernel copying over pages of
memory from the parent process to a new location for the child process. The child then exécs, executing
the new command, overwriting the data. For example, when the shell execules the Is command, the kemnel
would duplicate the shell's pages of memory and then execute the Is command, overwriting the duplicated

data. This was wasteful of system resources.

Linux replaced this model for process initialization with three other methods, the most commeonly used
being copy-on-wiite. With copy-on-write, when one process starts a subprocess, the criginal process does
not duplicate its pages of memory when it forks, but rather it points the child to the same pages in memory
as the original process, but marking the memory area as read-only for both parent and child. When either
process wishes Lo write to the data, as will happen when the child execs, a copy-on-write fault will occur
and the kernel will create new pages in memory for that process.

Manually exec'ing Processes

It is also possible for a command to exec without forking For example, when logging into the X Window
System, if the . xsession file exists, the . xsegzicn file will execute the commands in a shell. The

last command will be something like:
exeC metacity

This means the shell in which the . xsession command was running will be replaced in memory with
ter fork & ec, the shell tharra essionwould:
PRI i -

the metacity command. Were the co
Temuain on the sysiem pertorming 1
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I Process Ancestry

» init is the first process started at boot time - always has PID 1

* Except init, every process has a parent
* Processes can be both a parent and a child at the same time
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Viewing Process Ancestry
pstree shows the process ancestry for all process running on the system

[student@stationX -1% pstree
init-+-apmd

| -atd

| -2* [automount ]

| -battery applet

| -bdflush

| ~bonobo-moniker -

| -eardmgr

| -cxrond

| -deskguide apple

| -dhclient

| -galeon-bin---galeon-bin---4* [galeon-bin]
| -gcontd-1

f-gdm---gdm-+-X

| “-gnome-session

| -gnome-name-serv

| -gnome-smproxy
-gnome-terminal -+-bash---tail

[ -bash
| -bash---ssh

| -bash---pstree
i -bash---vim
" -gnome-pty-helpe

|
| | ~-bash---less
|
#
|
|

| -gpm
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I Process States

* A process can be in one of many states
* R - Runnable {on the run gueue)
* S - Sleeping
* T - Stopped
* D - Uninterruptible sleep
» Z - Defunct (zombig) process
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Process States
The following process states are defined in Linux:
*  Runnable: Process is on the run quene It is waiting for its turn to run or it is executing.

Sleeping: Process is not executing, nor is it ready to run It is waiting for an event to occur or a signal

to arrive to wake it up.
* Stopped: Process Is not executing hecause it has been stopped.

Uninterruptible sleep: Process is sleeping and can not be woken up until an event occurs. It can not be
woken up by a signal. Typically, the result of an I/O operation.

Zombie: Just before a process dies, it sends a signal to its parent and waits for an acknowledgment
before terminating. Even if the parent process does not immediately acknowledge this signal, ail
resources except for the process identity number (PID) are released Zombie processes are cleared
from the system during the next system reboot and do not adversely affect system performance
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I Viewing Processes

*ps
e Displays processes information
» Syntax: ps [options]
» Useful options: ~Cc

* a Processes by all users

* x Processes from all terminals
* u Show process owners

* w include command arguments

* f Show process anceshry
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Viewing All Processes

The ps command provides several styles of output depending on the options used. Without options, i
displays information about processes specific to the active terminal The options described below are
based on output conforming to the UNIX98 standard. Consult the online documentation for more options

displays all processes, not including processes not controlled by a terminal
includes processes not controlled by a terminal, such as daemon processes.

-a
=X

Formatting output
-1 displays a "long” Hsting, which includes more information such as the process owner's uid
-u displays the user name of the process owner

Viewing Specific Process Information

Since there may be hundreds of processes on a system, a common technigue to locate a specific process is
to send output from ps to grep:

[student@stationX ~]% ps -alx | grep 'lpd’

The ahove command will display all the lines of the ps command's output that contain lpd. If the only line
of output is the grep process itself, chances are that lpd is not nning Alternately, the pgrep command:

{student@staticn¥ ~15 pgrep
will list only the PIDs of matching processes.
RHO33-RHEL4-2-20060221
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I Sending Signals to Processes

 Syntax:
* kill [signal] pid(s)
+ kill [signal] %joblD
* Sends the specified signal to a process
» Default signal is TERM
* kill -1 lists all available signals
* killall
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Sending signals

Signals can be specitied by their name, such as KILL, or by their number, such as 9. (A detailed list of
signals can be displayed with man 7 signal.)

kill can send many signals, but processes only 1espond to the signals they have been programmed to
recognize.

The following are all identical and will send the defanlt TERM signal to the process with PID number
3428:

fstudent@stationX -]15 kill 3428
[student@stationX ~13% kill -15 3428
[student@stationX ~]% kill -TERM 3428

These commands:

[student@stationX -]3$ kill -9 3428
fgtudentestationX -]$ kill -KILL 3428

are likewise identical and will send a KILL signal to the process

In addition to Kkill, there is a killalt command that can be used to send a signal to a group of commands,
such as all getty processes. It should be used with cauntion since killing some processes may have a
detrimental effect on the system. Here's an exarmple that sends a KILL s1gna1 to all runming processes

: named galeon-bin:

istudent@stcaticnX ~} &
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Signals may be sent to processes interactively using top or gnome-system-monitor
(Applications->System Tools->System Monitor )
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I Terminating Processes

* Most desirable way to end a process is to let it end normally

» Commands finish, applications are exited
* Can attempt to interrupt with Ctr-c or send a TERM signal

» If all else fails, send a KILL signal
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Terminating Processes

Processes ordinarily terminate on their own when they have completed their task. Interactive applications
may need the user {o issue a quit command.

Many processes can be terminated with Cirl-¢, which sends an interrupt (INT) signal to the process. The
process is shutdown "cleanly™: that is, child processes are terminated first and any pending IO operations
are completed The same is true if a process is sent a terininate (TERM) signal via the Kill command. '

If a process wiil not respond to a TERM signal, the KILL signal can be used. However, the process may
not be ended cleanly. The KILL signal should be used only if a process will noi respond to a Cirl-cor a
TERM signal. Using KILL signals on a routine basis may cause zombie processes and lost data,
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I Altering Process Scheduling Priority

* At process invocation time

* Syntax:
* nice [-n priority] command
» Processes are scheduled with a default nice value of 0

* Nice values can range from -20 (highest priority) to 19 (lowest)
10
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Schedule priorities

Every running process has a scheduling priority: a ranking among running processes determining which
should get the attention of the processor. The formula for calculating this priority s complex, but users
can affect the priority by setting the "niceness” value, one element of this complex formula The niceness
value is a number 1anging from -20 (highest priority} to 19 (lowest priority) . It defaults to a value of zero
Specifving priorities for programs

The nice command is used to modify this default niceness value Example:

[student@stationX -1$ nice myprog

This runs the myprog program with a niceness value of 10, To set the niceness value to a different value,
use the -n option:

[studentestaticnX -~18% nice -n 15 myprog

Non-privileged users may not set niceness value to less than zero: that is, they may not réquest a higher
than normal priority for their processes. This is a function reserved for the superuser
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Altering Process Scheduling
Priority (continued)

* renice changes the priority of a running process

* renice priordity [[-p|-g] PID] [[-uluser]
* Once a priority value is raised, a non-privileged user cannot lower it
i1
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Altering priorities of running programs

Users may reduce the priotity of cutrently running jobs using the renice command:
[student@stationX -1]13$ renice 15 -p PID

Only the superuser is permitied to raise the priority of currently running processes:

[root@staticnX -1# renice -15 -p PID

The -p option is not strictly necessary However, if you wish to change the priority of an entire process
group, use the -g option Also useful is the -u option, which can be used to modify the priority of all of the

processes of a particuiar user:

[student@stationX -] 8§
renice 15 -u student

Of course, this only works if you actually are user student; non-privileged users may not alter the priority
of other users' processes.

RHO33-RHEL4-2-20060221
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I Interactive Process Management Tools

* Display real-time process information
* Allow sorting, killing and renicing
* Command-line: top

» GUI: gnome-system-monitor
12
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The top command

Running top presents a list of the processes running on your system, updated every 5 seconds. You can
use keysirokes to kill, renice and change the sorting order of processes. Processes that are in the Running
state are highlighted and you can colorize processes and create multiple windows to view more than one
sorted list of processes at a time. Press the ? key while in top to view the complete list of hotkeys. You

can exit top by pressing the g key.
The gnome-system-monitor command

The gnome-system-monitor, which can be 1un from the console or by selecting ApplicationsSystem
ToolsSystem Monitor from the menu system, is a graphical tool that also offers the ability to view sotted

lists of processes and to kill or renice those processes.

By default the tool only displays processes that are in the "Running” state. However, this can be changed
by selecting Al Processes or My Processes from the dropdown menu in the upper-right. The preferences
dialog (EditPreferences) allows you to customize which fields are dispfayed and you can sort by a
particular field by clicking on its heading. You can send a process the TERM signal by right-clicking on it
and selecting End Process or the KILL. signal (equivalent to a kill -9} by selecting Kill Process A process
can be re-niced by right-clicking on it and selecting Change Priority
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l Running a Process in the Foreground

* When a command is entered, the shell will not process further input
until the process is complete and the shell prompt is redisplayed
* The typeahead buffer allows you to type other commands, but they will

not be processed until the pending process compietes, or "returns”
13
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Multi-tasking at the command line

When a process is started from a ferminal's command line, it is normalty running in the foreground. The
process can be stopped, restarted in the background, or terminated This is called "job control.”

Job control is often necessary on text-based systems where it is impossible to open another terminal
window Under XOrg, it is often just as easy to open another terminal,
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I Running a Process in the Background

* Running a command in the background allows another process to run
concurrently on the same terminal

 Launch a program as a background process by appending an
ampersand (&) to the end of a command:

* mozilla &
14
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Background processes

A background process is stilf the child of the processes that spawned it. The parent process, however, does
not wait for the child process to terminate before continuing

Background processes that generate standard cutput and standard error often have these redirected.

When a process is started in the background, a new bash "subshell" is created The bash program is then
replaced with the command being executed (the fork then exec procedure ) Background processes can be

managed like any other process
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Suspending a Process

* Foreground jobs can be suspended: temporarily halted without being
killed

» Suspend a foreground process with Ctrl-z

* Suspended jobs can be:
* Resumed in the background (bg)
» Resumed in the foreground fg)

15
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Suspending a Job

Jobs running in the foreground can be suspended: temporarily stopped, without being kilted. To suspend a
job, use the keys Ctrkz. Once a process is suspended, it can be resumed in the background, using the bgbg
command, ot resumed in the foreground, using the fg command. When the job resumes, it will continue
executing from the point at which it was suspended; it will not have to start over from the beginning.

Example:

[studenté@stationX ~]$ find / -name '¥*.conf'’ -print >/tmp/conf.list 2>&1

[student@stationX -]s Cirl-z
[1]+ Stopped

[studente@stationX ~1% bg
{11+ find / -name '* conf' -print >/tmp/conf list 2-&1 &

find / -name '* . conf' -print »/tmp/conf . list 2>

Typically, a job will be tesumed in the background because the user intended to start the job in the
background in the tirst place, but forgot to provide the ampersand background symbol. Alternately, the

user may not have realized how long the job would take to run

Also, typically, a job will be suspended and then resumed in the foreground because the user needs to
temporarily jump out of the job for some reason. Perhaps the user is editing a file using vi and then
suspends vi while looking up some other information on the system. The user would then respme vi using

the fg command.
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| Listing Background and Suspended Jobs

+ jobs displays all process running in the background or that are

suspended
* The number in brackets is a job number, used to kill jobs or bring them
back to the foreground

» Job numbers are referenced with %
16
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Viewing your jobs

jobs also reports the status of suspended and backgrounded processes. The job ID reported can be used
with other commands to manage the process

[studente@stationX ~135 jobs

[1T+ Stopped man bash
f2]- FRunning find / -name joe soutput 2>&1 &
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I Resuming Suspended Jobs

» When a command is suspended or backgrounded, it can be brought
back to the foreground with fg
» Suspended jobs can be resumed in the background with bg
» Syntax:
» fg [%job_number]
* bg [%job_number]
17
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Resuming jobs in the background

Using a Ctrlz and bg combination is useful when a time-consuming process {or one that opens its own
window) is started in the foreground

For example, the following sequence will place the foreground find process in the background:

[student@stationX ~]§ find / -name '*.pg' 2> /dev/null > p=.out
[student@stationx -1% Ctril-z
[student@stationX ~1% bg %1

%1 above refers to job ID number one in the shell. The job ID number may vary if there are other jobs
running in the same shell Use jobs to verify the job ID number, if in doubt
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I | Compound Commands

* List of commands separated by semi-colons
s List inside () to run inside a sub-shell

* ${cd fusr;du) &
18
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Compound Commands

Suppose you want to maintain a count of the number of users logged on, along with a time/date stamp, in
a log file. This could be accomplished with two commands:

[student@stationX ~]1$ date »» logfile
[student@stationX -]1% who | we -1 >> logfile

This command sequence requires that you enter two lines of commands, append to logfile twice, and in
general, type much more than is necessary. When writing to the terminal, this task can be simplified by

combining the commands on cne line separated by semicolons:
[student@stationX -]1$ date; who | we -1

But if your intent is to redirect standard input, this will not work as expected:
[studente@stationX -]% date; who | we -1 >> logfile

Both commands will run, but only the second one will redirect its output to logfile.

A sub-shell group will combine the commands so they are treated them as one unit When a group of
commands is placed inside parentheses, a new sub-shell is spawned and output can be redirected as if it

were one command.

[student@stationX -15 (date; who | wec -1} >> logfile
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I Scheduling a Process To Execute Later

* Syntax:
* at time
* commands
* atq user
* atrm uger [atJobID
» Commands will be executed at the time indicated

+ Non-redirected output is mailed to the user
19
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Using the at command
Commands are entered, one per line, and terminated with a Ctri-don a line by itself

The time argument has many formats which are illustrated by the following examples See the online
documentation for more information

« at 8:00pm December 7
s at 7am Ilnnsday
» at now + 5 minutes

+ at midnight + 23 minutes

atq lists the current at jobs pending. A privileged nser can supply a user ID argument to obtain the
pending at jobs of other users

atrm is used to remove pending at jobs The atJobID is displayed when the job is submitted and alsc from
atq A privileged user can remove the at jobs of other users by supplying the vser ID.
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I Scheduling Periodic Processes

* The cron mechanism allows processes to be invoked periodicaily

= User need not be logged on

* Cron jobs are listed in a crontab file
20
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Using cron to schedule processes

The eron mechanism is controlled by a process named crond . This process runs every minute and
determines if an entry in users' cron tables need to be executed. If the time has passed for a entry 1o be
started, it is started. A cron job can be scheduled as often as once a minute or as infrequently as once a

year
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I Using cron

* Must edit and instal! your cron file

* The cron file cannot be edited directly
» Edit the file and then install with crontab

* Syntax:

« crontab [-u user]

» crontab [-]-r|-e]
21

For use anly by a student enrclisd in a Red Hat training course taught by Red Hat, Inc or a Red Hat Centified Traning Pariner. No par? of this publication may be p
duplicated, stored in a retrieval system, or gtherwise repreduced without prior written consant of Red Hat, inc. If you believe Red Hat Irammg materials are heing Improperlv used,
copied, or distributed please email <training@redhat .com> or phone toli-free (USA) +1 {866) 626 2994 or +1 (919) 754 370G

Using cron to schedule processes (continued)

Cron files ("crontabs") are stored in /var/spoocl /cron, which is not accessible by non-privileged
users. In order to access the current crontab, the erontab command is used

The crontab can either be edited in the cuirent directory and installed by using it as an argument to crontab
or by using -e

The -1 option displays the current crontab file and the -r option removes it
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I Crontab File Format

» Entry consists of five space-delimited fields followed by a command
line
e One entry per ling, no limit o line length

* Fields are minute, hour, day of month, month, and day of week

* Comment lines begin with #
22

For use only by a student enrelled in a Red Hat training course taught by Red Hat, Inc. or a Red Hat Certified Traning Partner. No part of this publicalion may he phetocapied,
duplicated, stored in 8 rel:leval syatem, or otherwise reproduced without prior written cansent of Red Hat, Inc It you belleve Red Hat trafning materiais are be/rg improperly used,
copied, er distributed please email <tralning@redhzt.com> or phone toll-free {USA) +1 (866) 626 2894 or +1 (919) 764 3700

Crontab examples

Entry tields can be sepatated by any number of tabs or spaces. Valid field values are as follows:
Minute 0-59

Hour 0-23

Day of Month 1-31

Month 1-12

Day of Week 0-6 (0 = Sunday)

Multiple values may be separated by commas. An asterisk in a field represents all valid values A user’s
crontab may look like the following:

#Min Hour DoM Month DoW Command
0 4 * * 1,3,5 find - -name core | xargs rm -f {}
0 0 31 10 * mail -s "boo" SLOGNAME < boo .txt
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End of Unit 15

* Questions and Answers
* Summary
» Understand what a process is
* Understand process states
* Manage processes
» Understand job control

23
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Lab 15
Process Control

Goal: Practice using the various process control related commands

Estimated Duration: 30 minutes

A working, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of

student.

System Setup:

Copyright @ 2006 Red Hat, Inc.’ RHO33-RHEL4-2-20060221
All rights reserved Lab 15 Page 362




Sequence 1: Process Control

Scenario: In this sequence you will start several processes running, then use the job

control functions of bash to manage and control them. You will be switching
between virtual consoles Please make careful note of which console is used

for each command.

Instructions:

1

Start by logging in on virtual terminals 1 and 2 (tty1l, tty2) using the student
account.

Switch to tty1 and start a process running with the following command:

[student@stationX -]3 (while true; do echc -n A >> log; «
sleep 1; done)
Notice that this terminal is now busy with your process (running in the foreground )

The process that you have started is appending the letter "A" repeatedly at one second
intervals to the file -~ /1og. To provide visual evidence of this, switch to tty2 and

execute the following:
[student@station¥X -]$ tail -f log

You should see a sequence of "A" characters that is increasing in length.

Switch to £ty1 and suspend the running process by pressing Cirl-z at that console.
The shell reports that the piocess has been stopped, and gives you a job number of [1]
for the job Switch to tty2 and visually verify that the file is no longer growing.

Switch to ttyl and start the process running again, this time in the background. Use
jobs to show that job [1] reports as running. Finally, switch to tty2 and visually

verify that the file is again growing:

student@stationX -~1$% bg
[student@stationX ~]$ jobs
.. .output omitted...

RHO33-RHEL4-2-20060221
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10,

11.

12.
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Switch to tty1 and start two more processes running with the following commands.
(The first command is almost identical to the command you ran in step 2. Use the Up
Arrow to recall that command, change the "A" to a "B", and append the ampersand to
the end The second command simply runs the previous command, substituting a "C"

for the "B"}:

[student@stationX ~]&% (while true: do echo -n B »>> log; «
sleep 1; done) &

[student@stationX ~]$ “B"C

Type jobs and verify that all three are running Switch to tty2 and visually verify
that the file is again growing, this time with "A”, "B", and "C" all being added every
second

In step 4, you suspended the foreground process by pressing Cirf - z . In reality, this

sent a signal to the process. Use kill to produce a list of signals and their corresponding
names and numbers. Then use kill to send a SIGSTOP to job [1] to suspend it. Switch

to ttyl and execute the following;
[student@stationX ~]$ kill -1
[student@stationX ~]13% kill -19 %1

Type jobs and verify that job [1] reports stopped. Switch to tty2 and visually verify
that job [1] has stopped.

Restatt job [1] by using kill to send the process a SIGCONT (18) Use the jobs
command and tty2 to verify that all three jobs are again ranning
Hint: refer to step 8 for help on the syntax

kill all three processes. If you do not specify a signal to send, kill will send a
SIGTERM (15) by default. Catching a SIGTERM will cause most programs
to terminate. After signaling jobs {2] and 3], use jobs to verify that they report

terminated:

[gtudent@stationX -15 kill %2 %3
[student@stationX ~1S5 jobs

To terminate the final process:

Istudentestationx -~1$ f£g

[studentestationX ~1$ _Cm'f_c_ :
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13. Type jobs and verify that no jobs are listed. Switch to tty2 and visually verify that
activity has stopped Stop the tail command by pressing Ciri-c, and log out of this tty

(exit).

14, Switch to tty1 and clean up by deleting the -~ /log file
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Unit 16

bash Shell Scripting
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I Objectives

Upon completion of this unit, you should:
* Be comfortable automating tasks with shell scripting
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I Scripting Basics

« Sheli scripts are text files that contain a series of commands or
statements to be executed.
* Shell scripts are useful for:
* Automating commonly used commands
» Performing system administration and troubleshooting
» Creating simple applications
» Manipulation of text or files
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A shell script is simply a text file containing commands Scripts are useful for automating processes that
you perform repeaiedly at the command line. For example, suppose every morning when you log in, you

perform the following operations:
¢ Check the system date

¢ Look at the calendar for the current month.
* Check your email.

+ Display the list of logged in nsers.

Instead of entering the commands to perform steps 1-4 individually, you conld create a shell script
containing those command. Evety motning you could enter just one command to perform these steps.

In addition, one of the key benefits to using Linux is its powerful, yet simple commands. These simple
commands may be put together in a script to perform complex operations or automate procedures such as

adding batches of users

Linux users involved with system administiation and troubleshooting often work with shell scripts Many
of these are created during the installation of the operating system. Consider the script /etc/profile
This file is the systern-wide user login script which runs whenever a user logs into the system. System
administrations and troubieshooters will consider operations performed in this script when troubleshooting

user login problems.

Programmers often create SImple vezsmns of plograms usmg scnpts durmg the initial phases of'a
- programiming project. Thi
with the main functionality of the pr
programming language such as C.
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I Creating Shell Scripts

* Step 1: Use a text editor such as vi to create a text file containing
commands
» First line contains the magic "shbang" sequence: #!
* #1/bin/bagh
* Comment your scripts!

+ Comments start with a #
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Shell scripts are text files that generally contain one command per line, but you can have multiple
commands on a line if you separate them with semicolons (;) In order to continue a command onto the
next line you use the line continuation character. For the Bourne shell(/bin/sh) and its derived shells such
as bash, this is a backslash foilowed by a newline You can enter this by pressing the \ key followed by
the Enter key on most keyhoards This will enable you to enter one command that spans multiple lines,

The first line in a shell scripts should contain ‘magic', which is commeonly referred to as the shbang. This
tells the operating system which interpreter to use in order to execute the script. Some examples are:

Shbang Use

* #!/bin/bash - used for Bash scripts { most common on Linux)

¢ #1/bin/sh - used for Bourne shell scripts (common on all UNIX-like systems)

+ #!/bin/csh - used for C shell scripts ( common on BSD dexived sysiems )

*« #!/usr/bin/perl - used for Perl scripts ( an advanced scripting and programing language )
» #!/usr/bin/python - used for Python scripts ( an object oriented programming language )

Commenting Shell Scripts

It is extremely important to put comments in your shell scripts Anything following the # symbol

is a comment and therefore ignered by the interpreter. It is good practice to make a sheil script self
documenting Self documenting means that someone with almost no scripting knowledge can read your
comments in the sczipt and reasonably understand what the script does, The easnest way to do T.hlS is to
write-the ¢

write the comments before you actuadly
¥ ourself, what your ubjective is i1 1S T iy i
yourseli and others As time progresses, you may not recal] what you were txymg to do at the time and
comments may help clazify the original objective.
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Creating Shell Scripts
continued

» Step 2: Make the script executable:

* To execute the new script:
+ Place the script file in a directory in the executabie path -OR-
» Specify the absolute or relative path to the script on the command line

% chmod u+x myscript.sh
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After you have created the script and saved it using a text editor, you will need to change its file
permissions in crder to make it executable (Note that scripts must also be readable to run so that the shell

can read the script and interpret it into executable code )

An example of making a script you own executable:
{student@stationX -~]$ chmod u+x scriptfile
-or-

chmod 750 scriptfile

Ensure that the script ts located in a directory listed by the PATH environmental variable. To do this, enter
the following command:

[atudent@station¥ -1$ eche $PATH

If the script is not in a directory listed in the PATH variable, either move the script to a directory that is
(such as $HOME/bin) or specify the absolute or relative path on the command line when executing the

SCript:

[student@stationX -]$ /home/user/mytestscript

or

[student@stationX ~]1$% ./mytestscript
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l Generating Output

* Use echo to generate simple output
* echo 'Welcome to Red Hat Linux paradisel’
* echo -n "Please enter the file name: "
» Use printf to generate formatted output
» Syntax similar to C printf{)function
» Does not autcmatically put a newline at the end of the output.

* printf "The result ig %0.2f\n" $RESULT
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printf

printf provides additional formatting flexibility for output compared with the echo command Unlike echo,
printf does not provide a newline This allows multiple printf statements to apply to one line for complex
formatting situations The escape sequence \n must be used if a newline is desired..

The format string used by printf can consist of literal characters, format control strings and additional
options. Format control strings are in the form %width.pr ecision followed by a conversion
character. The value width specifies the minimum field width The value precision sets the

number of digits to display after the decimal for numbers displayed in scientific notation or floating
point numbers. For chatacter stiings, precision sets the maximum number of characters that will be
displayed Some of the possible conversion characters are: (e - character, d - integer, £ - single or double
precision floating point number , e - exponential notation, s - string).

Example:

#!/bin/sh

varl="Tezgting"

var2=12345%

var3=6.,789

printf "varl is %10.5s\n" jvarl

printf "varl is %7.78 and " $varl # this and next cutput on same line
printf "var2 is %5.5e\n" Svar2 '

printf "var3d is $%05.2£\n" $varl

varl is Testi
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varl is Iesting and var2 is 1.23450e+04
var3 is $06.79
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Handling Input

* Use read to assign input values to one or more shell variables:
* -p designates prompt to display
* read reads from standard input and assigns one word to each variabie
* Any leftover words are assigned to the last variable |

* read -p "Enter a filename: " FILE
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read takes a line from standard input and breaks it down into individual words. (Usually a word is defined
as a character string surrounded by white space such as spaces and tabs). The way the shell interprets
words may be changed by setting the TF8 variable { e g. IFS=": ' will tell the shell that woids are
separated by colons instead of white space ). The first word is assigned to the first variable and the second
word is assigned to second variable, and so on. If there are more words than variables, the last variable is

assigned all the remaining words

Example:

#1/bin/bash

read -p "Enter name ( first last }: " FIRST LAST

echo "Your first name is S$FIRST and your last name is SLAST"

The (-p) option is used to display a prompt stiing. Place quotes around the string it you need to prompt the
user with a multiple-word command

Example:

#!/bin/bash

read -p "Enter szeveral wvalues:" valuel value2
value3

echo "valuel is $Svalueln

echo "value? is $valuez™

echo "value3 is Svalue3dn
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| Exit Status

» Commands exit with an exit status

* 0 for success, 1 to 255 for failure
« Exit status of most recently executed command is kept in the £ variable just like
return values from shell functions
* Shell scripts may set an exit status with the exit command:

* exit 1 # Indicates an error
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Upon completion, every command returns an exit status. The exit status will be a number in the range of
0 to 255 and it indicates whether or not the command 1an successfully As a general rule, an exit status of
0 indicates success and an exit value in the range of 1 to 255 indicates failure To see the exit status of the

most recently executed command, echo the $? variable:

[student@stationX ~]1$% 1ls -4 /tmp
/tmp

[student@stationX -15 echo $?

0

[studente@stationx -1$ lg -4 /tpm
lg: /tpm: No such file or directeory
[student@stationX -]% echo $?

1

In the example above, the first Is command exited successfully, but the second Is command had a typo in
the argument and so failed. The exit statuses of each command demonstrates this.

Command exit statuses are important because they are used to determine actions when conditionally
executing commands vsing if statements or when running commands in a loop using while or until loops,

as we shall see in coming pages

It is aiso possible for a shell script to deliberately set the exit value Usually, a shell script will exit with
the exit status of the last command run in the script. But an exit status can be force by giving a numeric
argument to the exit command. For example, this command will exit with an exit status of 255:

exit 255
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Conditional Execution
if Statements

* Executes instructions based on the exit status of a command

then

echo "Ihe server 1s UB"
elge

echo "The server is DOWN"

£i
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So-called "selection structures” allow arbitrary code to be executed based on a logical decision. This is
also known as conditional execution For example, if something is true, do one thing and if it is false do
something else. The most basis such structare in bash is the if statement:

read -p "Enter a username: " USER
if grep ""3USER" /etc/passwd &>/dev/null
then
echo "SUSER existg"
fi

Remember that every command on a Red Hat Enterprise Linux system returns a true o false (zero or
non-zero) value, so any command can be used as a condition in an if statement. In the example above we
use the grep command to determine whether a given username exists in /etc/passwd Note that all
oufput is redirected to /dev/null because in this case we don't care about the command's output, only
its return value If grep returns (0, which will only happen if it succeeds in finding the user, we will print a

message Otherwise nothing will happen

But what if you want to print one message if the cominand succeeded and another if it failed? That is
where else comes in. Owr example could be altered to incorporate an else statement as follows:

read -p "Enter a username: " USER
C1f grep "NSUSERY Jeto/passwd &x/devinull
then '

echo "SUSER exists®
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else
echo "SUSER does not exist®

fi
Think of this example as reading: "if the command succeeds, then do one thing Otherwise (else) do

another"
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Conditional Execution
shorthand

* Commands can also be run conditionally without if statements

» && represents logical AND
« || represents logical OR
* Examples:

$ grep nonexigtant user passwd || echo 'No such user!'

No such user!

$ cp -a /tmp/*.0 . && echo 'Done!' || echo 'Failed!’

Done'!
10
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It is possible to run commands conditionally, depending on the exit status of another command. When
executing two commands separated by &&, the latter command will only run if the former command
exits successfully (exits with a status of zero). When executing two commands separated by ||, the second
command runs if the first command failed ( it exits with an exit status in the range of 1 to 255) For

example:
% grep joe passwd || echo 'No joe!!

This command will search the passwd file for the siring "joe”. The grep command sets the exit status
1o "0 if it finds any match and to ‘1", indicating an error, if it finds no match. Therefore, No joe!’ will be
echoed to the screen if the stiing "joe" is not found in the passwd file

The && and || are sometimes called "logical AND" and "logical OR", respectively. You can think of
conditional syntax in this way:

thisemd & & thatemd run thiscmd successfully AND then run thatemd
firgtemd || secondemd run firstemd successfully OR run secondemd -

Conditonal execution is often done in shell scripts using this syntax, or using other syntax shown on the
pages that follow. In addition it is common to nse this structure on the command line as well.
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Conditional Execution
the test command

» Describes true/false statements for use in conditional execution

» Options determine the type of condition
» Returns 0 or 1 based on outcome of the condition

* Can be specified using the test command:

$ test "SA™ = "§B" && echo "Values are eqgual’

« Or using shorthand:

s [ "SA" = RgB" ] && echo "Values are equal"®
11
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The test command can be be used to describe true-or-false scenarios for use in conjunction with
conditional statements. test takes a number of arguments which allow it to test everything from numerical

comparisons to whether a file is executable or not Several of these arguments will be discussed in the

proceeding slides.

A complete list of arguments can be obtained from the test man page
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Conditional Execution
file tests

* File tests:
» -f tests to see if a file exists and is a regular file
+ -d fesis to see if a file exists and is a directory

» -x tests to see if a file exists and is executable

if [ -f ~/lib/functions ];then
gsource -~/lib/functions

fi

12
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File tests can be used to test a variety of conditions that relate to files on the system. This provides an easy
mechanism to test for the existence of files, conditions or permissions. Some of the supported file tests

are:
-d FTLE True if the file is a directory
-¢ FILE Tiwe if the file exists.
-f FILE True if the file exists and is a regular file.
-h FILE Tiue if the file is a symbolic link.
-L. FILE True if the file is a symbolic link
-1 FILE Tive if the file is readable by you
-s FILE True if the file exists and is not empty.
-w FILE True if the file is writable by you
-X FILE True if the file is executable by you.
-Q FILE True if the file is effectively owned by you
- FILE True if the file is effectively owned by your group.
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Conditional Execution
string tests

* Strings may be tested as well
« -z returns true if the string is empty

» -n returns true if the string is not empty
¢ operators such as =, 1=, < and > may be used to compare strings as well

if [ $(id -u) = "0" ]; then
echo "You are logged in as root"

fi
13
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Stuings may also be tested to make sure they are not empty or compared against other strings. The string
tests available are:

-z STRING True if STRING is empty.

- STRING Tiue if STRING is not empiy

STRING1 = STRINGZ True if the STRINGS are equal.

BTRINGI != STRINGZ True if the STRINGs are not equal.

STRING1 < STRING2 True if STRINGI sorts before STRINGZ lexicographically.
STRING1 > STRINGZ2 True if STRINGI sorts after STRING2 lexicographically.

Other tests are available and numeric equations may be tested as well:

-0 OPTION True if the shell option OPTION is enabled

! EXPR Tive if EXPR is false.

EXPR1 -a EXPR2 True if both EXPRI AND EXPR2 are true.

EXPR1 -0 EXPR2 Tme if either EXPRI OR EXPR2 is true.

ARG1 OP ARG2 Arithmetic tests OP is one of -eq, -ne, -1, -le, -gt, or -ge.
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l for loops

* Performs actions on each member of a set of values
* Example:

for NAME in joe jane julie

de
ADDRESS="3NAME@example. com"
MESSAGE='Projects are due today!'
echo $MESSAGE | mail -s Reminder S$ADDRESS

done
14
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for loops are useful for performing the same action on each member of a set of values. The basic syntax of

a for loop is:

for wvariable in valuel valueZ2. ..

do
command using Svariable

done

This would peiform the specified command(s) once for each item in the value list The first time through
variable would be equal to valuel, the second time to valueZ2 and so forth Any number of values
and any number of commands can be specified

Value lists can be space-delimited sets of values, as shown above, the output of a command:
for USER in & (grep bash /etc/passwd) ..
or a file glob:

for FILE in * . txt . ..
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for loops
numeric sequences

* for loops are useful for iterating through numeric sequences
¢ Use bash notation for simple sequences: for i in {0..10}

* Will use: 0,1,2,3,4,5,6,7,8,9,10
* Use seq command for arbitrary increments: for i in $(seq 0 2 10)

« Will count by twos: 0,2,4,6,8,10
15
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It is often useful to either perform a loop a specific number of times or to loop through a sequence of
numbers. Such tasks can be accomplished easily using for loops and either bash's builtin sequence
notation or the seg command. Bash's sequence notation is simple enough: {0..100} is equivalent to listing
the numbers 0 through 100. The seq command is a little more powerful in that it altows you to optionally
specify an increment other than one For example: seq 0 10 100 would count by tens from 010 100. The
example below is the same as the example on the previous slide but uses a sequence to test all machines

from 192 168.0 1 to 192.168.0.20
Example:

#!/bin/bash
# aliveZ.sh
# Checks to see if hosts 192.168.0.1-192.168.0.20 are alive
# Iterate through IP addresses
for n in {1..20}; do
host=192.168.0.%n
ping -c¢2 Shest &> /dev/null
if [ 72 = 0 1: then
printf "%-303 is alive\n" $host
else
printf *%-30s is NOT alive\n" $5host
fi
done
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while loops

* while loops perform commands until a condition has been met
¢ Example:

while [ "SINPUT" != "n" ]
do
commands

read -p "Do you want to go again? [Y/nj: " INPUIT

dene
16
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Sometimes, especially when taking instructions from users, such as in a menuo-driven application, it

is helpful to execute instructions until a particular condition is met, such as the user entering an exit

command The basic syntax of a while loop looks like this:

while condition
do
commands

done
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while loops
continue and break

+ while loops can be disrupted during execution
+ continue stops the current execution of the loop and reexamines the initial

condition, possibly restarting the loop
« break stops processing the loop entirely, jumping past the done statement
= exit exits from the shell script entirely

* You may provide an exit status
17
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Sometimes, a condition can be detected within a while or until loop that indicates that the loop should stop

executing Three commands can be used to distupt the execution of a loop: continue, break, and exit.

The eontinue command stops the current execution of the loop, jumps back to the initial condition (befoi‘e
the do command), and reruns the condition to see if another run through the loop is needed.

The break command stops the execution of the loop entirely and jumps to the command past the done -
command This is needed if, for example, you have an infinite loop such as:

echo -n "This will run forever "

while true
do

echo -n "and ever *

done

In this example, the true command will never fail; to exit the loop it will be necessary to use a break
{or exit) command Without a break or exit, the code above would ptint This will run forever
and ever and ever and ever and ever .. until manually stopped with a Cirl-c.

Occasionally, in the middle of a ioop (or elsewhere in the shell script), it will be necessary to exit. This
can be accomplished with the exit command  If the exit is abnormal in some way, you can provide an exit
status by following the exit command with a non-zero number. Without an explicit exit status, the exit

command will exit with at status of zero, indicating success
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I Positional Parameters

* Positional parameters are special variables that hold the command-line
arguments to the script.

* The positional parameters available are $1, $2, $3, etc. . These are
normally assigned to more meaningful variable names to improve
clarity.

» 3* holds all command-line arguments
18
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Many commands and scripts can perform different tasks depending on the arguments supplied to the
program, These values are assigned to positional parameters that may be accessed in the sciipt. The

variable $0 is reserved and specifies the program name as it was executed on the command line Variables
above $9 reguire special handling and so they must be enclosed in cutly braces,e.g ${11} .

All positional parameters are read only variables In most cases they are reassigned to other more
meaningful names which improve the readability of the script. In addition, reassigning the variables
allows read - write access o the information contained within the positional parameter

Example.

#1/bin/bash

# positionaltester

# Demonstrates the use of positional parameters

#HAHFHE RS R B AR R AR S R R G R S S SRR R RS R SR
echo "The program name is $0¢

printf "The first argument is %s and the second is %s\n" $1 $2

echo -e "\nAll command line parameters are §*\n"

Outpuir.

[student@stationX ~]% ./positionaltester Red Hat Linux
The program name is . /positicnaltester

The first argument is Red and the second is Hat

All command line parameters are Red Hat Linux
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Positional Parameters
handling spaces

* Bash expects space-delimited parameters
+ Causes problems when parameters have spaces
« Exampie: § script.sh "arg 1" "arg 2"
« S confains "arg" “1" "arg" "2"
* Solution: for VAR; do ...; done
» Automatically assigns VAR with $1, $2, etc...
* Handies spaces in parameters gracefully

s VAR would he set to "arg 1%, then "arg 2"
19
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Suppose you wanted to write a script that parsed command-line arguments. Something like the function

below would work fine unless the arguments had spaces Note the output below the example.

#!/bin/sh
# say_hello.sh
for P in §*
do
echo "Hello S$P"

done

Output

[student@stationX -~]$ say hello.sh "fred flinstone" "barney rubble"
Hello fred

Helle flinstone

Hello barney

Hello rubble

A better solution is to use bash's for loop, which will automatically loop through parameters correctly:

#!/bin/sh

& say helleZ.sh
for P
do

-_-echo '"Hello $pv
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done

Output:
[student@stationX -~]$§ gay hello2.gh "fred flingtome" "barney rubble”

Hello fred flinstone
Hello barney rubble
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l Scripting at the Command Line

* Scripts can be typed at the bash prompt
» if/case/for/ whife statements cause extended prompt
* Can also separate lines with semicolon

* bash buittin fc for long commands

« Default editor is vi or SEDITOR
20
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The simplest way to script on the command line is just to type it out like you would in a program. You can
either string yow commands out on one line, separated by semicolons:

[student@localhost ~]1$ if [ *$PWD" = "$HOME"]; then echo 'Welcome home! f;fi

Welcome home!

Or you can put it on multiple lines and let bash handle it

[student@localhost -]% if [ "$PWD" = "SHOME"]
> then

> echo 'Welcome home!'!

> f£i

Welcome home!

If you're doing the same stuff over and over, you should consider defining a few Functions These can be
placed in your bashrc to automatically load them when you log in:

As you script more on the command line you may find that commands become too long to reasonably
edit on the command line alone. To help with this bash provides the fe builtin By itself it will open up
the previous command in an editor It given a numerfc argrment, it will open that command from your

history
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I Shell script debugging

* [n order to debug a shell script invoke the shell interpreter with debug
options or change the shebang to include the debug options

» bash -X scriptname
¢ bash -v scriptname
* #l/binfbash -x

» #bin/bash -v
21
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copied. or distri please email <trajind

The bash shell may be invoked to provide additional output which may prove useful when debugging shell
scripts. Either you may use bash directly on the command line.

Example.

[student@stationX -15 bagh -x email.sh emails textmessage
emailaddressfile=emails
message=textmessage

read emailaddress

cat emails

cat textmessage

mail -8 'Important email' foo
read emailaddress

cat textmessage

mail -s 'Important emall' bar
read emailaddress

S

Ox, the shbang may be changed to include the debugging options eg:

#!/bin/bagh -v
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| .~ End of Unit 16

* Questions and Answers
* Summary
» The bash shell includes a powerful scripting language
» Scripts can be written in executable files or on the command line

e Custom functions can be stored in -/ .bashrc and run like commands

22
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Lab 16
bash Shell Scripting

Goal: Become proficient with the basics of Bash shell scripting

Estimated Duration: 60 minutes

System Setup: A working, installed Red Hat Enterpiise Linux system with an
unprivileged user account named student with a password of

student.
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Sequence 1: Reading bash scripts

Instructions:

1.

Copyiight © 2006 Red Hat, Inc
All rights reserved.

Read the following script:

#!/bin/sh

MYNAME=S (/bin/hostname)

read -p "What is your name?" YOURNAME

echo "Hello, S$SYOURNAME. My name is $MYNAME"

Describe what this script does H you're having trouble, you can always copy these
lines into a file, make it executable (chmod u+x filename), and test the script on yow
workstation

y T eyt L T el T

Iz :_-__,,.._,. Jefie /]/ 7/5,//}/:. 5;5 foca Dol
i

How might you rewrite the script's last line so that it prints out the date along with its
current output?

o

oo e oy, ) AL S A L B
Read the following script:
#!/bin/sh
MIN=1
MAX=20
for n in $(seg $MIN $MAX)
do

ping -cl -w2 192.168.0.%n &> /dev/null

if [ $?2 -eqg 0 1

then

echo "Stations$n is UPBH

fi
done
Describe what this script does. How might it be useful? g

HINT: If you aren't familiar with the arguments given to the ping command, check the
man page!

- HINT: Check your courseware if yon don't remember what '$?' means. It'svery . .
important! SR ' B
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Sequence 2: Writing Simple Scripts

Deliverable: Two simple shell scripts: one that prints your name and another that
translates strings to upper-case.

instructions:

1 Write a bash script that prints out your name . It can be as simple or as complicated as
you want, as fong as your name ends up being printed to the screen.

2 Suppose you find yourself regularly using the tr command to convert strings to uppet
case as in the following example:

[student@stationX ~]$ echo "one" | tr a-z A-Z
ONE

To save yourself some typing and make the command a bit more intuitive, write a bash
script called up.sh that uses tr to convert all of its arguments to upper case. The result
should behave something like this:

[student@staticnX -]1$ up.sh "one®
ONE

3. Now try modifying up.sh so that it can take multiple parameters. The script's output
when passed multiple values should look something like this:

[student@stationX ~]13 up.sh "one" "two" "three"
ONE

TWO

THREE
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4. To see how well your script handles more complicated parameters, try giving it an
argument with spaces:

[student@stationX -]$ up.sh "hello there"
It should return

HELLC THERE

Instead of

HELLO
THERE

It it does not, consider how you could improve the parameter processing of your script
and try to fix it.
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Challenge Sequence 3:
Instructions:

1. Tf there is time remaining, write something cool and impress your instructor!
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Sequence 1 Solutions

2 This script first runs the command /bin/hostname, which simply prints they system's
hostname, and stores the command's output in a variable called MYNAME It then
prompts the user for his or her name using the prompt command and stores the
response in a variable called YOURNAME . Finally, it prints out the value of each
vatiable. So if the user Jane ran this command on a system called station] then the

output would be:

Hellc Jane. My name is stationl

3. You could modity the last line of this scﬁpt to print the date by interpolating the
output of the date command into the final echo command. For example:

echo "Hello $YOURNAME. My name is SMYNAME. The current date
and time is ${date).”

5 This script pings a 1ange of IP addresses and returns a list of which ones are up and
which ones are down. First, two variables called MIN and MAX are set to define the
range of addiesses to ping. Next, a for loop is used to cycle through all the numbers
between MIN and MAX (the seq command is used to generate this list of numbers)
During each iteration of the loop, the ip address ending in the current number is
pinged. Then the return value of the ping command is tested by looking at the $?
vatiable (remember that $ ? always contains the retiun value of the most recent
command}. If the return value is zero, indicating success, then a message is printed
reporting that the system is up If the ping fails, no action is taken. Then the loop
repeats until every number between MIN and MAX has been checked.
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Sequence 2 Solutions

1
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canswer pumber 4,

The solution to this problem could be a simple as

#!/bin/sh
echo "Linus Torvalds"

A more complex (and therefore cooler) solution might be something like the
following, which can get the name to be printed from an environment variable, a
command-line argument, prompting the user or a default value:

#!/bin/sh
# If the name was set as an environment variable we'll use thg

# but if not then we'll have to iock elsewhere
if [ -z "sSNAME" ]; then
# Does it loock like the name was provided as an argums
if [ -n "&1" ]; then
NAME= 1t $1 11
# If all else fails, ask the user

else
read -p "What is your name? " NAME

# If the user just hits Enter, use a default -~
if [ -z "SNAME" ]; then
‘ NAME=?Joe User?
fi
£fi
fi
echo "Hello SNAME"

Since this script is essentially a simpler way to echo a string to tr, it can be very

short:

#!/bin/sh ;
# Remember that %1 represents the first command-line argument
echo $1 | tr a-z A-Z

To handle multiple command-line arguments we will need to modify the script to run

tr on each argument. A for loop can handle this task nicely but we must be careful

how we loop through the arguments. A solution like the following would suffice, but
will not handle spaces nicely. A solution that handles spaces will be demonstiated in

#1/bin/bash
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for ARG in 8§*

do
echo $ARG | tr ‘'a-z' 'A-2!
done
4 Remember that when looping through command-line arguments using $+*, bash

assumes that the arguments are separated by spaces. This causes problems when an
argument includes spaces in its value. The following solution would do the same
thing as the previous solution with the added bonus of handling spaces gracefully (as
long as the value that contains spaces is given in quotes).

#!/bin/bash
for ARG
do
echo 3$ARG | tr ‘a-z' 'A-Z!
done
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Unit 17

Network Clients
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| Objectives

Upon completion of this unit, you should:

* Know how to browse the web

* Be able to exchange email and instant messages
* Know how to access a Linux system remotely

* Know how to transfer files between systems

* Be familiar with the use of network diagnostic tools

Far use enly by a siudent enrolled In & Aed Hat training course taught by Red Hat, ine. or a Red Hat Certified Traning Partner. No part of this publication may ke phetocopigd,
duplicated, stored in a retrlaval system, or otherwise reproduced without prior written consent of Red Hat, Ine  yau believa Red Hat training materials are being improperly used.
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| Web Clients

* Firefox

» Other web browsers

* Non-GUI web browsers
* wget
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Firefox

* Fast, lightweight, feature-rich web browser

* Tabbed browsing

* Popup blocking

* Cookie management

* Multi-engine search bar

* Support for many popular plugins
* Themes and Extensions
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Firefox Features

Firefox supports one of the newer things in web browsing: Tabbed browsing. Tabbed browsing allows a
user to quickly navigate and access multiple web pages in a single browser window. When you create a
bookmark by selecting Bookmarks->Bookmark This Page you will notice a checkbox called Bookmark
All Tabs in a Folder. If this is sefected then ali open pages will be bookmaiked as a group. Selecting the
group from the Bookmarks menu will allow you to re-open the tabs at a later date.

Firefox also avtomatically blocks annoying popup windows When this happens, Firefox will display a
message letting you know what has happened and giving you the option to hide the message, view the
popup and/or allow popups in the future from this site The Edit->Preferences->Web Settings dialog
allows you to customize which websites Firefox allows popups from

With the advent of additional toolbars and the Google toolbar for IE, Firefox has included a
multifunctional search toolbar that allows for searching multiple engines and the addition of user defined

engines. A list of available engine-plugins you can add is at http: / /mycroft .mozdev. org

In the past, plugins for browsers on linux have required the separate download and 1unning of files to
install for most browsers. Firefox includes the hot-plugin capability for most of its plugins so that the use:
does not have to download and hand install them (flash, etc) A list of available plugins can be found at

http://plugindoc.mozdev .oxg

In many cases a user might wish to customize the look and feel of their browser. This functionality is done
through theming'. You car downioad and manage themes with the the Tools->Themes dialog.

In addition to changing the way Firefox looks w1th thames, vou.can add who?e naw eic,m,mia of
vt AT EXISNSIOng m Trycie

: 'aumizu'mf‘n i0 the browser by adding exiensions, A
bookmark managing, web searching, himl vahdauon chatiing, biogging and more. Io download and

marnage exiensions, seiect the Tools->Extensions option
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| Other GUI Web Browsers

 Epiphany

* Uses same rendering engine as Firefox

¢ Fuily Gnome-compliant, but fewer features
* Konqueror

« KDE web browser/file manager

¢ Supports tabs, popup-blocking, etc

* Uses khtmi rendering engine
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I Non-GUI Web Browsers

* links
* Provided by the efinks rpom
+ Full support for frames and ssl
* Examples
* links hitp:/Avww.redhat com
* links -dump http://www redhat com

*» links -source http://www.redhat com
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Browsing the web without a GUI: links

A number of graphical web clients are provided, discussed in earlier slides, but Red Hat also provides a
text-based web client called links This tool can be used on the command line to test network availability
as well as provide a fast and stable utility for browsing web pages without graphics. It is capable of
retrieving files via http and ftp sites, and can be used to download a web page non-interactively. It is

frames-capable and has built in support for $S1.

Usefitl Arguments to links

The -dump argument causes links to print the text of a page to the standard output and then exit This
pravides a tast and convenient way to test web connectivity or retrieve text-based files from websites.
Another useful argument is -source, which does the same thing as -dump, but with the web page’s html

source rather than the rendered content
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I wget

* Retrieves files via HTTP and FTP
* Non-interactive - useful in shell scripts
* Can follow links and traverse directory trees on the remote server -

useful for mirroring web and FTP sites
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Automated http and fip retrieval. wget

wget can be used to retrieve a single file via HTTP o1 FTP:

[student@staticnX -]$ wget http://www.redhat.com/training/index.html

--17:17:59-~ ‘Thttp://www.redhat.com/training/index html
=> “index html'
Resolving www.redhat .com... done
Connecting to www.redhat.com([66.187.232.56]:80... connected.
HTTP request sent, awaiting response . . 200 OK
output truncated.. .
17:18:00 (295.44 KB/s} -~ “index html' saved [28438]

wget's "retry” options can be useful when fetching files from busy [tp sites:

[student@staticnX -]$ wget --tries=50 --wait=30 ftp://ftp.site.com/files

When using wget to mirror a full ot partial web site, you can limit numbes of levels of recursion (link

following):

[student@stationX -1% wget --recursive --level=1 --convert-links http://www.

See wget --help and info wget for many more options.
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Email and Messaging

» Evolution

» Other email clients

* Non-GUI email clients
¢ Gaim
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I Evolution

* Default email and groupware tool

* Provides email, calendar, tasks and contacts
» Can maintain multiple accounts at once

* Supports GnuPG encryption and signatures
* "Trainable" bayesian spam filters

* Task/Calendar notifications in Gnome clock
* Can sync with many PDAs
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Email Protocols

Mail clients require mail servers Typically different server types will be used to send mail from those
used to deliver mail. Mail pickup is typically done through a member of ither the IMAP, POP, or
Microsoft Exchange family of protocols. The most popular variants of IMAP/POP are IMAPS and
POP38, forms of the protocol that encrypt data over the wire. Mail delivery is most typically done through
one of the SMTP family of protocols, either SMTP or ESMTP. Microsoft Exchange also supports its own
variant of these. Email clients must be configured to use the proper protocols for pickup and delivery.

Evolution Email and Groupware Features

The default toel for email and gronpware in Red Hat Enterprise Linux is called Evolution Evolution
provides not only email access, but the ability to maintain a calendar, tasklist and contacts database Yow
can share your calendar and access shared calendars through a variety of methods: LDAP directories,
Novell Groupware, Microsoft Exchange or just publishing your calendar to a website When you click on
the clock icon in Gnome's panel (in the upper-right of the screen) a summary of all of the day's tasks and
calendar appointments will appear In addition to all this, Evolution can sync with many different PDA

operating systems including PalmOS.

Security and Anti-Spam Features

Evolution also supports encrypted email using the Gnu Privacy Guard (GnuPG) and has powerful filters
for managing spam, Bayesian spam filters help cut down on junk mail by allowing the user to make
unwanted email as junk. This allows the filters to hecome increasingly personalized and accurate over

time.
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I Configuring Evolution

* Defining accounts

* Tools->Settings->Mail Accounts
* Supports IMAP, pop, Novell Groupware, Usenet and local email accounts

* M3 Exchange support via plugin .
* Provided by evolution-connector rpm

* Install before configuring other accounts
10
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Interoperability with Exchange Server

The Evolution email client can be configured to communicate with Microsoft Exchange servers via the
Evolution-connector plugin. This must be separately installed as it does not default install, One current
issue with the Evolution exchange connector is that it wiil only allow you to configure your email with

an Exchange server on the initial setup for your account. If you wish to add an Exchange server later on
you must export your current mail and re-import it after you have cleared out the exchange folder in your
home directory The user must know the name of the Exchange server that hefshe is connecting to in order
to configure this option as there is no dropdown list for servers
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I Email and Encryption

* Problem: Email is normally sent unencrypted
« Solution: Asymmetric Encryption
» Two "keys" are generated
+ Public key: Used to encrypt messages to you
* Private key: Used to decrypt messages from public key
* Keep private key, distribute public key

* Exchange public keys with others for two-way encryption
11
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Asymmetric Encryption

Most classic encryption algorithms use a secret value, called a key, to scramble messages, Running

the message and key through one algorithm returns an encrypted version of the message. Running the
enciypted message (also called the cypherrext) and the key through another algorithmn returns the original
message This allows all parties who have access to the key to encrypt and decrypt messages for each
other These single-key algorithms are called symmerric algorithms,

The problem with symmetiic encryption is that in order to use it one must communicate the secret key to
all involved parties. But how does cne do this in a secure manner? It can't be encrypted-- what would you
encrypt it with? But if the key is communicated unencrypted then anyone who intercepts it will be able to
eavesdrop on your secure communications

Asymmettic of public/private key algorithms avoid this problem by using two keys instead of one One
key, called the public key is used for encrypting messages to you These messages can only be decrypted
with another key called the privare key. Using an asymmetric algorithm you keep your private key secret
but give your public key to anyone who wants it. Anyone who has your public key can then encrypt
messages that only you can decrypt. If you exchange public keys with another then you can encrypt
messages with her public key and she can encrypt replies with your public key

Tools that use or can be used for asymmetric encryption in Red Hat Enterprise Linux include gpg, openssl
and ssh. ' ' '
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Email and Digital Signatures

* Problem: Forging the source of an email is trivial
 Solution: Digital signatures
* A unique hash of your message is generated
* Hash is scrambled using private key and attached
* Recipient descrambles hash with your public key
» [f this fails, the signature must have been forged
* Recipient recalculates message hash and checks for a match

= f this fails, message must have been altered
12
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Digital Signatures

It is an unfortunate fact that forging the source address of an email is extremely easy to do. The best way
to defend against this is to consistently include some verifiable proof of your authorship of an email other
than the source address. Digital signatures provide this ability Digitally signing an email is a three-step

process:

First, a hash of the email is generated. A hash is a one-way scrambling of the contents of the message It
is different from encryption in that a hash cannot be reversed. The significance of a hash is that every time
you send the message through a particular hashing algotithm you should always get back the same result.
This will be used later to determine if the message has been altered en route.

Once a hash has been generated, it is scrambled using your private key (note: not your public key as
would normally be the case). This scrambling is such that it can only be reversed with your public key.
Thus, if someone receives a message that claims to be signed by you, but is unable to descramble the
message hash with your public key then the recipient can conclude that the message is actually from

somecne else pretending to be you,

Finally, the scrambled hash is attached to the email and the email is sent. Upon receipt, the recipient's
email client (assuming it supports digital signatures} will look at who the message claims to be signed by
and check to see if it knows that person's public key . If so then the email client will descramble the hash
using the appropriate key. If this is successful then the email client knows that it was sent by the person it
claims to have been sent by (o1 by someone with access to the sender's private key) Next the email chent
will generate a hagh of the message using the same algoeridbm that.cx —als,d thes k2

L the g

. mmi“h then {hn cliem knows that the foxr of e f
51gned The recipient will then be 1nk0rmed whether or not the signature check was Successiul
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I Evolution and GnuPG

* GnuPG is a powerful encryption tool

* Evolution can use GnuPG keys to encrypt and/or digitally sign email

* To generate a key: gpg --gen-key

* To associate your key with an
account:Tools->Settings->Accounts->Edit->Security

* Exchange public keys with others to encrypt email and verify

signatures
13
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Using gpg

The Gnu Privacy Guard (GnuPG) allows you to generate keypairs for use in asymmetric cryptography.

In other words, GnuPG and Evolution can be used togethes to send digitally signed and/or encrypied
email, First, you will need to create a keypair This is done with the command: gpg --gen-key. You will
be prompted for information about yourself, which will be associated with the key. This information

will include the email address to be associated with the keys and a passphrase that will be required in
ordei to sign, encrypt or decrypt anything using them. While the passphrase may be left blank, it'is highly
recommended that you set one. Otherwise, someone who compromised your account weuld also be able

to view encrypted documents and send signed emails as you

Once configured to do so Evolution can use GnuPG to enctypt, decrypt and sign emails transparently, but
the gpg command can be used to perform these operations manually on any file. Some examples:

gpg -a -0 me@example.com.pubkey --export exports your public key to a file

gpg --import joe@example.com.pubkey imports joe's key from a file into your collection
gpg -a -r joe@example.com --sign --encrypt £ilename encrypts and signs a file for joe
gpg -2 -0 me@example.com. pubkey --export exports your public key to a file

gpg --import joe@example.com.pubkey imports joe's key from a file into your collection .

gpg ~-decrypt £ilename decrypts and verifies the signature on a file

“ Configuring Evolurion 1o use Gnufis

Once you have created a key you will need to let Evolution know about it. Select the Tools->Settings
meny opnon, then from the Accounts section select your primary account, click Edit and then go to the
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Security tab. In the field marked PGP/GPG Key ID, enter the email address associated with the key that
you wish to vse and click OK. Your emails will now be signed auntomatically and you can encrypt mail
to anyone whose public key you have by selecting Security/PGP Encrypt while composing an email
How to share your key and add others’ keys to your key collection {called your keyring) will be discussed

during the lab.
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Other GUI Mail Clients

* Thunderbird

 Standalone Mozilla email client
* Kmail

¢ KDE email client

14
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| Non-GUI Mail Clients

* mutt
» Supports pop, imap and local mailboxes
* Highly configurable
» Mappable hotkeys
* Message threading and colorizing
» GnuPG integration

» Context-sensitive help with '?'
15
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Introducing Muit

It is imporiant to know how [0 access email even when a graphical interface is not available. The mutt
email client is a powetrful tool for managing email within a text-only environment. Many Linux users
even prefer it over evolution. Some of the strengths of mutt are its handling of message threads and

its flexibility. Every hotkey can be mapped to your liking and whole strings of actions can be bound to

a single keystroke When mautt sees a series of related messages (an original message, followed by a
series of replies on a mailing list, for example}, it displays each reply under the parent. These threads can
then be navigated, deleted and marked as read or unread as a group instead of one at a time. This makes
managing high volumes of email much easier

Mailboxes in mutt

You read one "mailbox" (a local mail spoel, imap account o1 pop account) at a time when using mutt
You can specify the mailbox you wish to start in by running mutt with the -f argument. For example:

[student@stationX -]3% mutt -£f imaps://user@server

I no mailbox is specified then your local mail spool will be viewed While in mutt you can switch
mailboxes by pressing the ¢ key and typing the url of the mailbox you would like to read. You can change

which mailbox mutt views by default by altering its configuration file, ~ / .muttrc

Documentation and Help

Documentation and example . muttrc files are available in mutt's /usx /share/doc/ subdirectory

~mutt has & large number of very powerful keybindings for managmU large amounts of email. Fortunatﬂlv
g i ; sk Far

it 2lso has contexi-sensitive hed ip toy assist youn fmd ;
it you press the ? key while viewing the message-lisi for a mailbox, the keybindings for managmg a
mailbox will be displayed. If you press ? while viewing a message then the keybindings for navigating

Copynght©2006 Red Hat, Inc. . RHO033-RHEL4-2-20060221
’ Unit 17 Page 415

All rights reserved.




a message will be displayed. The most commenly used commands will always be displayed at the top of
YOUur screen.
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I Gaim

» Multi-protocol Instant messaging client
* Supports AIM, MSN, I1CQ, Yahoo, Jabber, Gadu-Gadu, SILC,
GroupWise Messenger, IRC and Zephyr networks.

* Plugins can be used to add functionality.
16
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Instant messaging and more: Gaim

Gatm users can log in to accounts on multiple IM networks simultaneously. This means that you

can be chatting with fiiends on AOL Instant Messenger, talking to a friend on Yahoo Messenger,
and sitting in an IRC channel ali at the same time. Gaim supports file transfers, away messages,
typing notification, and buddy pounces Plugins can be used to add a buddy ticker, extended message
notification, iconify on away, spell checking, tabbed conversations, integration with Evolution and
more. Many of these plugins come with Gaim and can be configured in the Tools -> Preferences

+> Plugins dialog. More plugins, implementing features like end-to-end encryption, are available at
http://gaim zcurceforge.net/plugins.php
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| | ssh: Secure Shell

» Secure replacement for older remote-access tools
+ Allows authenticated, encrypted access to remote systems
» ssh [uzer@Jhostname

* ssh [user@)hostname command

17
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Using the secure shell

ssh allows remote logins and remote command execution via a secure encrypted connection For example,
to execute df -h on the host hork:

[student@stationX -1$ ssh hork 'df -h!
Jmh@hork's password:

Filesystem 8ize Used Avail Use% Mounted on
/dev/hda’ 252 137M 102M 57% /
/dev/hdal 1sM 5.5M 12M 31% /boot
fdev/hda6 508M 29M 453M 6% /tmp
/dev/hdas 2.06 1.7G6 221M 88% /usx
/dev/hda?7 252M 119M 120M 50% /var
/dev/hdel 2.3G 1.9C 298M 87% /home
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I | scp: Secure copy

*» Secure replacement for rcp
+ | ayered on top of ssh
* SCP source destination
* Remote files can be specified using:
* {user@]host:/pathitoffile
* Use -r to enable recursion
» Use -p to preserve times and permissions

¢ Use -C to compress datastream
18
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scp

sep works like ¢p, except that it copies from one host to another in a secure encrypted channel.

[student@stationX -~]$% scp hork:procleg

jmh@hork's password:
proclog 100% I*****************************I

28117 00:00 ETA

Also available is sftp, an interactive file-transfer program similar to a simple ftp chient. The remote host's
sshd needs to have support for sftp in order for the this to work

sep requires that the destination be a directory if the source is a directory or consists of more than one file.

RH033-RHEL4-2-20060221
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I teinet and the "r" services

* Insecure protocols mostly replaced by ssh
+ telnet: Login names and passwords pass over the network in clear text
» "r" services (rsh, rlogin, rep): generally insecure authentication mechanism

» telnet can be used to connect to arbitrary ports for testing

e Example: testing your mail server:

+ teinet localhost 25
19
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Legacy protocols and rools

The telnet protocol is inherently insecure: login names and passwords pass over the network in clear text,
making them readily detectable by anyone with physical access to the network The "I" tools have the
same problem, plus further issues with the underlying authentication mechanism. These tools should never

be used.

Telnet as a diagnostic tool

The telnet client, however, has other functions telnet is useful for checking and troubleshooting services.
For example, you can telnet port 25 to see if sendmail is running on your local machine:

[student@stationX -]1$ telnet logalhost 25

Trying 127.0.0.1...

Connected to localhost

Escape character is '*]'.

220 localhost localdomain ESMTP Sendmail 8.11 6/8.11.4;
Sat, 22 Sep 2001 16:10:11 -0400
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l rsync

+ A drop-in replacement for rep for copying to or from remote systems
» Can use ssh for transport
* rsync -e ssh *.conf barney:fhome/joe/configs/

» Faster than scp - copies differences in like files
20
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Efficient network copies. rsync

rsync is a program that works in much the same way that rep does, but has many more options and uses
the rsync remote-update protocol to greatly increase the speed of file transfers when the destination file
already exists

The rsyne remote-update protocol allows rsyne to transfer just the differences between two sets of files
using an efficient checksum-search algorithm This utility is useful for tasks like updating web content,
because it will only transfer the changed files.

Usetful opticns to rsync
specifies an external, rsh-compatible program to connect with (usually ssh)

-e command

-a recurses subdirectories, preserving permissions, ownership, etc
T recurses subdirectories without preserving permissions, etc.
--partial continues partially downloaded files

--progress ptints a progress bar while transferring

-P is the same as --partial --progress

See the 1sync(}) man page for a complete list
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I Iftp

* Versatile command-line FTP client
* Anonymous or real-user sessions
s iftp ftp.cdrom.com
« Iftp -u joe ftp.myserver.com

« Automated transfers with Iftpget
21
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Command-line fip. lfip

Several FTP clients are available, including the traditional, if somewhat fundamental, ftp. More featureful
clients include Hip, the non-interactive Htpget, and the graphical gftp.

The Iftp client includes such useful features as bookmarks and tab completion. Below is an example of
using Iftpget non-interactively:

[student@stationX -]1$ lftpget Etp://ftp.example.com/pub/file.txt
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| gFTP

» Graphical FTP client

+ Ailows Drag-and-Drop transfers

* Anonymous or authenticated access
*» Optional secure transfer via ssh (sftp)
*» Applications->Internet->gFTP

22
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Graphical FTP: gFTP

gFTP is a graphical FTP client that can be wsed to upload and download files from remote servers It
can handle authentication using anonymous or real user access I the SSH2 protocol is chosen, the
authentication process as well as all transmitted data is encrypted . If you have public key authentication
contigured, gFTP can use it rather than a password when authenticating.
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I smbclient

» FTP-like client to access SMB/CIFS resources
* Examples:
« smbclient -L server1 lists shares on server?

+ smbclient -U student //serveri/homes accesses a share
23
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Accessing Network-Neighborhood style shares, smbclient

smbelient is a command-line tool that provides access to SMB/CIFS {most commonly implemented as
Microsoft Windows Netwoik Neighborhood) shares

Useful options include:

-W workgroup or domain
U usermname
-N suppress password prompt (otherwise you will be asked for a password)

Once connected, smbelient behaves very much like an ftp client: You can navigate using cd and ls,
upload and download using put and get, etc
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File Transfer with Nautilus

* File/Connect to Server

» Graphically browse with multipie protocols

+ Allows drag-and-drop file transfers

 Supported connection types: FTP, SFTP, SMB, WebDAV, Secure
WebDAV

» Can also connect via url:

*+ File/Cpen Location

24
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Nautilus for accessing network services

Nautilus not only navigates local filesystems, but can be used to connect to remote file shares. Selecting
"Connect to Server” from the File menu will open a dialog where you can enter details about the
connection you would like to make, including the protocol, server and username that you would like to

use,

Nautilus URL examples

Once you get used to using the different protocols, you may find that typing in a i is faster and simpler
than filling out a form In browser mode accessing sites by url is as simple as typing in the Location bar.
In spatial mode you can enter a utl by selecting "Open Location" from the File menu Some exampie urls:

+ ftp://ftp.example.comconnects viz {tp to fip example com

4

« gsftp://user@ftp. example con is the same as above, but connecting securely via ssh as 'user’

o gmb:// lsts all available SMB servers
* smb://example lists shares on the example server
+ smb://example/share accesses a particular share on the server

* smb://user@example/share is the same as above, but authenticates as "user”
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I Xorg Clients

* All graphical applications are X clients
¢ Can connect to remote X severs via tcp/ip
» Data is not encrypted but can be tunneled securely over an ssh connection
« ssh -X hostB[user@hostB]$ xterm &
* xterm will display on hostA's X server

* Transmitted data will be encrypted through the ssh connection
25
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Network transparency in Xorg

One of the most important features of Xorg is that its client/server architecture makes any graphical
application on Red Hat Enterprise Linux completely network-fransparent. After connecting to a remote
host, configuring access controls and setting some environment variables, any graphicat application (also
called an X client because it communicates with the Xorg server using the X protocol) that is run wifl
display on the local screen. Applications running in this way will still be running on the remote system
They will take up resources {cpu cycles, memory, ¢ic) on the remote system and affect files on the remote
system. The application is only being displayed on the local system. '

Running remote X clients with ssh

One problem with doing this over older remote-access methods, such as telnet, is that X clients do not
encrypt the data that they send to the Xorg server. So, for example, if you were to run a remote xterm
and then use the su command to become root, when you typed the password it would be sent across

the netwotk in plain text. This problem can be circumvented by using ssh as your remofe-access tool
because it can be configured to antomatically set up a "tunnel” that forwards all X communications over
the established, encrypted ssh session Another advantage of using ssh for running remote X clients is the
fact that all necessary access conirols and environment variables will configured for you automatically

However, the ssh client does not do this automatically Unlike in in previous versions of Red Hat
Enterprise Linux, the ssh client must be told explicitly that you wish to enable X forwarding with the -X
option Hf you do not plan to run X applications on the remote system, it is a best practice to not enable X
forwarding as doing so allows a higher level of access to your system from the (possibly hostile) remote

system than a normal ssh session would.
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Network Diagnostic Tools

* ping

¢ traceroute
* host

* dig

* netstat

* gnome-nettool (GUI)
26
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Basic nerwork diagnostic tools
A number of network diagnostic tools are available:

ping

detects if it is possible to communicate with another system Many systems no longer respond to pings

fraceroute

displays the computers through which a packet must pass to reach another system The mtr command is a
repetitive version of traceroute, giving continually updated connection time statistics

host

performs hostname to IP address translations, as well as the reverse
dig

performs a service similar to host in greater detail

netstat

provides a number of network statistics.

grnome-nettool

a graphical frontend to the tools listed above (as well as some others) in a single, simple interface.
_gnome-nettoo] can be run from the command lneor wy seleotis {n from the Internet Ss,ctzan

A;‘-L lications Menu, Note that ¢

[
e
[v’]
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| End of Unit 17

» Questions and Answers
* Summary
» Firefox, Evolution and Mutt
» Basic network diagnostic tools
+ The importance of secure network clients
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Lab 17
Network Clients

Goal: Practice using a variety of tools to transfer files between your system
and a remote system

Estimated Duration: 1.5 Hours

System Setup: A working, installed Red Hat Enterprise Linux system with an
unprivileged user account named student with a password of

student.

Lab Setup: Assign a student to act as the data repository . Install and enabie an ftp
server on the student system. Also, start the dovecot imap service on

serverl

RHO33-RHEL4-2-20060221
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Sequence 1: Transferring files with Iftp

Scenario: One system will act as a repository for data from other computers. The
remaining computers will store their data on the data repository and the
synchronize their own data with that of the data repository.

Deliverable: A modified / renamed text file transferred to the ~student/data
directory on the repository system

Lab Setup:  Instructor should enable the sendmail daemon on serverl, make sure dovecot
is running, set up one of the student machines as an ftp server and make sure

there is a directory /home/student /data

Instructions:

1 One student’s system will act as the data repository. The student whose system will
perform this task should ensure that the student account on this system has a password
of student and a directory called data. For the remainder of this lab, this system will be

called station’Y

2. The remaining students should verify network connectivity with stationY, using the
ping command:

[student@stationX -1$ ping -c 3 stationy

PING stationY example.com (192.168.0.Y) from 192 168.0.2

€4 bytes from stationY.example.com {192.168.0.Y): icmp seg=0
64 bytes from stationY example.com (182 168.0.Y): icmp seg=1
64 bytes from stationY. example.com {(192.168 0 Y}: icmp seg=2

--- stationY.example.com ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/mdev = 0.212/0.214/0.218/0.017 ms

3. Use Iftp to connect anonymously to serverl and get a file:

[student@stationX -]S$ ed
istudent@stationX -~}$ 1lftp serverl
1ftp serverl:~-> cd pub
1ftp serverl:/pub> 1ls
~IW-Y--Y-- 10 ¢
1ftp serverl:/pub> get getme
. 26 bytes transferrad in 2 ssconds (13b/=2)

26 Jun 13 23:57 getme

: 2 SRR L
1ftp iserveri:/pubs sxit
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4. Examine, and then modify the text file that you have retrieved:

[studentestationX ~]1$ cat getme
{Your name here] was here!
[student@stationX -15 vi getme

Insert your name where indicated, then save the file as getme . XY where XY=your
initials.

[studente@stationX ~]1% cat getme.bd

Bob Dobalina was here!

5 Use Ifip to connect to the repositoiy system, stationX, as user student, with a
password of student, and transter your modified file into that uset's ~/data

directory:

[student@stationX -]1% lftp -u student stationX
Password: type password here

1lftp serverl:-> ecd data
iftp student@stationX:/> put getme.bd
21 bytes transferred.

1ftp student@stationX:/> exit

RHO033-RHEL4-2-20060221
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Sequence 2: Encrypted communication -- The ssh suite

Scenario: In this sequence, you will use the ssh suite of utilities to securely transfer a
file between your machine and the data repository You will then establish
an encrypted login session with the remote host, and verify that your file was
successfully transterred.

Instructions:

1. Start by making a copy of your getme . XY file used in the last sequence (Be sure to
replace the sample filename listed below with your initials):

[student@stationX -~]3% cd
[student@stationX ~]1$% cp getme.bd getme.bd.secure

2. Securely transfer your new file via an encrypted session back to the data directory of
user student on the repository systent:

[student@stationX -]5 scp getme.bd.secure student@stationY:data
output omitted :

3. Establish an encrypted session to the repository system, and verify that your file has
been successfully transferred:

[student@stationX -]15 ssh student@station¥
student@stationY example.com's password: student
[student@stationY student]$ ls data/*bd*
getme.bd getme . bd secure

I[student@station¥ student]s exit

“Copyright © 2006 Red Hat, Inc RH033-RHEL4-2-20060221
All rights reserved. Lab 17 Sequence 2 Page 432




Sequence 3: Synchronizing your files with a remote system

Scenario: In this sequence, you will use the rsyne command to perform a sync with
several files on the repository system.

Deliverable: Synchronization between the student data directory on the repository

systemt and your Iocal home directory.

Instructions:

1. Perform a sync operation against the home directory on the repositoty system,
tiansferring new and changed files to your local system:

[student@stationX -]15% ed
[student@stationX ~]% raync -e ssh student@stationY:data/get*

student@station¥'s password:

[student@stationX ~]$ ls getme*

getme.af getme.
getme.af.secure getme.
getme .ag getme.

getme.ag.secure getme.

..output truncated. ..
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ai
ai
bc
bc

secure

.secure

student

getme
getme
getme
getme

bg getme.
bg.secure getme.
.bh getme .

.bh.secure getme.

cf
cf . sec
cg
cg.sec
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Sequence 4: Configuring evolution
Instructions:

1.

10.

11.

12,

Copyright © 2006 Red Hat, inc
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Automatically check for . Lzzvethe rest ol

While iogged into the X Window System, change to your home directory and list your
file:

[student@stationX ~]% cd

[student@stationX ~]5 lg -aF

Start evolation from the Red Hat menu: Applications->Internet->Evolution Email

The first time evolution starts, it will run you through a setup wizard. Select the
Forward button

The next screen is the "Identity” screen. Input your full name in the proper place.

The next field is where your "Email address” gets entered. For this class, your email
address is "guest20XX@server 1 .example com”. The XX should be replaced by your
two digit station number. For example, if your station number is 2, your login name is
guest2002; if your station number is 12, your login name is guest2012.

The next two fields under "Optional Information” may be left blank but if you choose
to input data the Reply-To field, it should be the same as your email address from step
5 above.

Select the Forward button.

You should now be on the Receiving Mail panel where it asks you what type of setver
(Server Type) vou will be connecting to. Click the down arrow on the right side and

choose "IMAP".

Input 192.168.0.254 into the Host block and then put guest20XX into the
Username block, following the same instructions as earlier for the XX

Where the menu says Use secure connection (SSL) leave "Never” as the option of
choice (in the real world we would probably want to use SSL but in the classtoom we
will not)

Leave Authentication Type sei to "Password” and select the Remember this
password box. Select the Forward button

Now you should be looking at the Receiving Mail panel. Check the box for

the restof the settings intheir-defaniv state andsedeot

the Forward button.
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13.

14

15

18.

17.

18

-~ Copyright © 2006 Red Hat, Inc
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Now you should be looking at the Sending Mail panel. Leave the Server Type set
to "SMTP" and enter 192.168.0. 254 where it says Host Leave Use secure
connection (SSL) set to "Never” and do not select Server requires authentication.

Click the Forward button.

Now you should be looking at the Account Management screen. Leave this screen as
it 1s and click the Forward button.

Now you should be looking at the Timezone screen. Select the closest geogiaphical
point available on the map and then select the Forward button

Now you should be looking at the Done screen. Select the Apply button to save your
configuration settings

At this point the Evolution application will start, and will ask you the password for
guest20XX. Your password is password Spend a few minutes examining the
capabilities of the application. Send email to classmates. Note that your mail will
arrive in the guest20XX @serverl,example.com account, not in the Inbox under On

This Computer..
Execute an Is -aF command in your home directory now that you have finished this

exercise. Compare the output to the Is command cutput that you ran at the beginning
of the exercise Do you see a difference? What does this tell you about where evolution

stores it's configuration data?
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Challenge Sequence 5: Using digital signatures in evolution

Instructions:

1.

10.

Copyiight © 2006 Red Hat, Inc,
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In a tetminal window type the following command and follow its instructions

to create a gpg encryption key. When asked for your email address, use the
guest20XX @example com account that you configured evolution to use in the
previous sequence. You will also be prompted at one point to specity a passphrase
This passphiase will be needed to sign emails or to decode encrypted emails later in
the lab. Use the default values for questions about key size, algorithm, etc.

[studente@stationX -]% mkdir ~/.gnupg
[student@stationX -~]$ gpg --gen-key.

Now run the following command to list the keys that gpg knows about. You should
only sce the key that you just created for now:

[student@stationX -]1% gpg --list-keys

The output of the command above should include a line like:

pub 1024D/B5SERBCA8 2004-12-21

The area aftet the slash and before the date is your ?key 1D?; in this case, BS5EBCAS.
Note the value of your key ID. You will use it later in this sequence to tell evolution
which key you would like to use for digitally signing emails

Open evolution

Select Tools->Settings from the diopdown menus

Select the account you created during the previous sequence

On the Security tab, enter the key ID that you got from gpg

Now click the Always sign outgoing messages when using this account checkbox

Choose a classmate to be your partner and send him o1 her an email. Make sure yout
partner does the same to you

In the Sent Mail folder select the email you just sent. The email should have a note at

. the bottom saying that it has been digitally signed and that the signatare is valid. You !

4’ B . - i T
can click the signature icon for more information
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11 At this point you should have the signed email that your partner sent waiting for you
in your Inbox. Open the email and you will see a note at the bottom saying that it has
been digitally signed but the signature is invalid. This is because you do not yet have
your partner’s public key. This will be fixed in the next sequence
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Challenge Sequence 6: Sharing public keys, verifying signatures
and encrypting email

instructions:

1 In a terminal window, run the command:

[student@stationX -]35 gpg --export -a KEY ID > YOURNAME.pub

where KEY IDis your key id from the previous sequence and YOURNAME is your
name or some other unique identifier. This will create a text file that contains your
public key. Anyone you give this file to can import your public key and authenticate
messages that are digitally signed by you or encrypt the messages that they send to

you.

2. Inevolution, create a new email addressed to your partner. Click the Attach button
and attach the file with your public key to the message. Your partner should do the
same to you. This is how you will exchange public keys. Note that because anyone can
send you their public key and claim that it came from someone else it is very important
to only accept public keys when the key owner has been verified. The classroom
environment provides face-to-face verification that your partner did indeed just send
you a key, so you can trust the email.

3. After receiving a key from youi paitner, save the attachment to a file in your home
directory and run the command:

[student@stationX -]1% gpg --import PARTNERSNAME.pub

Where FPARTNERSNAME is, of course, the unique name that he or she used when
creating the public key file If this command is successful then your partner's public
key should be on your gpg "keyring” and should be displayed along with your own

when you run gpg --list-keys.

4. Go back to evolution and re—opén the signed email that your partner sent. The icon
should now say that it has a valid signature, but that the signature is unverified. This is
because you have not told gpg that you trust the associated key. In your console, run:

[student@stationX ~]$ gpg --list-keys
Note the key ID of your partner’'s public key. Then run the command:

[student@stationX ~1$ gpg --sign-key PARTNERS KEY ID

. ..output Eruncated. ..
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You will be asked to provide your private key's passphtase and to note how thoroughly
you have verified the key's authenticity. Select option 2, indicating that you have
casually verified that the key comes from who is says it comes from. Gpg will then use
your private key to "sign” your partner's public key, indicating that you trust it to the
specified extent. In a real-life situation where you and your partner's keys are stored on
a public keyserver, your signature can be uploaded to the server to indicate your level
of trust to anyone else who queries your partner’s key. Doing this, however, is beyond
the scope of this lab

& Re-open the signed email that your partner sent once more. The signature should now
be shown as valid because it comes from a signature that is both on your gpg keyring
and has been signed to indicate an acceptable level of trust

6. Now that you have your partner’s public key you can send encrypted email to him or
her. Compose an email to your partner but before sending the email, select Enerypt
from the Security menu. Make sure that yow partner sends an encrypted email {0 you

as well.

7. Check your Inbox for the email your partner just sent you. When you select the email
you will be prompted for your private key's passphrase, which you defined in the
previous sequence. After entering your passphrase, the email will be decrypted so that
you can read it
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Unit 18

So... What Now?

For uge enly by a student envolled in a Red Hat fraining course taught by Red Hat, Inc or a Red Hat Certitied Traning Pariner. No part of this ion may be p
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copied, or distributed please emaif <trainingaredhat. com> or phane toll free (USA) +1 (866} 626 2994 or +1 (919) 754 3700
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I Objectives

Upon completion of this unit, you shouid:

* Understand further opportunities for exploring Linux
* Be familiar with other Red Hat Training offerings

* Know how to participate in the Linux community

Far use only by a student enrclled in a Red Hat fraining course taught by Red Hat, Inc or a Red Hat Certified Traning Partner. No part of this publication may be photocopied,
duplicated, stored in a retrieval system, or otherwise reproduced without prior written consent of Red Hat, Inc. If you believe Red Hat training materfals are being improperly used,
copled, or disiributed plaase émail <training@raedhat coms or phong toll-free (USA) +1 (866) 626 2984 or +1 (819) 754 3700.
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I Some Areas to Explore

* Development

» System administration

* Further training opportunities
* The Linux Community

For use only by a student anrokied in a Red Hat training course 1aught hy Red Hat, Inc or a Hed Hat Certified Traning Partrer. No part of this publication may be photocopied,
duplicated, stored in 2 retrieval system, or otherwise reproduced without prior wrilten censent of Red Hat, Inc. I you believe Red Hat training materlals are being improperly used,
copied. or distributed please email <training@redhat coms or phone tol-free (USA) +1 {866) 626 2994 or +1 (918 754 3700,

Professional Applications of Linux

Having completed a very thorough introduction to the usage of a Linux system, students are often

left wondering what they can do to further their knowledge of Linux Most usets of Linux are either
developers or system administrators so, although the types of professionals using Linux is expanding more
and more, we will discuss each of these professions and their application to Linux.

Further Red Hat Training

We will also discuss other classes offered by Red Hat to facilitate the pursuit of either More information
on Red Hat's training offerings is available at http://www redhat.com/training.

The Linux Community

Finally we will discuss ways to get more involved in the large, exciting and vibrant community that has
been built around Linux.
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Development

* RHEL includes several languages
* Compiled Languages
* C, C++ Java, Ada, Assembly FORTRAN 77
* Interpreted Languages
+ Bash, Perl, Python PHP, Ruby, Lisp/Scheme
* Prograrmmers' Editors
* vi/vim, emacs/xemacs, the Eclipse IDE

* Lots more!

For use only by a student enrolted in & Hed Hat training course taught by Red Hat, Ing. or a Red Hat Certilied Traning Partner. No part of this publicatian may be photocopied,
duplicaled, stored in a retrieval system, or otherwise reproduced without prior writtern consent of Red Hat, Ins If you believe Red Hat training materials are being improperly used,
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Software Development in Red Hat Enterprise Linux

Red Hat Enterprise Linux offers a large number of programming languages. New languages are often
first available on a Linux system Each programming language offers advantages in certain situations For
example, FORTRAN is widely used for numeric computations and C/C++ is often the language of choice

for systems applications.
Interpreted languages offer rapid program development and compiled languages offer efticient execution;

Red Hat Linux provides implementations of most popular languages Additional compilers and
interpreters for most languages are available on the net A list of many compilers is availabie at:

http:/fwww idiom.com/free-compilers/

but this list is by no means exhaustive
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I Red Hat Development Classes

+ RHD143: Red Hat Linux Programming Essentials

* RHD221: Red Hat Linux Device Drivers

» RHD236: Red Hat Linux Kernel Internals

* RHD256: Red Hat Linux Application Development and Porting

For use oniy by a stucent enrolied ir: a Aed Hat training course taught by Red Hat, Inc. or a Red Hat Certiffed Traning Fartner. No part of this publication may be phofocopied,
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Red Hat Developer Courses

Most classes are a 5-day combination of lecture and hands-on labs. They all provide a thorough coverage
of each topic Other Red Hat programming classes include:

RHD?237 Red Hat Linux Crash Dump Analysis
RHD248 Red Hat Embedded Systems Engineering

Detailed information on Red Hat's development classes is at:
http:/fwww redhat com/training/developer/courses/
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I System Administrator Duties

¢ [nstall new systems

* Manage users and groups
* Keep software up-to-date
» Configure the network

* Configure services

* Maintain security

+ Just about everything else!
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Further Study in System Administration

Now that you know your way around a Red Hat Enterprise Linux system you are ready to explore system
administration topics. The best approach to this is to learn by doing: think of a project that would be of
interest to you and set about gathering the resources that you will need {o accomplish it. Further Red Hat
training and use of community resources will both he of great help toward this end
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I RHCE/RHCT Skills Courses

* RH133: Red Hat Linux System Administration
* RH253: Red Hat Linux Networking Services & Security Administration
* RH300: Red Hat Certified Engineer Rapid Track
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System Administration Courses

Red Hat offers courses that build upon the knowledge gained in RH033. Along the way students can
achieve the Red Hat Certified Technician and Red Hat Certified Engineer certifications. More information

on these classes is available at:

http:/fwww redhat com/tiaining/thce/courses/
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RHCA Skills Courses

* RHS333: Red Hat Enterprise Security

* RH401: Red Hat Enterprise Deployment and Systems Management

* RH423: Red Hat Enterprise Directory Services and Authentication

* RH436: Red Hat Enterprise Storage Management

* RH442: Red Hat Enterprise System Monitoring and Performance
Tuning
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Red Hat Certified Architect Courses

For post-RHCE level students Red Hat offers the Red Hat Certified Architect line of classes. These
expert-level courses teach advanced topics for those seeking mastery of a particular element of Red Hat
Enterprise Linux. Detailed information about RHCA courses is available at:

http://www.redhat.c0m/tr'ahling/ar‘chitectfcour'ses/
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| The Linux Community

* Linux User Groups (LUGSs)

* Mailing lists
* Web Sites
* IRC
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Getting involved with the community

A web search will probably reveal a Linux Users' Group (LUG) in your area. LUGS hold regular meetings
to give presentations, offer support and run "Installfests” where prospective Linux users can biing in an
old machine and install L inux with the assistance of LUG members. Participating in your local LUG is

a great way to increase your skill and involvernent with Linux Most LUGs, distributions and software
projects use mailing lists for distributing announcements and allowing users to share questions and
conversation. Red Hat hosts a large number of mailing lists, which can be viewed and subscribed to at:
http://www redhat com/mailmandistinfo/. Some lists of note are:

* redhat- list Support for Red Hat distributions in general, RHEL in particular

+ fedora-1list Support for all versions of Fedora (very high-volume!)

» fedorz-announce-lliat Aanouncements of security updates and new versions of Fedoza
There are also many, many websites devoted to Linux support and discussion. A few places to start:
= hitp//www redhat com/apps/support/knowledgebase: Red Hat's knowledge base

+  http://www tldp.org: The Linux Documentation Project

* hitp:/fwww linuxquestions.org: Home to numerous Linux message boards

You can communicate with others in real-time via Internet Relay Chat {(IRC) using a client such as Xchat,
which is included with Red Hat Enterprise Linux. Most IRC networks have a Linux support channel,
usually called #1inuxhelp. The Freenode network hosts channels for numerous open-source projects
including the official Fedora support channel (#fedora) and a channel for Red Hat Enterprise Linux
support (#rhel). As with all community support, be aware that none of these channels are necessarily
populated by Red Hat employees and should not be considered a substimte for enterprise support
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End of Unit 18

* Questions and Answers
* Summary
* What to do from here?
+ Development
» System administration
« Community involvement
+ Further training

» Something else? Explore!
10
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